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1 Program Overview

SecureTower Overview

Falcongaze SecureTower is a complex software product for ensuringinternal information
security through network trafficinterception and analysis.

This solution enables enterprises to control leak and undesired disclosure of confidential
information over Internet by intercepting such information as incoming and outgoing e-
mail, chatininstant messengers, transferred documents, files, viewed web pages, etc.

The administrator application ofthe programis used for adjusting operation settings of
all services: Interception, Database, Search, Indexing, Endpoint Agent Control, etc. One
cansetand change data interception and filtration parameters, indexing frequency,
create network user cards. It also enables one to view capture statistics in a real-time
mode, arrange delivery of notifications about the system operation (such events as
database overloading)andinstall endpoint agents on local workstations in a remote
mode to arrange Skype, USB, Network shares and SSL traffic interception.

Getting started

® Study this guide to familiarize yourself with the basics of the program.

® Evenifyouare an experienced Falcongaze SecureTower user please run through
the Administrator Guide sections to get up to speed with what has changed in the
latest version of the program.




2 Preparing to start: Connecting to the server

Upon the first startup of Administrator Console one must select the serverto start
working. Takinginto account that the interception system can be scaled, the system’s
components can be installed on different physical servers. The system configuration is
performed in the console by individually setting up each server responsible for different
services.

Note: In an individual case, all the interception system components can be installed on the
same server. Correspondingly, their setup will be performed on a single server.

The server to connect to can be selected in the Select a server dialogue box that
automatically appears on the screen upon the first program startup.

g ™
@' Select a server Iﬁ

Selecting the server

Specify the computer name to connect to and setup the sé

Specify or select a computer name to establish connection to the necessary serven
@ Connect to the local computer
_) Connect to the specified computer
Computer name:

[ use ping to check computer availability

Connect to this server on next startup Connect to server

Cancel l

b

Selecting the server to connect to window

Note: To work with Administrator Console you must have administrator rights on the server
you are connecting to or you must be included in group with the corresponding access rights
(for more information, see Managing user groups and access rights).

Directions:

1. Ifany components that should be configured are installed on the local computer, click
the Connect to the local computer button. If components to be setup areinstalledona
different servers, click the Connect to the specified computer button and specify the
name ofthe required computer in the Computer name text box. If this computer name
has already been entered before, one can select it from the drop-down menu opened
by clickingthe arrow icon located in the right corner of the text box.

2. Tosend a pingrequest to the remote computer before actual connection, select the
Use ping to click computer availability check box. This will shorten the delayin case the
remote computer is unavailable, as pingtakes much less time than the system needs
to detect the unavailability of the remote computer by trying to connect to it directly.
Clear this check box if pingis disabled in your network.

3. Connectingis followed by connection status bar. To display a detailed report for each
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server state, click the expand arrow.

14_- Connecting to the server ‘localhost'...

4. To interrupt connection, click Cancel connection.

zd_- User authentication...

& =PLVN

o ——
A

2=

B Uzers [dentification server Connected (v]
= Data Processing server Connected v ]
a EndPaoint Agents server Connected v ]
;. Events server Connected (v ]
%. Interception server Connected (v]
. ICAP zerver Connected (v]
Mail processing server Connected v ]

ﬂ License server Connected (v ]
m Image recognition server Connected v]
Cancel connection

5. After connectingto the necessary server, one can start configuring of components
installed onit. Ifitis necessary to establish connection to previously specified server
automatically upon subsequent startups, select the Connect to this server on next
startup check box while selecting the server. This option is switched off by default.

6. Ifthe components to be configured are installed on another physical server, on the File
menu in the program’s main window, click Change server.
File | Tools Help

8Nge Server..

Exit Ale=X

7. Inthe Select aserver dialogue box, click the Connect to the specified computer button
and specify the name of the required computer as described above.

8. Once connection to a particular serveris established, the Status monitor window is
displayed.

Note: Click Apply changes located in the right bottom corner of the program’s main
window every time when you finish configuring the necessary service settingsin
Administrator Console.




3 System status monitoring

To monitor the status and administrate SecureTower server components in the real-time
mode go to the Status monitor tab in the left sidebar of the program’s main window.

The set ofdashboards are displayed in the Status monitor window:

® Falcongaze SecureTower dashboard displays information about the product version
number, connected server name and logged user name;

® computerresources dashboard provides information about the currently connected
computer CPUload and RAM;

® J|ocal drive dashboard provides a total capacity and available free disk space for all
local disks.

._i_. Attention! To provide the local drive dashboard display the operating system
performance counters must be enabled. To enable the counters, the "0"value must be set for
the "Disable Performance Counters"entry in the registry: [HKEY_LOCAL_MACHINE\SOFTWARE
\Microsoft\Windows NT\CurrentVersion\Perflib] "Disable Performance Counters"=dword:0

@ Productversion: 57,1850 (64bit) | | CPU RAM 432GB/7736B| | G e93GEn2GE
Connected to server: localhost — )| | —— J
N ogged user: - J 6%  uses: 5% Free: 4s% | | Do 8L8GB/343GB

% Interception server .. Data Processing server & EndPoint Agents server

Index was updated

0/ 2 1 mago ‘ 7230

Mail processing server B ICAP server 5 Image recog server

unavailable or out of date Data for server parameters are unavailable or out of date Data for server parameters are unavailable or out of date

# License server @ Report Center @ Security Center

External emsi lcense:

93/250 16/1000 4 - 0 right now

Status monitor enables access to the set of SecureTower components dashboards and
their startup settings.

Adashboard of components with any error is marked with the red color header. In this
case the error message is displayed on the header line. To navigate between errors use
the navigation buttons in the header.

Attention! Make sure you have logged in as a user with enough access permissions before
start working with server components and services settings. To change access permissions
follow the recommendations given in Managing user groups and access rights or call your

system administrator.

10
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3.1 Starting and stopping services

Startingand stoppinga certain service is available only if Administrator Console is

connected to the computer where this service is installed and this computer is switched
on.

.. Data Processing server o

Search queue Index was updated Documents indexed

0/2 1mago 7230

Startinga service

1. Select the necessary service dashboard in the Status monitor window.

2. Click the "Settings" button in the right top corner of the dashboard.
3. Click Start service.

Stoppinga service

1. Select the necessary service dashboard in the Status monitor window.

2. Click the "Settings" button in the right top corner of the dashboard.
3. Click Stop service.

Restarting

Restarting a service will turnit offand then on.
1. Select the necessary service dashboard in the Status monitor window.

2. Click the "Settings" button in the right top corner of the dashboard.
3. Click Restart service.

11




3.1.1 Service startup parameters

Note: Setting up startup parameters for any service is available only ifthe computer where
this serviceis installed is switched on. In that, the service to be configured can be disabled.

To configure the startup parameters follow the steps below:

1. Select the necessary service dashboard in the Status monitor window.
2. Click the "Settings" button in the right top corner of the dashboard.
3. Click Service startup parameters.

4. Set the startup type and startup account type in the Service startup parameters
window. For more information, see Service startup modes and Selecting interception
server startup account.

5. Click OKto apply settings.

3.1.1.1 Service startup modes

Automatic service startup

If continuous operation of any service is important, select the Automatically start on
system startup radio button in the Service startup parameters window. This startup mode
is set by default.

8
@' Service startup parameters

Senﬂce startup parameters

Col

o tune up the service startup pn

Service startup sattings
_) Disabled
@ Automatically start on system startup

~) Manually start by user
Service startup account settings

@ Start under local system account
_) Start under the specified account

Account name:

Password:

CK | I Cancel I

Service startup settings window

Thus, upon the operating system boot, SecureTower Interception Server will
automatically starts monitoring and will be active while the system is working. To access
and work with captured data, one only needs to start Client Console; to view interception
statistics in real time mode —Administrator Console.

12
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Note: [f this startup modeis disabled for a certain service or the server on which this service is
installed is turned off, the functions of such a service will be unavailable upon the startup of
other services. For example, if Data interception server works, but Data Indexing service is
disabled, the intercepted data will not be indexed, and Client Console user will not be able to
search them.

Manual service startup

Ifthere is no need in continuous operation of the service, select the Manually start by user
radio button in the Service startup parameters window.

Disabling service startup options

To block access a service, select the Disabled radio button in the Service startup
parameters window.

3.1.1.2 Selectingaserver startup account

Startingunder a certain system account

By default, a service is started under the local system account.

1. Toenable the service startup under a certain system account, select the Start under
the specified account option and specify the account name and password in the
respective entry fields.

2. The account name can be typed manually in the Account name text box or selected in
the current domain by clicking Browse. In the Select Active Directory user dialogue box,
type the name ofthe necessary userin the respective text box and click Select.

r -
& Select Active Directory user [ﬁ

Selecting an Active Directory user

Find the user you want to select

Enter a user name to filter users by name:

User E-mail Description -
=
& Administrator Administrator@pg.local  Built-in account for administering the computer/domain
& Guest Built-in account for guest access to the computer/domain
& krbigt Key Distribution Center Service Account =
Select | l Cancel l

h

Active Directory user selection window

13




Startingunder the local system account

1. Ifstarting the interception server under a local system account is necessary, select the
Start under local system account option.

2. Click OK to save the settings. To discard the changes, click Cancel.

14
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3.2 Setting up connect

ion ports for services

Ifa certain port ofa computer thatis set as default port for a certain SecureTower
component is already used by another program, itis recommendable to change the

server port settings.

In the configuration files of the

server components of SecureTower, change default ports

to the ports that should be used to connect to the servers. Please note that Interception
server uses a different connection technology, so there are no port settings available for

this server.

Server port settings in the confi

guration files:

1. The configuration files should be normally located in the folder at the following
address: C:\Documents and Settings\All Users\Application Data\FalconGaze
SecureTower\ (OS Windows under Windows Vista) or C:\Program Data\FalconGaze
SecureTower\ (Windows Vista and Windows 7).

Use the following information to find server port settings in the configuration files:

Configuration File

|Line values

License Server

LicenseServer.Config.xml

|<Se rver port="20044" />

Security Center

SecurityCenterServer.config

<SearchServerConnection Port="20043" />

<AuthServerConnection Port="39001" />

<TcpChannel Port="39002" />

Indexing Service

SearchService.xml

|<Indexer port="20042">

Search Service

SearchService.xml

|<Sea rcher port="20043">

EndPoint Agents Control Server

FgSTEndPointAgentControlServ
erSettings.dat

<TCPChannel Port="39003" />

<EndPointAgentControlServerSettings Version="1"
VersionChangeTime="20140522122055"
VersionChangeComputer="FGSERVER"
VersionChangeUser=""EndPointAgentinstallStrategy="0"
ServerName="FGSERVER" Port="10500"
AgentCheckinterval="30" UseICMP="1"
UseSSLEncryption="0" LicenceServerName="localhost"
LicenceServerPort="20044">

User Identification Server

15




Configuration File

Line values

FgSTAuthServerSettings.xml

<TCPChannel Port="39001" />

Events Server

FgSTEventsServerSettings.xml

<TCPChannel Port="39000" />

Icap Server

IcapServerPluginSettings.xml

<IcapServer ISTAG="5BDEEEA9-12E4-2"
MaxConnections="3000" OptionsTTL="7200" Port="1344"
Preview="4096" ServivelD="Falcongaze SecureTower ICAP
Server" TransferPreview="*">

<Licenselnfo Port="20044" Server="localhost" />

Icap_server_settings.xml

<port>20061</port>

<address>localhost:20044</address>

Image recognition Server

Recognize_server_api.xml

<Port>20022</Port>

Recognize_server_licence.xml

<ServerPort>20044</ServerPort>

Mail processing Server

MailProcessingServer.config

<TcpChannel Port="39004" />

<LicenceServer LicenceServerName="localhost"
LicenceServerPort="20044" />

2. Go to the Status monitor tab in the left sidebar of the program’s main window, and
restart the services that you have modified the connection ports for.

3. On the Tools menu click Configure connection ports.

Selecting server connection ports:

On the Tools menu click Configure connection ports.

16
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f —
@ Connection ports selection M

| Connection ports selection

Specify conne ports to co t to the servers successfully

Connection ports to connect to the servers:

3 Users & authentication server: 39001
Data processing server: 20042

@f End Point Agent Contral server: 39003

Licence server: 20044

%2 Mail processing server: 39004

Bl 1caPserver 20061

m Recognize server 20022

i Security center server: 35002

ol Health monitor server: EQ{JUd
Set default ports | OK l Cancel l

e

1. In the Connection ports selection window, specify the same ports that you have
specified for each serverin the respective configuration files.

2. Ifyou need to restore the default ports, click Set default ports.
3. Click OK to save the settings.

Firewall configuring

To provide the correct way of SecureTower activity (to prevent unauthorized
connections to the server components and problems with the licenses
distribution) one should configure the firewall in a specific way.

The list of following ports should be created while firewall configuring:
1. Obligatorily SecureTower connection ports
® Connection ports to provide connection to the system server:

Data processingserver (IndexationServer) 20042

Licence server (LicenceServer)20044

User and authentication server (AuthServer) 39001

Security Center Server 39002

17




EndPoint Agent Control Server 39003
Mail Processing Server 39004

ICAP Server 20061

Recognize Server 20022

Health Monitor 39000

® EndPointagent port

EndPoint agent control server connection port 10500

2. Recommended ports

® TCP (standard ports for normal local network activity):
135

139

445

5985

e UDP (ifnecessary): 137

® QOperatingsystem standard ports :
FTP 21

SSH 22

Telnet 23

SMTP 25

WHOIS client application port 43

Hostname conversion system 53
HTTP 80

POP 110

SSL/TLS POP 995

IMAP 143

Secure IMAP connection 993

SSLHTTP 443

MysQL Server 3306

Network Printing Protocols 631

Virtual Network Computing (VNC) 5900

Note: UDP 5000 and above must be opened on the workstation with SecureTower
Client Console installed to provide audiomonitoring function.
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3.3 Configuring log of system events

SecureTower events are logged automatically, herewith all components logs are
accessible for viewing from the console directly. To manage and view logs on the Tools
menu click System log options.

F R
@' Falcongaze SecureTower components logs M

Falcongaze SecureTower components logs

Manage Falcongaze SecureTower components logs

Select one or more components from the list

Component log .
'ﬂ' Interception server
= Data processing server

&b Users & Authentication server

9 EndPaint Agents Control server

3 EndPaint Agents Control server - additional

() Mail processing server

(=] Mail processing server - additional -

Cpen ] [ Save

OK | [ Cancel

Viewing and exporting system logs

In the Falcongaze SecureTower components logs window go to the View logs tab.

Toview logs, select one or more in the list (to select multiple fields hold down Ctrl or Shift
on your keyboard and click the fields’ titles) and click Open. The selected logs will be
opened in the default text file viewer application (for example, Notepad).

In case you need to save one or several logs (for example, for subsequent submission to
the Falcongaze technical support service), click the logs you wish to save and click Save.
Specify a name for the file and a folder to save it into. Logs will be packed into a ZIP
archive.
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Extended logging

In the Falcongaze SecureTower components logs window go to the Configuration tab.

Insome cases you may need to enable extended logging of SecureTower server
components to diagnose and solve certainissues. To activate extended logging, click the
corresponding option. Please note that extended logging significantly increases the size
of system logs, therefore it is not recommended to use this option on a regular basis —
enable ittemporarily as needed.

To enable extended logging:
1. Select the related check box.

2. To activate extended logging, the system needs to restart all server components. Click
Yesin the confirmation dialog window.

3. Wait until the servers restart.

4. To continue and reconnect to the server, click Yes.

Note: Ifit isimpossible to restart them automatically, a corresponding notification will
appear. In this case you will need to restart all services manually for every component (for
moreinformation, see Starting and stopping services).
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3.4 Managing system configuration

System configuration data can be backed up and restored by user.

Configuration data for the system provides information about operating mode ofthe
system and the servers components that are defined init. Itis recommended to back up
the system data regularly.

To operate with the configuration data of the system on the Tools menu, point to Server
configuration and use the correspondingcommand.

@ FalconGaze SecureTower Admin Console

File |Tools | Help

Configure connection ports... a
er Admin Con
System logs options... -

Servers configuration 4 Backup settings

Restore settings
Languages D Eiatus: & Running

Backing up the system configuration
System configuration can be saved to a backup configuration *.zip file and can be
used later for restoringin the cases of system failure or etc..
To save your system configuration data:

1. On the Tools menu, point to Server configuration and click Backup settings.
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3
@ Backup settigns [

Backup settigns

Save servers settigns to file

Please select servers which settings should be saved on the disk

Server Total files size
'ﬂ Interception server 390KB

Data Processing server 1,36 Kb

& Users Identification server 165 ME
Events server 912Kb
[¥]§* EndPaint Agents Cantrol server 472 Kb
¥ E2 mail processing server 140 MBb
Report Center server 4,08 MB
8 Security Center server 1,90 MB
B ICAP server 1,34K8
"l @156 Image recognition server 189 Kb

[ select al || Unselect | Inverse selection | Total servers 10 Selected servers 10

L

2. Toselectthe server which configuration data must be saved, click the related
check box in the Backup settings window.

3. Click Backup settings to proceed.
4. Specify the network path and the name of the configuration file and click Save.
One canalso use the selection buttons below the list:

® ClickSelectall toselectall servers check boxes from the list.

® Click Unselect to cancel selection that was made before.

® Click Inverse selection to clear check boxes and select all unselected items
in the list simultaneously.

Restoring the system configuration

Torestore the configuration data ofthe system servers:
1. On the Tools menu, point to Server configuration and click Restore settings.

2. Inthe newly opened window, select a configuration *.zip file and click Open.
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@ Restore settigns. =50

Please select server settings which should be retored

Server Total files size
t Interception server 324K
= Data Processing server 136 Kb
[#] & Users Identification server 165 ME
Events server 912Ks
[ ¥ EndPaint Agents Control server 472 Kb
[FIE2 Mail processing server 140 Mb
[#]@ Report Center server 4,00 MB
B Security Center server 1,90 MB
B ICAP server 1,34KE
Qi Image recognition server 189 Kb

[ select all | Unselect || Inverse selection | Total servers 10 Selected servers 10

| Restore settmgsl [ Cancel ]

w

4.

5

. To select the server which configuration data must be restored, click the related
check box in the Restore settings window.

Click Restore settingsto proceed.

. Inthe confirmation window click Ok.

One canalso use the selection buttons below the list:

® ClickSelectall to select all servers from the list.
® (ClickUnselect to cancel selection that was made before.

® Click Inverse selection to clear check boxes and to select all unselected
items in the list simultaneously.
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4 Configuring licence server

To view licence information for your application copy, go to the Licence Information tab in
the left sidebar of the program’s main window.
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4.1 Viewing licence information

The common data for currently valid SecureTower licence, licensed modules data,
intercepted protocols, controlled workplaces and mail accounts are displayed and
available for configuringin the Licence information window.

Common information

Common information includes the name of the server with connected USB-dongle as well
as the approximate date of the product’s first startup and currently used version build
date. The Available installed licence section contains USB-dongle data. In case of single
USB-dongle is connected the data is displayed in the right part of the Common information
section.

Ifany new SecureTower server components was added or any changes in other licensed
parameters were made, the system supplier will send new licence settings that must be
added to the currently used USB-dongle. To update the licence click the Update licence
link (for more information, see Updating licence information).

Internal emails restrictions
In the Internal emails restrictionssection, the list of e-mails domains and addresses can
be configured for internal licence count. Click Internal emails to specify restrictions.

Internal emails restrictions:

Internal emails licence options allow to specify mail domains or email addresses to divide intercepted messages
on internal and external mails

Internal emails|

Modules restrictions

In the Modulesrestrictions section, the list of licensed application components is
displayed with the followinginformation indicated:

Quantity For example, 1/5, in which the first digit stands for the
number ofinstalled and working modules, and the
second digit —for the maximum permitted number of
component copies in accordance with the licence
token

Currently working servers |IP addresses/names of servers on which modules are
installed
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Maodules restrictions:

Madule name CQuantity Locations
Data processing server 1 from 1 127.0.01
| Interception server 0 from 1
@® EndPaint Agents Control server 0 from 1

Protocols restrictions

In the Protocolsrestrictions section the list of protocols is displayed that are currently
controlled by the system. Ifthe licence does not include interception of specific groups of
protocols, the corresponding option will be inactive.

Protocols restrictions:
7 Mail
Messengers
B web
w Files

Controlled workplaces restrictions

In the Controlled workplaces restrictions section the number of IP addresses or
workstations, network activities of which are currently monitored and controlled by the
application (the first number), and the maximum permitted number of IP addresses in
accordance with the terms of the licence token (the second number) are displayed.

Below you can see the list of IP addresses currently monitored by the system. The listis
resetand updated every 24 hours.

# | Controlled workplaces restrictions: 3/26

IP address Computer name Quantity Users
192.168.1.30 FGO1 1 John Smith
192,168.1.31 FGO2 1 Adam White
192.168.1.32 FGO3 1 William Grey

Controlled mail processing server mail accounts restriction

In the Controlled mail processing server internal mail accounts restriction section the
number ofinternal mail accounts, network activities of which are currently monitored
and controlled by the application (the first number), and the maximum permitted number
ofinternal mail licences in accordance with the terms of the licence token (the second
number) are displayed.

In the Controlled mail processing server external mail accounts restriction section the
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number of external mail accounts, network activities of which are currently monitored
and controlled by the application (the first number), and the maximum permitted number
of external mail licences in accordance with the terms of the licence token (the second
number)are displayed.

Note: Mail licence is allocated for a mail sender account. Mail licences dividing on internal
and external is performed in accordance with type of sender account ( sender account may
belong to internal or external mail domain).

To configure the list of mail licences go to Mail Processing Server settings tab and
configure the mail processing strategy (set the list of mail accounts for interception) as
described in the Miscellaneous mail processing settings chapter.
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4.2 Setting up connection to the license server

The systemincludes six licensed server components: Data Processing Server,
Interception Server, Endpoint Agent Control Server, ICAP server, Image Recognition Server
and Mail Processing Server. All these components receive licensing information from the
Licence Server, which, in turn, reads it from a USB dongle connected to computer where
the serveris installed.

In case all system components are installed on the same physical server, you do not need
to configure anything manually, as all components will use their default settings to
connectto the License Server.

In case the system components are installed on different computers, you have to set up
their connection to the Licence Server manually. The following parameters should be set:

® Licence Server address. The name of the machine where Licence Serveris
installed.Therefore, in case of manual setup, the Licence Server address is the
name of the computer with connected USB-dongle.

® Licence Server port number for connection establishment. Port number should be
equal to the one specified upon connection between components configuring (for
more information, see Setting up connection ports for services). By default the
port numberis 20044.

® |fthere are more than one dongle connected to the Licence Server computer, and
the license should be requested from the particular one -the dongle serial
number and the licence number separated by dot must be specified. Ifthere are
more than one dongle connected to the Licence Server computer, but the serial
number wasn't specified manually -SecureTower use the first initialized dongle to
use licence information.

Licence server information
q Licence server connection parameters:

Server address:  localhost

Server port: 20044

Serial key: (default key)

Note: After you have configured connection of all components to License Server, do not
forget to Apply changes in the right lower part of the main window.

Connection between Interception Server and Licence Server

1. To connect Interception Server to Licence Server, go to the DataInterception tabin the
left sidebar of the program’s main window.

1. Inthe Licence server information section of the General tab, set parameters to connect
the Interception Server to the Licence Server by specifying the Licence Server’s address
and port.
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2. Ifthere are more than one dongle connected to the Licence Server computer, specify
the number ofthe particular dongle to use it's licence information.

Connection between Endpoint Agent Control Server and Licence Server
1. To connect Endpoint Agent Control Server to Licence Server, go to the EndPoint Agents
tabinthe left sidebar of the program’s main window.

2. Go to the Endpoint agents optionstab and scroll down to the Licence server information
section. Specify Licence Server’s address and port.

3. Ifthere are more than one dongle connected to License Server computer, specify the
number of the particular dongle to use it's licence information.

Connection between Mail Processing Server and Licence Server

1. To connect Mail Processing Server to Licence Server, go to the Mail Processingtab in the
left sidebar of the program’s main window.

2. Inthe License server information section specify Licence Server’s address and port.

3. Ifthere are more than one dongle connected to Licence Server computer, specify the
number of the particular dongle to use it's licence information.

Connection between ICAP Server and Licence Server

1. To connect ICAP Server to Licence Server, go to the ICAP server tab in the left sidebar of
the program’s main window.

2. Specify Licence Server’s address and port.

3. Ifthere are more than one dongle connected to Licence Server computer, specify the
number of the particular dongle to use it's licence information.

Connection between Recognition Server and Licence Server
1. To connect Recognition Server to Licence Server, go to the Image Recognition tabin the
left sidebar of the program’s main window.

2. Scroll down to the Licence server information section. Specify Licence Server’s address
and port.

3. Ifthere are more than one dongle connected to Licence Server computer, specify the
number of the particular dongle to use it's licence information.
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4.3 Updating licence information

When you purchase additional server components of SecureTower or change the number
of workstations to be monitored, you receive new license information from the
manufacturer and need to update itin your license token.

1. Click Update licence link under the licence key number in the right part of the Licence
information tab window.

Note: Ifa number of licence keys are used, select the appropriate licence number in the list of
Available installed licences. Click Update licence link. In case of multilicence key is used,
click Update licences on key to update all licences simultaneously or select the particular
licence and click the corresponding link. If there are no the licence key you need to update,
make sure the USB dongle is connected to the computer with installed Licence Server.

2. Clickthe button [Xin the Update licence window, and in the dialogue window, select
the file with the new license information that Falcongaze sent to you. Please note that
the file should have the .licx extension.

3. Click Open. The licence information will be updated, and you may verify the licence
terms and conditions in the section below.

4. Make sure the new licence information corresponds to purchased parameters.

5. Ifany controversies are occurred contact Falcongaze technical support (direct link is
available from the Help menu).
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5 Setting up interception server

To configure the interception server settings, go to the Datainterception tab in the left
sidebar of the program’s main window.

In the Traffic interception server options window, one can configure interception settings,
enable IP-filtering rules and set up necessary network adapters.

?f@ Data Interception

?;f Protocols

l Events & Notifications

Note: Setting the interception server parameters is available only ifthe computer where this
serviceisinstalled is switched on. In that, the interception server can be disabled.

After the necessaryinterception server parameters are entered, the program will request

restartingthe service. Click Yesin the respective dialogue box. To cancel the changes,
click No.

Note: To avoid traffic losses, the interception server should be restarted as rarely as possible.

Therefore, it isrecommended to restart it only when all the necessary changes were made to
theinterception settings.
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5.1 Interception of tagged VLAN traffic

SecureTower enables interception of tagged VLAN (Virtual Local Area Network) traffic
according to IEEE802.1Q standard. This function can be useful in huge networks with
complex topology using VLANs. However, processing this traffic is more resource-
intensive as compared to regular traffic.

The problem with VLAN traffic interception lies in the absence of built-in support
mechanisms for VLAN in Windows. As a result, many network adapters are unable to
forward this type of traffic to SecureTower. There exists two ways of solving this problem —
stripping VLAN packets of tags on the driver level with subsequent packet forwarding to
SecureTower, or configuring the network adapter so thatit would pass tagged VLAN
packets to the system for processing, the latter variant being more resource-intensive.

Thus, in case of problems with interception of VLAN traffic, you can use one of the two
variants:installation of specialized driver for your network adapter or reconfiguring the
device using special flags.

5.1.1 Using specialized drivers

Hardware manufacturers, like Intel, Broadcom, 3Com and SysKonnect provide specialized
drivers which add support for VLANs and thus facilitate passingthe traffic to SecureTower.

Intel Advanced Networking Suite (iANS)

Intel has a virtual miniport driver that splits VLAN enabled interfaces to virtual interfaces.
Itis possible to capture from these interfaces without any known problems.

Broadcom Advanced Server Program (BASP)

For servers, Broadcom has a virtual miniport driver, the Broadcom Advanced Server
Program (BASP), which splits VLAN enabled interfaces to virtual interfaces. It is possible to
capture from these interfaces without any known problems.

5.1.2 Special flag settings

For some of the more sophisticated adapters, a flagcan be setin Windows registry to
disable stripping of VLAN tags.

Intel

Some Intel Ethernet adapters and their drivers will, by default, strip VLAN tags
when processing packets or strip tagged packets completely. In order to enable

32




SecureTower. Administrator Guide

SecureTower to process VLAN tags on Windows, you will need to disable this
feature. You mayalso need to upgrade your driver for that. This is unrelated to
working with Intel's specialized driver that adds VLAN support.

Abstract from Intel’s original support note http://www.intel.com/support/network/
sb/CS-005897.htm

To allow tagged frames to be passed to the packet capture software you must go
into the registry and either add a registry DWORD and value or change the value of
the registry key. Depending on the bus type of your network adapter you will either
create the keyword "MonitorModeEnabled"for PCI/PCI-X Network Adapters, or
"MonitorMode" for PCl-e based Network Adapters.

The new key (DWORD) should be placed at:

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Control\Class
\{4D36E972-E325-11CE-BFC1-08002BE10318}\00xx

where xxis the instance of the network adapter that you need to see tags on.
(Check by openingand viewing the name ofthe adapter).

Note: ControlSet001 may need to be CurrentControlSet or another 00x number. In
this case the rest of the address will remain the same.

Ifyou are usinga PCl or PCI-X Network Adapter the registry dword is:
MonitorModeEnabled

Set the DWORD value to either:

0 -disabled (do not store bad packets, do not store CRCs, strip 802.1QVLAN
tags);

1-enabled (store bad packets, store CRCs, do not strip 802.1QVLAN tags).

Ifyou are using a PCl-Express Network Adapter the registry DWORD is:
MonitorMode

Set the DWORD value to either:

0-disabled (do not store bad packets, do not store CRCs, strip 802.1QVLAN
tags)

1-enabled (store bad packets, store CRCs, do not strip 802.1QVLAN tags)
2 -enabled strip VLAN (store bad packets, store CRCs, strip 802.1QVLAN tags)

In most cases you should set MonitorMode=1 or MonitorModeEnabled=1.

Note: This modification should be made very carefully and only by skilled technicians
since changes to the registry may disable your machine. This change should only be
made for promiscuous mode/sniffing use.

Broadcom

BASP driver is not supported on laptops, but, at least for the BCM5751M
NetXtreme Gigabit chips in IBM T43 and HP laptops, there is a registry key under
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HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet thatcanbesetto
cause the driver and chip not to strip the 802.1Q headers. In order to set that key,
you need to find the right instance of the driver in Registry Editor and set that key
forit. You can do this the following way:

1. Run the Registry Editor (regedt32);
. Search for "TxCoalescingTicks" and ensure this is the only instance that you have;
. Right-click on the instance number (eg. 0008) and add a new stringvalue;

2

3

4. Type "PreserveVlaninfolnRxPacket" and give it the value "1".

5. This should set you up to be able to intercept the VLAN taginformation.
6

. IfVLAN trafficis still not intercepted, you need to update the firmware of your
Broadcom network controller:

7. Fetch the user diagnostic application from Broadcom website;
8. Burna CD usingthe downloaded ISOimage;

9. Boot to Live CD;

10.Selectinstall to hard drive;

11.Change to the b57udiag directory and run "b57udaig -cmd";
12.At the prompt type "setasf-d @".

Marvell Yukon 88E8055

In case you have a Marvell Yukon Ethernet controller, you can disable stripping
VLAN tags by addinga DWORD parameter SkDisableVIanStrip with a value of 1
under the registry key: "HKLM\ SYSTEM\CurrentControlSet\Control
\Class\{4D36E972-E325-11CE-BFC1-08002bE10318}\000", where
000 is the number of the folder for the Marvel Ethernet controller.

Other network adapters

In case you have other network adapters, contact the manufacturer’s support
team to obtain detailed instructions on disabling VLAN tag stripping.
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5.2 Interception server general parameters

To configure the database where the information retrieved from traffic will be stored, go
to the General tab, the Data storage settings section, and click Select data storage.

General | IP filters | MAC address filters | Network adapters

Data storage settings
Current data storage settings:

i

Plugin name:
Server name:
Database name:

User name:

Select data storage

Database settings window

5.2.1 Selecting data storage type

In the Select data storage type dialogue box, the useris suggested selecting the necessary
database management system from the list of the supported systems. Currently, the
program supports working with MS SQL Server, MySQL, Oracle and Postgre SQL. The
distribution package of the product also includes an embeddable database library—
SQLite —that can be used for testing purposes orin a small network upon low network

loads.
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r == B
@ Select data storage type w

Select data storage provider

Select one of the available data storage providers

Available data storage providers:

= MS SQL Server plugin
= Oracle plugin

= PostgreSQL plugin

= 50Lite plugin

Press Select to continue

Select | Cancel ]

DBMS selection window

Toselect a database management system

1. Clickthe desired type of systemin the list of available DBMS’s and click Select. After
selecting the DBSM, one should connect to the server on which the required database
isinstalled. The database connection configuration window will open automatically.

2. For detailed information on DBMS connection settings refer to sections Setting up a
connection to an MS SQL Server database, Setting up a connection to an Oracle database,
Setting up a connection to a Postgre SQL database, Setting up a connection to an SQLite
database, Setting up a connection to a MySQL database of this Guide.

5.2.1.1 Setting up aconnection to a MSSQL Server database

1. In case you selected MS SQL Server plugin, a window will open in which you need to
specify the name of the server on which the configured database is installed or select it
in the drop-down menu opened by clicking the arrow icon in the right corner of the text
box.
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@ Configure connection to the MS SQL Server M
MS SQL Server connection parameters 5 ;1
Configure connection to the MS SQL Server database ==
Server name: pg-db -
() Use windows authentication
1@ Use SQL Server authentication
User name: 58
Password: o
Database name: [FalconGaze 'l
[

2. If Windows authentication systemis used to access the database, select the
respective option (Use windows authentication).

To access the database with the SQL Server authentication system, select the Use SQL
Server authentication option. Specify user name and password for database access in
the respective fields and proceed with paragraph 8.

3. To use Windows authentication you need first to configure startup parameters for
Interception server and Data processing server. To do this, close the SQL Server
configuration window by clicking Cancel.

4. Go to the Status monitor tab in the left sidebar of the main application window,
configure startup parameters for Interception server and Data processing server (for
more information, see Selecting interception server startup account).

5. Specify the same parameters as for Interception server and click OK.

6. Reopen the Configure connection to MS SQL Server window. To do this, select Data
interception in the left sidebar ofthe program’s main window, click Select data storage
in the General tab. In the newly opened window select MS SQL Server plugin and click
Select.

7. Select the option Use Windows authentication.

Attention! In case of connection of any other SecureTower server to MS SQL Server database
in Windows authentication mode it is necessary to make sure that this server startup
account has access rights to MS SQL Server. Otherwise specify startup account with access
rights to the database in the Service startup parameters window available from this server
tab (for more information, see Service startup parameters ).
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8. Specify the name of the server your database is stored on. The database can be stored
on the local computer (localhost) or on any other computer you can see in the drop-
down menu after clicking on the downward arrow in the right end of the Server name
entry field.

's ™
@ Configure connection to the MS SQL Server &

MS SQL Server connection parameters
Configure connection to the MS SQL Server database

Server name: localhost

PG55

PGSBVWACTT
PG59\MSDE_OCULAR
PGE3YSQLEXPRESS
PG-DEB

PG-PDC

Database name: [ ']
| OK | l Cancel ]

L% =

9. Incase you already have an MS SQL Server database for intercepted information,
selectits name in the drop-down menu Database name, click OK and proceed with
paragraph 18.

In case you need to create a new database, click the "Add" button nexttothe
Database name field.

10. Inthe opened window enter the name of the new database in the Database name text
field.

[ @ Create database Mw
Create MS SQL Server database

Specify options and create new MS SQL Server database

()

Database name: | FalconGaze

[ Specify user defined database parameters
Database location (on server side): l
C:\Program Files\Microsaft SQL Server\MSSQL\Data
Initial database size (MBE):
10
Grow size in MB:
10
Grow size in percents

5

u OK | [ Cancel
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11. Ifyou need to specify user defined parameters for the database, select the relevant
check box. Ifthe check box is clear, the default parameters will be applied to the new
MS SQL Server database.

Catabase location (on server side):

CA\Program Files\Microsoft SQL Server\M55QL\Data
Initial database size (MEB):

10
) Grow size in MB:

10
@ Grow size in percents:

5
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12.Type the path to the newly created database in the Database location (on server side)
text field. You have to specify the path on the server you have selected previously

(paragraph 8).

13.Type the minimum value of the disk space (in Megabytes) that will be used by the
empty database in the Initial database size (MB) text field.

14.In the Grow size in MB text field you need to type the value of the disk space (in
Megabytes)the database will be enlarged by whenever a traffic volume exceeding the
initial size of the database is stored init. As an alternative, you can specify the grow
size in percentages (see paragraph below).

15.In the text field Grow size in percents you need to specify the percentage of the initial
database size, the database will be enlarged by whenever a traffic volume exceeding
the current database size is stored in it. For detailed information on the configuration of
the newly created database refer to the Section Database creation of the MS SQL Server
documentation.

16.Click OK to create the database.

17.Select the name of your newly created database in the drop-down menu Database
name of the MS SQL Server database configuration window. Ifyou cannot see the name
ofthe database, it means that the specified authentication parameters are incorrect.

18.After all the parameters for the connection to the MS SQL Server database are
specified, you can check the connection by clicking Test connection. In case thereis a
server connection error, make sure that the selected database isinstalled on the
specified server and the authentication parameters are correct.

19.In case of successful connection to the database, click OK to save your settings. To
cancel the settings click Cancel. The settings will appearin the Current data storage
settings on the main application window.

Current data storage settings:

Flugin nams: MS SOL Server plugin
Server name: pa-db

Database name: FalconGaze

User name: =3

20.To enable all entered settings click Apply changes, located in the lower right corner of
the main application window.

Implementations notes

1.1fusing MS SQL Server is necessary to keep in mind that the size of files saved to MS SQL
Server database sometimes is limited to 1Gb (due to MS SQL Server restrictions).
Therefore, all system data size restrictions should be in compliance. Otherwise, saving of
files with the size more than 1Gb will be interrupted and files will not be placedina
database.

2.The query timeout for server-to-server communication established with MS SQL Server
is restricted to 30 sec by default, hence if more than 30 secis requested for transaction,
the communication between MSSQL Server and SecureTower Server will be interrupted
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by the database server and the transaction will not be performed. The corresponding
alert will be generated in the system event log.

Toincrease the query timeout modify the default configuration of the MS SQL Server with
Microsoft SQL Server Management Studio:

® Specify the query type that is enough for transaction. Use the Server Properties option
from the server context menu. Select the Allow remote connections to the server option
from the Remote server connectionssection in the Server Properties window and enter
the appropriate time limit.

55 Script [ Help

Memary
Processors

Connections

Maximum number of concumrent connections {0 = unlimited):
Database Settings
Advanced
1% Pemissions

0 :

[] Use query govemor to prevent long{unning queries

Default connection options:
[] implicit transactions A
["] cursor close on commit
[ ] ansi wamings
["] ansi padding
[] ANSINULLS
[] arithmetic abort v
Connection Remote server connections
:zerver: Allow remote connections to this server
Remote query timeout (in seconds, 0 = no timeout):
Connection: <
tmp 180 o

prop e ) o
83 View connection properties [[] Redquire distributed transactions for serverto-server communication

Progress

Rea = -
d (@) Corfigured values (_) Running values

o

® Sure that the timeout of transaction specified for DBMS in compliance with specified
previously one for sever. Go to the Tools menu in the menu bar of Microsoft SQL Server
Management Studio and select Options. In the newly opened window select Designers
from the objects tree. Enter the timeout equal or bigger than was specified on the
previous step in the Transaction time-out after: field or disabled the Override
connection string time-out value for table designer updates option.
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(¥ Help
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& g::g E’:ﬁ;‘;‘an [[] Aute generate change scripts
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- Designers [¥] Warn about difference detection

— Table and Database Designers
Maintenance Plans

[ Analysis Services Designers [_] Prevent saving changes that require table re-creation

- Source Control

(W Warn about tables affected

Diagram Options -
Default table view: Column Names ~

[¥] Launch add table dialog on new diagram

e

5.2.1.2 Setting up aconnection to a Oracle database

1. Ifyou selected Oracle plugin, a window will open suggesting the user to enter the
server, on which the database is or will be stored. The database can be located on the
local computer (localhost) or on any other computer entered in the Server name text
field. Enter the number of the port which will be used to connect to the database.

(A ™y
'@ Configure connection to the Oracle server ﬂ

ORACLE"
DATABASE

Oracle connection parameters
Configure connection to the Oracle database

Server name: pg24 , port (default 1521): 1521
Database name:

User name:

M| Password:

o] L]

2. In the Database name text field, enter the name ofthe database used to store the
intercepted traffic. If such database does not exist, you first have to create it on the
local computer or on other computerin the network (specified in the Server name field).
After a new database is created, reopen the Oracle connection parameters windows to
proceed with its configuration.
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3. Specify the authentication parameters for the database by entering the user name and
the password used to access the database in the corresponding text fields.

(7 =
@' Configure connection to the Oracle server M

ORACLE"
DATABASE

Oracle connection parameters
Configure connection to the Oracle database

Server name: pg24 , port (default 1521): 1521
Database name:  FalconGaze

User name: John Smith

Il Password: sssxsxsssssssl

o] o]

4. After all necessary settings are configured, you can test the connection to the database
by clicking Test connection. In case there is a server connection error, make sure the
selected database is installed on the specified server and the authentication
parameters are correct.

L

5. In case of successful connection to the database, click OK to save your settings. To
cancel the settings click Cancel. The current settings will be displayed as Current data
storage settingsin the main application window.

Current data storage settings:

A
[

Plugin name: Oracle plugin
Server name; pd24:1521
Database name: FalconGaze

User name: Jlohn Smith

6. To apply the configured settings, click Apply changes.
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5.2.1.3 Setting up aconnection to a Postgre SQL database

1. Ifyou selected Postgre SQL plugin, a window will open suggesting the user to select the
server, on which the database is or will be stored. The database can be located on the
local computer (localhost) or on any other computer entered in the Server name text
field. Enter the number of the port which will be used to connect to the database.

@ Configure connection to the PostgreSQL server _————

PostgreSQL connection parameters

Configure connection to the PostgreSQL database

Server name: pg-ora |, port (default 5432): 5433 ‘
User name: postgres
Password: FEEEEEEs

Database name: [fg_2013—12—03i v]

[T server requires connection over 5L

o) e |

2. Ifyou already have a Postgre SQL database to store the intercepted traffic, proceed
with paragraph 4. Otherwise, you can create a database on the specified server right
from Administrator Console. To do this, specify the authentication parameters ofthe
user havingthe necessary rights in the DBMS to create new databases by entering such

user’s name and password in the corresponding text fields and click the Add button
, located to the right of the Database name drop-down menu.

%

3. Enter the name for a new Postgre SQL database in the text field Database name and
click OK.

2 Bl
@' Create database w

Create PostgreSQL Server database

Specify options and create new PostgreSQL Server database

Database name: | FalconGaze

I

. Specify the authentication parameters for the database by enteringthe user name and
the password in the correspondingtext fields.

5. Click on the drop-down menu Database name and select the name of the database used
for storage ofthe intercepted traffic. If the authentication parameters are correct, the
list will contain all databases that can be accessed usingthese parameters.

6. To establish SSL-connection, select the check box of corresponding option.

7. After all necessary settings are configured, you can test the connection to the database
by clicking Test connection. In case there is a server connection error, make sure the
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selected database isinstalled on the specified server and the authentication
parameters are correct.

8. In case of successful connection to the database, click OK to save your settings. To
cancel the settings click Cancel. The current settings will be displayed as Current data
storage settingsin the main application window.

Current data storage settings:

o

LS

Plugin name: PostgreSQL plugin
Server name: pg-ora:5432
Database name: FalconGaze
User name: postgres
9. To apply the configured settings, click Apply changes located in the right lower corner of
the main application window.
5.2.1.4 Settingup aconnection to aSQLite database

1. Incase you selected SQLite plugin, create an SQLite database by specifying a full path
to the directory where the database will be stored, and a file name with a “.db”
extension.

@ Configure connection to the SQLite database @

SQLite database connection parameters

Configure connection to the SQLite database

Databaze file name:

CATest\securetower.db

i —

2. After the name ofthe database is entered, you can test the connection to the database
by clicking Test connection. After you click OK a database with the specified name will
be created in the corresponding folder.

[

Implementations notes

Ifusing SQLite as the data storage is necessary to keep in mind that the size offiles saved
toitsometimes is limited to 1Gb (due to database restrictions). Therefore, all system
data size restrictions should be in compliance. Otherwise, saving of files with the size
more than 1Gb will be interrupted and files will not be placed in a database.
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5.2.1.5 Settingup aconnection to a MySQL database

1. Ifyou selected MySQL plugin, a window will open suggesting the user to enter the
server, on which the database is or will be stored. The database can be located on the
local computer (localhost) or on any other computer entered in the Server name text
field. Enter the number of the port which will be used to connect to the database.

@' Configure connection to the MySQL server lé]

MySQL connection parameters
Configure connection to the MySQL database

Server name: pg24 . port (default 5432): 3308 |

User name:

Password:

Database name: [ vl
]

2. Specify the authentication parameters for the database by entering the user name and
the password used to access the database in the corresponding text fields.

3. In the Database name text field, enter the name ofthe database used to store the
intercepted traffic. If such database does not exist, you first have to create it on the
local computer or on other computer in the network (specified in the Server name field).
After a new database is created, reopen the Oracle connection parameters windows to
proceed with its configuration.

4. After all necessary settings are configured, you can test the connection to the database
by clicking Test connection. In case there is a server connection error, make sure the
selected databaseis installed on the specified server and the authentication
parameters are correct.

5. Incase of successful connection to the database, click OKto save your settings. To
cancel the settings click Cancel. The current settings will be displayed as Current data
storage settingsin the main application window.

6. To apply the configured settings, click Apply changeslocated in the right lower corner of
the main application window.

Data storage settings

Fii

= Current data storage settings:

= Plugin name: MySQL plugin
Server name: 192.168.1.91:3306
Database name:  FG_2013_10_28

User name: mysgl

Configure data storage “ Select data storage
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Implementations notes

Ifusing MS SQL Server, MySQL or Postgre SQL as the data storage itis necessaryto keepin
mind that the size of files saved toitis limited to 1Gb. Therefore, all system data size
restrictions should be done in compliance. Otherwise, saving of files with the size more
than 1Gb will be interrupted and files will not be placedin a database.

Ifusing MySQL as the data storage it is necessary to specify the following values: max—
allowed-packet = 1G and bulk insert buffer size = 1Gfor MySQL
server settings. In this case a data packet with size more than 1Gb (up to 4Gb) will be
implemented in several stage, herewith 1Gb within 1 transaction will be transferred.
Otherwise, the intercepted information will not be placed to the MySQL data storage.

5.2.1.6 Changing current database settings

To connect to a different database (within the current DBMS) or to change the settings of
the current database, click Configure datastorage in the Data storage settings section of
the Traffic Interception server options window, the General tab.

Detailed instructions on configuring database connections are provided in sections Setting
up a connection to an MS SQL Server database, Setting up a connection to an Oracle
database, Setting up a connection to a Postqre SQL database, Setting up a connection to an
SQlLite database of this Guide.

5.2.2 Advanced interception settings

The efficiency of the interception server can be regulated by varyingadvanced
interception settings. To do this, go to the Advanced interception settingssectionin the
Traffic Interception server options window, the General tab, and click Configure advanced
interception settings.

Advanced interception settings

Advanced interception settings allow configuring the interception service to support various volumes of
network traffic and operation on various hardware. Changing these options can improve the performance
of the interception subsystem.

Configure advanced interception settings

Maximum simultaneously processed sessions

Maximum number of TCP sessions processed by the interception serverin parallel
canbe setinthe correspondingtext box (Max simultaneously processed TCP
sessions)ofthe Configure advanced interception settings dialogue box (see the
figure below). Restriction of this parameteris necessary for reducing the
interception server CPU load and disk space used. However, upon setting too low
values some sessions are likely to be skipped ifthe number of started sessions
exceeds the maximum number of simultaneously processed sessions. By default,
the value for this parameteris set at 50000.
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r ~
@ Configure advanced interception settings &J

Advanced interception parameters
Configure advanced interception parame to tune up the interception process

Max simultanecusly processed TCP sessions: | 200000

Packet queue size! 20000

Pool queue size:

Session disconnection timeout (in sec): 300

Intercept sessions that started before the interception startup
[C] Check TCP packet checksums

Configure | l Cancel l

Packet queue size

The queue is used for buffering and synchronizing multithreaded traffic processing.
Pending pool packets are the key element of the queue. The queue size is defined
by the number of packets and should not be less than the size of the pool (see
section Packet pool size). The default value for this parameteris 5000.

Packet pool size

This parameter determines the packet pool size for traffic transfer from the service
to the trafficinterception internal NDIS-driver. By changing the values of this
parameteryou can reach the desired ratio between the required efficiency of the
application and the size ofthe disk space it uses. In that, the size of the packet
pool should not exceed the size of the packet queue (see section Packet queue size ).
The default value for this parameteris 5000.

Session disconnection timeout

One can specify the wait time for some activity (for example, data transfer) over a
TCP-connection that has beenidle for some period oftime. This can be done in the
Session disconnection timeout (in sec.) text box. Ifthe specified timeout period has
elapsed and no data have been transferred over this TCP-connection, the session
will be closed. This will help to free some space for the interception and processing
of data transferred within other TCP-sessions. The default value for this parameter
is 300.

Interception of sessions started before the interception startup

To ensure interception of sessions that started before the service was launched,
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select the Intercept sessions that started before the interception startup check box.
Ifthis option is enabled, the service will be able to intercept the sessions that
were started, but were not closed before the interception startup.

Note: Ifthe interception server is turned on after instant messaging starts, it is
possible that the intercepted conversation parties’ information will be incomplete.
Forexample, for an ICQchat, only the remote user’s UIN would be intercepted. As for
thelocal user, their IP address only will be known. After some time elapses, the local
user’s UIN can also be extracted from traffic, and in this case this conversation will be
considered by the program as a conversation between/among other users, and,
therefore, will be displayed in Client Console as a new conversation. Thus, it is
possible that the same conversation will appear in several search results with
“different” conversation parties mentioned.

Checking TCP packet checksums

The Check TCP packet checksums option means that the interception system will
check packet checksums (CRC) before their analysis. This option can be enabled in
case the intercepted network adapter does not support CRC. Ifthis option is
enabled, the system will not accept for analysis the packets with checksums that
do not match the CRC value calculated by the operating system because it
indicates presence ofa damaged packet.

Ifa network card supports CRC, it is recommendable to disable this option. Taking
into consideration that packet checksums will not be calculated by the operating
system and local packets are intercepted before they are transferred to the
network adapter driver, the system may receive packets with an uncalculated
checksum (its value will be “0”) when intercepting a session from the local
computer. Correspondingly, when checking the packet checksum, the system will
identify such packets as damaged and will not process them.

Savingand applying changes

1. Click Configure to save the settings in the DBMS selection window.
1. Click Cancel to discard the settings.

2. Toapplyall the settings entered, click Apply changesin the bottom right corner
of the program’s main window.

5.2.3 License server information

Inthe license server information section of the you are to specify the parameters of
access to SecureTower license server.

Specify the server address and port used to connect to it in the corresponding fields.
Follow recommendations from Setting up connection to the license server.

49




5.3 Setting up supported protocols for centralized traffic
interception

To configure centralized interception of data transmitted over certain protocols, go to the
Protocolstab of the Data interception server window.

Note: To get access to protocols setup, one should connect to the server on which the
interception server is installed.

The list ofavailable protocols (depending on the plug-ins installed) will be displayed in the
protocol settings window. One can select the protocols the data of which should be
intercepted.

Protocol Part filters Description
@ POP3 110 POP3 Protocol Parser Plugin
@ SMTP 25 SMTP Protocol Parser Plugin
W IMAP 143 IMAP Protocol Parser Plugin
@ OSCAR 1-65535 OSCAR (ICQ and AIM) Protocol Parser Plu
% MSN 1863:1024-65535 MSN Protocol Parser Plugin
W KMPP 5222 XMPP/Jabber Protocol Parser Plugin
a HTTP 80:8080,443 HTTP Protocol Parser Plugin
W FP 20;21;1024-65535 FTP Protocol Parser Plugin
@  MailRubgent 2041:2042:443 Mail.Ru Agent Protocol Parser Plugin
Y_‘, Yahoo 23,80 Yahoo Protocol Parser Plugin

In the Protocols tab, one can assign intercepted protocol ports and change protocol
settings by clicking respective buttons.

Y
LS 7 Protocol port filters

[ % Protocol advanced settings

These commands are also available in the protocol context menu opened by right-clicking
the necessary protocol in the list of filters.

SMTP

53 Protocol port filters

e IMAP

@ OSCAR Protocol advances settings

5.3.1 List of supported protocols and default ports

Protocol Description Ports*
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POP3 (Post Amail protocol used by mail clients for receiving 110
Office Protocol, incoming e-mail messages from servers. Outgoing
version 3) messages are sent over the SMTP protocol (see
below). Checking POP3 in the list of protocols will
enable system to intercept incoming e-mail
messages received by mail clients.
SMTP (Simple A mail protocol used by mail clients for sending 25
Mail Transfer outgoing e-mail messages from servers; works with
Protocol) POP3 in pair. Checking SMTP in the list of protocols
will enable system to intercept outgoing e-mail
messages sent by mail clients.
IMAP (Internet An e-mail access protocol. Analogically to POP3, itis 143
Message Access  used forincoming e-mail messages, but provides
Protocol) larger possibilities for working with a mail box. For
example, access to processingincoming messages
on the serveras ifthey were on a local computer,
without havingto constantly resend files with the
mail contents from and to the server. Outgoing
messages are sent over the SMTP protocol (see
above). Checking POP3 in the list of protocols will
enable system to interceptincoming e-mail
messages received by mail clients.
OSCAR Instant and offline text messaging protocol used by 5190
ICQ, AIM, Miranda, QIP. Checking OSCAR in the list of
protocols will enable system to intercept text
messages transferred in the mentioned instant
messengers.
HTTP Aprotocol for data transfer based on the client- 80, 8080
(HyperText server technology applied for receiving text
Transfer information, in-stream video and audio from web-
Protocol) sites. Checking HTTP in the list of protocols will
enable systemtointerceptall the data transferred
via internet (visited URLs, portals, sent and received
e-mail messages, posted messages).
FTP (File Afile transfer protocol used for transmitting For data
Transfer commands, viewing files, file uploadingto and transfer —
Protocol) downloading from a web-server. Checking FTP in the 20, for
list of protocols will enable system to intercept all command
the files transferred via internet (uploaded or transfer—
downloaded files, documents). 21
XMPP (Jabber) Aninstant and offline messaging protocol used by 5222

Miranda, Google Talk, QIP Infium, PSI.
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Mail.Ru Agent Instant messaging protocol 2041,2042,
443
Yahoo IM Instant messaging protocol 23,80
MAPI A mail protocol used by client programs (Microsoft 1024-
MAPI Controls, Microsoft Outlook)to communicate 65535

with different mail exchange systems.

* Note: The table provides default ports assigned for protocol. Programs may use other

ports.
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5.3.2 Assigning protocol ports for interception

By default, the program uses standard ports assigned for protocols (for more information,

see List ofsupported protocol and default ports of this Guide). The provided values are,
however, not stringent, and programs may use other ports.

1. To assign or change protocol ports to be intercepted, click the protocol which a new
port should be assigned forin the protocols list .

Protocol Part filters Description
G4 POPZ 110 POP3 Protacol Parser Plugin
Cg smTP 25 SMTP Protacol Parser Plugin

2. Click Protocol port filtersin the toolbar. This command is also available in the context
menu opened by right-clicking the protocol name.

3. Inthe appeared Protocol port filters window, one can select the Use all the ports
available for receiving information option or the Use the specified ports only option.
Please note that usingall the ports for receivinginformation may reduce the
performance of the system.

¥ ~
@' Protocol port filters L-i-ﬂ

Protocol port filter settings

Configure protocol port filtering to tune up the interception

Port filters: ) Use all the ports available for receiving information

@ Use the specified ports only

Ports: | 110

Specify ports or port ranges in the format: xy-z

CK 1 l Cancel

%

4. Ifintercepting data transferred over certain protocol ports is important, enter the
values of the corresponding ports or port ranges in the Portsentry field in the suggested
format: port values should contain whole numbers detached with a semicolon from
one another; port ranges should contain hyphenated whole numbers.

5. Tosave the entered parameters, click OK. To discard the changes, click Cancel. To apply
all the entered settings, click Apply changesin the bottom right corner of the program’s
main window.

5.3.3 Protocol settings

Protocol setup is performed in the console by individual configuration of specific
parameters for each protocol. To modify the parameters of a certain protocol, click the
required protocol in the list of supported protocols and click Protocol advanced settingsin
the Protocols options window toolbar or choose corresponding option from the protocol
context menu opened by right-clicking the necessary protocol mane in the list.

To start with protocol configuration choose one you need from the list.
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5.3.3.1 POP3, SMTP and IMAP settings

To configure interception of data transferred over POP3, SMTP and IMAP select or clear
the check boxes available in the Protocol advanced settings window for the selected
protocol.

TLS session warnings
The program can detect secure sessions and generate warnings thereof. To enable this
feature, select the Store warnings in data storage if a TLS session is detected option.

With this option enabled, the details of such sessions will be saved in a database and will
be available for viewingin the search module of the program.

Savinguser names and passwords

Selecting the Save user name and password session information option will enable one to
intercept, save and view information about user names and passwords used for the
connection to a server. These data will be saved in a database and will be available for
viewingin the search module of the program.

Setting size limits for e-mail interception

Specifying the limit for e-mail messages to be intercepted, you can avoid intercepting
excessively heavy e-mails and, thus, avoid database overloading.

54




SecureTower. Administrator Guide

Saving message headers (for IMAP only)

Enabling the Intercept and save mail headers option will enable interception, savingand
viewing e-mail message headers, even ifonly headers (with no text body) were
transmitted from the server to the client. Message headers normally contain such
information as sender addresses, message subjects, etc.

Protocol advanced

IMAP protocol options

Configure IMAP protocol paramet

Configuration opticns | Ignored mail accounts

Please, configure the available IMAP parameters:
Store warnings in the data storage if a TLS session is detected

Enabling this option will allow you to receive notifications of secured IMAP sessians.
The details of these sessions will be stored in the database and will be available for
revision in a search medule.

Save user name and password session information

Selecting this option will allow you to capture, store and view infermation about
usernames and passwords that were used to connect to a IMAP server. These
credentials will be stored in the database and will be available for viewing in a search
module.

[7] Intercept and save mail headers

Selecting this aption will allow you to capture, store and view mail headers even if only
the headers were transferred from the server to the client (without message bodjes).
This will help you to check sender addresses and message subjects,

Please, specify the size limit for e-mail messages to be intercepted over the IMAP protocol.
E-mails reaching the specified limit will not be intercepted and processed.

Intercepted file size limit (Mb): 256

See also: Disabling interception for certain accounts

5.3.3.2 OSCARs ettings

Interception of user information

Enabling this option will provide interception of additional information about users (user
names, e-mail addresses, etc.). These data will be saved in a database and will be
available for viewingin the search module ofthe program.
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Interception of user avatars

Enabling this option will provide interception of user avatars (pictures used for ICQuser
profile personification) and to view them with the help of the search module of the
program.

Itis possible to specify the particular UINs as excluded from interception. Upon including
an OSCAR UIN to the ignored list any conversation that contains messages from/to the
ignored OSCAR UIN will be skipped (including other participants messages within
conversation).

Warnings on encrypted messages

The program can detect and generate warning messages about the transfer of encrypted
messages. To enable this feature, select the Store warnings in data storage if encrypted
messages are detected check box in the Protocol advanced settings window for the
selected protocol. With this option enabled, the details of such messages will be savedin
a database and will be available for viewingin the search module of the program.

Interception of transferred files

Selecting this option will enable one to intercept and save files exchanged by the ICQ
users.

Setting limits for file interception
Specifying the limit for files to be intercepted, you can avoid intercepting excessively

heavyfiles and, thus, avoid database overloading.

See also: Disabling interception for certain accounts

5.3.3.3 XMPP settings

The XMPP settings window includes only one tab —Ignored accounts. For details on adding
and deleting ignored accounts, see Disabling interception for certain accounts.

See also: Disabling interception for certain accounts
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5.3.3.4 HTTP settings

General settings of HTTP interception can be accessed in the Configuration optionstab.

F' k'
@' Protocol advanced settings ﬂ

HTTP protocol options

Configure HTTP prot

Configuration epticns | Filters | Mime types filters

Please configure the available HTTP parameters:

Intercept incoming information

Selecting this option will allow you to intercept incoming information
transferred owver HTTP. The intercepted informaticn will be stored in a
database and will be available for revision in a search module.

Intercept outgoing information

Selecting this option will allow you to intercept cutgeoing information
transferred owver HTTP. The intercepted information will be stored in a
database and will be available for revision in a search module.

oK | l Cancel

Configuration options:

For configuring HTTP interception the following parameters are available:

Interception ofincoming data - Selectingthis option will enable interception of the
incominginformation transmitted over HTTP (downloaded URLs).

Interception of outgoing data- Selecting this option will enable interception of the
outgoinginformation transmitted over HTTP (posts, requests, and uploaded files).

The maximum intercepted HTTP POST size is specified within built-in Content-
Length filtering rule for all web resources.

To specify custom restriction of maximum intercepted HTTP file size go to Filterstab
ofthe HTTP protocol options window and create a new filteringrule as described
below with search condition for the necessary Content-Length value in the Web
condition field.
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Filteringincoming traffic
To configure filtering go to the Filterstab of the HTTP protocol options window and select
the Enable filtration by HTTP requests parameters check box.

Filtering outgoing HTTP traffic will help to avoid interception of data that does not contain
user-requested data (“junk traffic”)and etc.

Filteringis implemented by the filtering rules.

The built-in group of rules contains following types of rules:
-filtering of the specified applications HTTP traffic;
-filtering of the requests to the specified web sites;
-request body size restriction;

-filtering data without “User-Agent” field in the request to prevent interception system
application traffic;

-ignoring the request for a web site favicon;

-ignoring other specified type of requests.

The built-in rules can't be modified or deleted.

To configure a user defined filter add a new filtering rule or group of rules.

To activate a filter select the correspondingrule check boxin the list of rules.

Note: To select or clear several selected filters check box right-click any selected rulein the
list and click the necessary command on the context menu.

To allow or deny traffic interception regulated by the specified rules, select the check box
with the corresponding filtering mode in the window:

® Intercept HTTP requests that fulfills the filters listed above;
® Intercept all HTTP requests except the ones that fulfills the filters listed above.

The information for each group (rule) with the name and the description of the group (rule)
is displayed in the window. Content of the group can be expanded or collapsed by clicking
expand or collapse button [#/ =l to the left of group name.

To change filtering conditions of existed rule highlight it in the list and click Modify. To
remove the rule click Delete.

Export/Import filters

The system support saving (export) the list of filters configured into a file (*.strf) and
subsequently restore (import) the list.
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1. To export the filter list on the Tools menu, click Export.

= [ g Filtering rules
‘S empty User-Agent field
£71'PGoogle drive
'SPHTTP Get requests
‘S'msn.com

P m | L

Export | [ Cancel

Inthe new window select the filters that will be exported by checking the boxes in
the correspondinglines. After you have selected the necessary filters, click Export.

In the new window, select a folder where you wish to save the file, specify the
name ofthe file and click Save.

2. Toimport a list of filters from a previously saved file, on the Tools menu, click
Import.

Inthe new window select a folder and a *.strffile with filters.
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After you have selected the file, click Open.

r ™y
W Import rules o A L@ﬂ

Specify rules to import

Checked rules will be imported to the current filters list

Mame Description
=] AiFiltering rules
[¥] 57 empty User-Agent field
[¥]'SPHTTP Get requests
SPmsn.com

Import mode
@) Update followed by replacing upon names matching
_! Update followed by renaming for rules with matched names

_) Replace current rules with these rules

Import | [ Cancel

h

Next, you have to select the filters you wish to import by checking the
corresponding boxes and specify one of the followingimport modes:

® Update with replacingifrules names matching-ifany ofthe currentrules
has the same name as anyimported rule, it will be replaced with the new
one;

® Update with renamingifrules names matching-ifanyofthe currentrules
has the same name as anyimported rule, the new rule will be renamed
and imported under the new name;

® Replace the current rules with a new -all the current rules will be deleted
and the new ones will be imported.

Click Import.

Creatinga group

To create a new group of rules, on the Add menu click Group.

In the Group name text box of the opened dialogue window, enter the name of the
created group of rules, and fill out the Description text box (optional) with the
group description.
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- -
@ Group properties &J

Add a group of reports

Specify the name for this grou
Group name! New group
Description:

oK | [ Cancel

Upon finishing entering group settings, click OK. To discard creatinga new group of
rules, click Cancel. The newly added group of rules will be displayed in the list of
filteringrules.

Creatinga new rule

1.Tocreate a new rule, select the group which this rule will be related to.

2.0n the Add menu click the Filteringrule. In the opened dialogue window enter
the name of the created rule in the Rule name text box and fill out the Description
text box (optional) with the rule description. In the section under the Description
text box specify the conditions for the data search that will be implemented by the
systeminanautomatic mode.

Data can be searched by HTTP method type, IP address (as well as local or remote),
by the specified port (as well as local or remote), by the size of data and by the
interception date and by the Web-field parameters (field names of request
header). Condition and parameters types are available in drop-down lists.
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Modify filtering rule
Specify the list of filtering conditions for the HTTP data interception

Rule name:  New filtering rule

Description:

- Select operation to unite conditions as: @ And © Qr [ Mot e —

ri.f!\dcl condition] [Add condition block] [Wrap into block]

l Show request string (test) ] l Show request string (test) ] | oK I [ Cancel ]

For various search conditions different relevant operations can be specified (see
below).

Search conditions for data filtering

By date

Specify one of the following conditions: Equal (search for data transferred on the
specified date), Not equal (search for data transferred on any date except
specified), Within range (search for data transferred during the specified period),
Beyond range (search for data transferred on any date except the specified period).

By time and day of week

To search by time you can specify conditions similar to the ones for search by
dates.

To search by day of week you can specify one of the following conditions: Equal
(search for data transferred on the specified days of week) or Not equal (search for
data transferred on any day of the week except specified).
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By IP address or port number

When searching by IP addresses or ports, one can set the following parameters:

® |ocal or remote (to search for data transmitted from/to local or remote
computers having the specified IP addresses or via specified local or remote
ports), local (to search only for data transmitted from/to the local computer with
the specified IP address or via specified local port), remote (to search only for
data transmitted from/to the remote computer with the specified IP address or
via specified remote port);

® equal (tosearch for data transmitted from/to specific computer having the
specified IP address or via specified port), not equal (to search for data
transmitted from/to any computers except for the one havingthe specified IP
address or via any port except for the specified one), within range (to search for
data transmitted from/to computer having IP addresses within the specified
range or via specified range of ports), beyond range (to search for data
transmitted from/to any computers except for those having IP addresses within
the specified range or via any port except for the specified range of ports).

By HTTP method

The system enables identification and blocking of GETand POST HTTP(S) requests.

To block any HTTP(S) request by method it was sent use a corresponding parameter
from the HTTP method blocking condition.

This type of blocking condition is useful to go with any other one to enhance a rule
performance.

By Web -fields content

There are four fields names in preset for web-field condition:
- URI;

-Host;

- Content-Length;

- User-Agent.

1. To set condition value select the necessary one from the drop-down list of
conditions types and select one from preset field name or type any other custom
name instead.

2. Choose a value type of condition selected previously and specify it. Upon the
Value list type selecting use the followinginput format:

® x<yalue>* -the headerfield containsthis value;

® *<value> -the headerfield endswith this value;

63




® <J<value>* -theheaderfield startswith this value;
® <value> -the headerfield equal to the value.

The combination of different types of search conditions helps to increase efficiency
of blocking rules. For example, the combination of conditions which provide search
for requests with both the URI field and the Host field contain specified symbols or
text (parameters Contains or Equal), will deny access to separate web pages or
elements of the particular web resource.

Using the User-Agent field with parameter Is absent, for example, enables disabling
network activity of the service and harmful software which doesn't use this field in
POSTrequests usually.

Using of customer field as search conditions can be the useful too. So, f. e.,
restriction of transferred message size by defining the Content-Length field with
the Beyond range parameter value in bytes is possible and a blocking transfer of
data with specified format, using a combination of Content-Type field name and
either the Contains or the Equal parameter value.

Example 1: One see the following type of record in the intercepted HTTP trafficin
Client Console: http://www.facebook.com/plugins/likebox.php?
1d=185550966885&amp; width=292&amp;connections=10&amp; st
ream=true&amp; header=truesamp; height=587"
scrolling="no" frameborder="0" style="border:none;
overflow:hidden; width:292px; height:587px;

This kind of records can be filtered, for example, by a combination of Host and URI
fields. To do this, create a new GET filter and specify the Host field which ends with
«facebook.com». Then click Add condition and specify the URI field which
starts with «/plugins/».

Example 2: After you identify a “junk” HTTP post in the search results in Client
Console, you can create a separate filter to exclude interception of similar posts in
future. To do this, you have to open the HTTP header of the selected post (the Show
HTTP header button in the toolbar). Atypical HTTP header has the following
structure:

POST Jubds/lookup_dst/HTTP/1.1
Accept-Encoding: identity
Content-Length: 2172

Host: ubds.uniblue.com

Content-Type: multipart/form-data;
boundary=192.168.1.68.1.304.1317362182.595.1

Connection: close
User-Agent: Python-urllib/2.6

Similar HTTP posts can be filtered, for example, by the User-Agent field. Create a
new filter, specify the name of the field “User-Agent”, which starts with «Python-
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urllib».

Besides, such HTTP posts can be filtered by the Host field (in the filtering
conditions, specify the name ofthe field «Host», which equals to
«ubds.uniblue.com»), or by URI (n the filtering conditions, specify the name ofthe
field «URI», which equals to «/ubds/lookup_dst/»).

Operating with search conditions

1. Search may be carried out with logical disjunction (the “OR” operation)ora
logical conjunction (the “AND” operation) of several search conditions or
condition block:

® Uponselectinglogical “AND” search operator, notifications will be delivered
onlyin cases ofinformation transferis satisfy ALL the specified search
conditions simultaneously. For this, in the Select operation to unite conditions
as section, check the And option.

® Uponselectingthe “OR” search operation, notifications will be delivered in
cases ofinformation transfer is satisfy ANY of the specified search conditions or
search condition blocks. For this, in the Select operation to unite conditions as
section, check the Or option.

2. Toadd a new search condition, click the Add condition link. To delete some

search condition, click the Delete icon " inthe right part ofthe corresponding
condition. By default, there is a form for entering the first search condition in
this window, but it can be deleted ifa search condition block should be created
instead.

3. Toadd an entire search condition block, click the Add condition block link.
Creating condition blocks helps conduct automatic search subject to complex or
advanced search conditions. New blocks or conditions can be created within
other blocks and conditions.

4. When creatinga new or editing an existing rule numerous advanced procedures
for search conditions and conditions block are available from the Tools menu
(the iconin the end of a condition line).
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L|_| Copy
O

Change condition line 'il i k

T

To work with advanced procedures, clickthe Toolsmenuicon ™ andselecta
necessary one:

To change the item line, point to Conditions line change and click one of
available commands.

Click Cut to remove selected item from the parent block body and copy it to
clipboard. After applying this operation the Paste procedure is available for
item that was cut within any blockingrule.

Click Copy to copy selected item to clipboard. After applying this operation
the Paste procedure is available foritem that was copy within any blocking
rule.

The Paste procedure is available when anyitem was previously copied or
cut. Point to Paste, and then:

= Toinsertitem from clipboard in the specified position within the parent
block body, click Paste into block.

= To pasteitemonthe line above selected search condition or block, click
Paste above.

= To pasteitemonthe line below selected search condition or block, click
Paste below .

Click Copy search condition asimage to copy the root block of search
conditions to clipboard as screenshot of the block body. This procedure is
available for a root block only.

Click Save search condition asimage to save the root block of search
conditions to clipboard as PNG format file with screenshot of the block
body. This procedure is available for the root block only.

Setting up filtering by MIME data types

MIME describes transfer mechanisms for different types ofinformation transmitted over
the HTTP protocol. Such information can be represented by text (on languages other than
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English) and non-text data formats, such as images, video, audio, and applications.

HTTP requests filtration implemented according to results of server responds MIME type
analysis. Herewith HTTP request, that corresponds to server respond with specified MIME

type, will be intercepted and saved in data base or skipped in accordance with filters
settings.

One can configure interception filtration by MIME data types by the console means. This
will help to intercept only the types of data you are interested in, as well as to avoid

database overloading owingto disablinginterception of the types of data that you do not
need.

@ Protocol advanced settings lé]

HTTP protocol options

Configure HTTP protocol parameters

Configuration eptiens | Filters | Mime types filters

HTTP requests filtration can be implemented by MIME type of server responds
analysis. If the option is activated, HTTP request, that corresponds to server
respond with specified MIME type, will be processed in accordance to selected
filtering mode.

Enable mime types filters

Lo Add Delete

Mime type 5

text/css

text/javascript
image/gif
image/jpg
image/jpeg
image/png
Mime types filtering mode
_) Intercept HTTP requests that fulfills the filters listed above
9 Intercept all HTTP requests except the ones that fulfills the filters listed above

oK | l Cancel

To set HTTP traffic interception filters by MIME data types:
1. Go to the Mime typesfilterstab in the HTTP Protocol advanced settings window.
2. Toenable/disable mime type filter, select/clear the corresponding box.

3. Inthe MIME types window, there is a default list of data types proposed by the
program. You can apply only one of the available filtering modes to this list: enabling or
disablinginterception of the specified data types. The filter that disables interception
of the suggested data types is set by default in the program. To enable or disable
interception of the specified data types, deselect the corresponding filtering mode:

® Intercept HTTP requests that meets the criterialisted above

67




or
® Intercept all HTTP requests except the ones that meets the criterialisted above.
4. To add a new data type, click Add and specify a type in the text field .

5. To remove some MIME data type from the filter, click the necessary data type in the list
and click Delete.

6. To save the settings made, click OK. To discard the changes, click Cancel.

See also: Disabling interception for certain accounts

5.3.3.5 FTP settings

Interception of received files

Selecting this option from the protocol’s context menu will enable setting up the
interception of files transferred over FTP.

-
@ Protocol advanced settings l&]

ameters

Please configure the available FTP protocol parameters:
[T Intercept incoming files

Selecting this option will allow you to intercept incoming files transferred over FTP.
The intercepted information will be stored in a database and will be available for
revision in a search module.

Intercept outgoing files

Selecting this option will allow you to intercept outgoeing files transferred over FTP.
The intercepted information will be stored in a database and will be available for
revision in a search module.

Save user name and password session information

Selecting this option will allow you to capture, store and view information about
usernames and passwords that were used to connect to FTP servers. These credentials
will be stared in the database and will be available for viewing in a search module.

Please specify the size limit for files to be intercepted aver the FTP protocol. Files reaching
the specified limit will not be intercepted and processed.

Intercepted file size limit (Mb): 256

QK | I Cancel l

Interception of sent files

Selecting this option will allow system to intercept the files sent over FTP.

Savinguser names and passwords

Enabling this option will allow system to intercept, save and view information about user
names and passwords used for the connection to an FTP-server. These data will be saved
in a database and will be available for viewingin the search module of the program.
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Setting limits for file interception

Specifying the limit for files to be intercepted, you can avoid intercepting excessively
heavy files and, thus, avoid database overloading.

See also: Disabling interception for certain accounts

5.3.3.6 Mail.Ru Agent settings

Intercept files exchanged between users
Ifthis option is enabled, the system will intercept files transmitted by users via Mail.Ru
Agent, in addition to capturing the messages.

Toreduce the amount of data stored in the database of intercepted traffic, you can
specify the maximum size of files that will be intercepted. Larger files sent or received by
users via Mail.Ru Agent will not be intercepted and stored.

See also: Disabling interception for certain accounts

5.3.3.7 Yahoo settings

Intercept files exchanged between users

Ifthis option is enabled, the system will intercept files transmitted by users via Yahoo IM,
in addition to capturing the messages.

Toreduce the amount of data stored in the database of intercepted traffic, you can
specify the maximum size of files that will be intercepted. Larger files sent or received by
users via Yahoo IMwill not be intercepted and stored.

See also: Disabling interception for certain accounts

5.3.3.8 MAPI settings

SecureTower enables interception of data transferred over MAPI (MAPI over RPC over
HTTP and MAPI over RPC).

Intercept incoming mail

Tointerceptall incoming messages and files, transferred over MAPI protocol select the
Intercept incoming mail check box. The intercepted data will be stored in the database
and will be available for review from Client Console.
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Intercept outgoing mail

Tointercept all outgoing messages and files, transferred over MAPI protocol check the
Intercept outgoing mail option. The intercepted data will be stored in the database and
will be available for review from Client Console.

All messages transferred over MAPI are intercepted by default.

See also: Disabling interception for certain accounts

Note: Apreliminary connection configuring is required for network with Microsoft Exchange
Server 2010 ifinterception of MAPI traffic is necessary. The PS Exchange console can be used
for configuring - use Get-RPCClientAccess | ft Server, EncryptionRequired command for
status checking and Get-RPCClientAccess | Set-RPCClientAccess—EncryptionRequired:SFalse
command for the “encryption required” parameter disabling. These settings are required for
establishment client application unencrypted connection to Microsoft Exchange Server
2010.

Attention! MAPI traffic interception is not provided by SecureTower for Microsoft Exchange
Server 2013.

5.3.3.9 Disablinginterception for certain accounts

One can assign the list of e-mail and instant messenger user accounts (UINs for ICQ, e-mail
addresses and accounts, etc.) that will be ignored by the interception system and will not
have their data and messages subject tointerception. Ifnecessary to renew their
interception, these accounts can be excluded from the list ofignored accounts.

5.3.3.9.1 Addingan account toignored accounts

1. Todisable interception for certain accounts, click the required protocol entry in the list
of supported protocols and click Protocol advanced settings.

Note: [fit is necessary that messages of a certain e-mail address are not intercepted, such an
address can be included into the list of exclusions in the Protocol advanced settings window
for SMITP, POP3, IMAP, MAPI; ifit is necessary to skip conversations of a certain ICQUIN, this
UIN can be specified in the list of exclusions in the Protocol advanced settings window for
OSCAR; to disable interception of a certain XMPP user conversations, the account of such a
user can be specified in the list of exclusions in the Protocol advanced settings window for
XMPP. The option is available for all the protocols, except for HTTP and FTP.
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2. In the Protocol advanced settings window, go to the Interception exclusionstab.

Interception exclusions

@ Add exclusion Maodify exclusion Delete exclusion

Enter exclusion text

UIN

Exclusion in list: 0

Exclusion mode
() Intercept messages with contacts specified above

@ Intercept all messages except messages with contacts specified above

3. Click Add exclusions.

4. In the text box of the opened window, type the necessary account, e-mail or UIN
correspondingly.

r B
@ Add an account to ignored accounts M

Igno red account

5 an account to

Account: I

S

5. Click Add. The added account will be displayed in the window with the list ofignored
accounts.

|| Configuration options Ignorad accounts ]

Ej Add an account to ignored accounts ‘E Delete an account from ignored accounts

Account
infobow@gmail.com

6. Select the interception mode. There are two available modes: white list and black list.
Only one type of mode can be applied to the entire list of exclusions:
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® Ifexclusions are included into the white list (the Intercept messages with contacts
listed above radio button), only the messages with listed accounts in the "From",
"To" or "Cc" field will be intercepted; messages with all other accounts will be

ignored.

e |fexclusions are included into the blacklist (the Intercept all messages except
messages with contacts listed above radio button), all messages except the ones
with listed accounts in the "From", "To" or "Cc" field will be intercepted; messages
with listed accounts will be ignored.

Note: Upon including a IMaccount to the black (ignored) list, all messages from the account
and conversations with this participant will be skipped. The messages from another
controlled account will be intercepted.

5.3.3.9.2 Deletingan account fromignored accounts

1. Torenew the interception of certain accounts, go to the tab with the list ofignored
accountsin the Protocol advanced settings for the selected protocol (use the Protocol
advanced settings command), click the account the interception of which should be
renewed (for more information, see Ignored account list), and click Delete an account
from the ignored account.

2. Inthe action confirmation dialogue box, click Yes. To cancel the action, click No. The
deleted account will disappear from the list ofignored accounts.
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5.4 [IP-filter settings

To set up traffic filtering upon interception, go to the Traffic interception server options
page, the IP filterstab. On this page you can specify IP addresses or ranges that you want
to allow or deny intercepting traffic from.

?@' Data Interception service options

Cn this page you can configure interception server parameters .

MAC address filters I Network adapters |

| General | 1P filters
I

To enable filters or get access to modifying filters, select the Enable IP filtering rules check
box. To temporarily disable the filters without canceling the settings, clear this check box.

Enable IP filtering rules

Modify IP filter

& AddIP filter 39 Delete IP filter

-

Note: IP filters are not applicable if dynamic IP addresses are used.

You can add, modify and delete IP filters in the Commands section.

These commands are also available in the context menu opened by right-clicking the
necessary IP address in the IP filter list.

I[P address\range
& 1921681151
Add IP filter
W 1921681
& 192168157  Modify IP filter
W 1921681 Delste IP filter
& 192.168.1.30
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5.4.1 Adding an IP filter

To add a new IPfilter click Add IP filter in the IP filters tab.

[ @ Add 1P filter =
IP filter settings

Set IP parameters to enable/disable interception for certain IP
addresses

IP address/range: Single IP address

@
-

[ IP address range
|

Filter type & @ Allow interception from the specified IP address/range
L N Deny interception from the specified IP address/range
Add | Cancel l

Assigning IP addresses for IP filters

In the Add IP filter dialogue box, one can set filteringby an IP address or by an entire IP
range. Forthis, select the corresponding option (Single IP address or IP address range).

® |fyouchoose the Single IP address option for the filter, provide a specific IP
address for which you want to set a certain type offilter. This can be done in the
entry field under the options.

® |Ifyouchoose the IP address range option for the filter, provide an IP range for
which you want to set a certain type offilter. This can be done in the entryfields
under the options.

IP address/range: @ Single IP address
() IP address range

Note: The supported IP protocol version—IPv4 only. IP fragmenting is not supported.

Selectingthe filter type

To allow or deny traffic interception from the specified IP address or IP range, select the
check box with the corresponding filter type (see the figure above):

® Allow connections from the specified IP address/range
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or

® Denyinterception fromthe specified IP address/range.

Saving a new filter

To add the specified filter, click Add. To discard the settings, click Cancel. The added filters
will be displayed in the IP filter window as a list of IP addresses /ranges.

IP address\range
192.168.1.151
192.168.1.152

< <

192.168.1.17
N 1921581170

To apply all the settings entered, click Apply changesin the bottom right corner of the
program’s main window.

5.4.2 Modifying an IP filter

To get access to modifyingfilters, select the Enable IP filtering rules check box in the IP
filterstab.

To modify settings of a filter, select the necessary IP address or IP range in the list of IP
addresses and ranges for which the correspondingfilteris enabled, and double-click it or
click Modify IP filter.

Assigning IP addresses for IP filters

In the Add IP filter dialogue box, one can set filteringby an IP address or by an
entire IP range. For this, check the corresponding option (Single IP address or IP
addressrange).

75




r ™
@ Modify IP filter (2o

IP filter settings

Set IP parameters to enable/disable interception for certain IP add

IP address/range: @ Single [P address
() IP address range

192 168 . 1 ,151) _

Filter type: & @ Allow interception from the specified IP address/range
& ) Deny interception fram the specified IP address/rangs

Meodify | Cancel l

® |fyouchoose the Single IP address option for the filter, provide a specific IP
address for which you want to set a certain type offilter. Ifthe entry field
already contains certain values that need to be changed, select the
corresponding area ofthe field, delete the current value and enter a new
one.

® |Ifyouchoose the IP address range option for the filter, provide an IP range
for which you want to set a certain type of filter. Ifthe entry fields already
contain certain values that need to be changed, select the corresponding
area ofthe field, delete the current value and enter a new one.

IP address/range: @ Single IP address
) IP address range

Note: The supported IP protocol version—IPv4 only. IP fragmenting is not supported.

Selecting the filter type

To allow or deny traffic interception from the specified IP address or IP range,
select the check box with the correspondingfilter type in the IP filter modification
window):

* Allowinterception from the specified IP address/range
or

® Denyinterception from the specified IP address/range.

Savinga new filter

To add the specified filter, click Modify. To discard the settings, click Cancel. The
added filters will be displayed in the IP filter window as a list of IP addresses /

76




SecureTower. Administrator Guide

ranges.

IP address\range
192.168.1.151
192.168.1.152
192.168.1.17

< <

W 1921681170

To apply all the settings entered, click Apply changesin the bottom right corner of
the program’s main window.

5.4.3 Deleting an IP filter

1. To delete some filter, select the required IP address or IP range in the list of IP
addresses and ranges for which the correspondingfilteris enabled, and click Delete IP
filter. In the action confirmation dialogue box click Yes. To cancel the action, click No.

2. To apply all the settings entered, click Apply changesin the bottom right corner of the
program’s main window.
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5.5 Assigning MAC address filters for traffic interception

To set up traffic filtering upon interception by MAC addresses, go to the Traffic
interception server options page, the MAC address filterstab. Data from all of the MAC
addresses are intercepted by default. On this page you can specify MAC addresses that
you want to deny for traffic interception.

ﬁ Data Interception service options

Cn this p

age you can configure interception server parameters .

General | IP filters | MAC address filters | Metwork adapters |

To enable MAC address filters or get access to modifying the filters, select the Enable MAC
address filtering rules check box. To temporarily disable the filters without canceling the
settings, clearit's check box.

Enable MAC address filtering rules

. & Add MAC address filter Maodify MAC address filter

l : O l : = Delete MAC address filter

You can add, modify and delete MAC address filters in the Commands section.

These commands are also available in the context menu opened by right-clicking the
necessary MAC address in the MAC address filter list.

MAC address
&) 12-34-56-78-0n.13

Add MAC address filter

Maodify MAC address filter

Celete MAC address filter

5.5.1 Adding a MAC address filter

To add a new MAC address filter click Add MAC addressfilter in the IP filterstab and open
the Add Mac address filter window.
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5.5.1.1 Assigning MAC addresses for MAC address filters

In the Mac address text field of the Add MAC address filter dialogue box, enter the MAC
address that you want to exclude from traffic interception.

@ Add MAC address filter

MAC address filter settings

Set MAC address parameters to enable/disable interception for
certain MAC address

MAC address! |

Enter MAC address in farmat =300 0000000
Filter type & O Allow interception from the specified MAC add

ress

oo Deny interception from :he_s:-e:fiec MAC address

Add | l Cancel l

5.5.1.2 Selectingthe filter type

Note: Please note that all MAC addresses in your network are automatically subject to
interception. One can only deny interception from specified MAC addresses.

To deny traffic interception from the specified MAC address, select the radio button with

the correspondingfilter type (see Fig. The Add Mac address filter window) - Deny
interception from the specified IP address/range.

5.5.1.3 Savinganew filter

To add the specified filter, click Add. To discard the settings, click Cancel. The added filters
will be displayed in the Mac address filter window as a list of MAC addresses.

MAC address

& 12-34-55-78-90-12

To apply all the settings entered, click Apply changesin the bottom right corner of the
program’s main window.

5.5.2 Modifying a MAC address filter

To get access to modifying MAC address filters, select the Enable MAC address filtering
rules check box in the IP filterstab.

To modify settings of a filter, select the necessary MAC address in the list of MAC

addresses for which the correspondingfilteris enabled (see), and double-clickit or click
Modify MAC address filter.
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Changing MAC addresses for MAC address filters

In the Mac address text field of the Add MAC address filter dialogue box, enter the
necessary changes to the MAC address.

[ @ Modify MAC address fifter =)
MAC address filter settings

S5et MAC addre
certain M

MAC address: | 12-34-56-78-90-12
Enter MAC address in format: X¥-XK-X-0-00-XK
Filter type & O Allow interception from the specified MAC address

0o Ceny interception from the specified MAC address

Modify |

Cancel l

Saving changes to the filter

To save the changed filter, click Modify. To discard the settings, click Cancel. The
modified filter will be displayed in the MAC address filter window as a list of MAC
addresses.

MAC address
&) 12-34-56-78-90-12

To apply all the settings entered, click Apply changesin the bottom right corner of
the program’s main window.

5.5.3 Deleting a MAC address filter

1. Todelete some filter, select the required MAC address in the list of MAC addresses for
which the correspondingfilteris enabled, and click Delete MAC address filter.

2. Inthe action confirmation dialogue box click Yes. To cancel the action, click No.

3. Toapplyall the settings entered, click Apply changesin the bottom right corner of the
program’s main window.
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5.6 Network adapters settings

The interception server should have two network interface cards: one —for receiving the

incoming mirrored traffic, the other one —to interact with the product’s other services
andclients.

5.6.1 Assigning network adapters for traffic interception

1. To assign network adapters from which traffic should be collected by the interception
server, go to the Traffic Interception server options window, the Network adapters tab.

ﬁ Data Interception service options

Cn this page you can configure interception server parameters

Matwark adapters

2. Inthe list of detected network adapters, one can select the adapters from which traffic

should be intercepted. For this, select the check box next to the required adapter. All
adapters are selected by default.

| General | IP filters | MAC address filters

Network adapter MAC address
P Realtek RTLB168C(P)/8111C(P) Family PCI-E Gigabit Ethern  00:1F:D0:28:DC:D2
] Realtek RTLE16BC({P)/8111C(P) Family PCI-E Gigabit Ethern  00:1F:D0:28:DC:D4

JI1gaDiIt cine (LLTAR g WUV AP H P P

3. Toview detailed information about a certain network adapter, clickthe desired
adapter, and such data as IP addresses, IP masks, DNS-servers, DHCP-servers and
gateways will be displayed in the Network adapter information section.

Metwork adapter information

IP addresses: 10.0.0.10

IP masks: 255.255.255.0
DMS servers:

DHCP servers: 255.255.255.255
Gateways:

Torefresh the list of network adapters, click Refresh adapter list in the Commands
section.

4. Toapplyall the settings entered, click Apply changesin the bottom right corner of the
program’s main window.
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5.6.2 Advanced settings

In order to ensure operation of the interception server, the Large Send Offload option
should be disabled in the advanced settings of the network adapter allocated for
receiving the intercepted traffic. This optionis responsible for the reduction of the CPU
workload upon the transmission of large IP packets. Ifitis disabled, IP packets are divided
by the operating system into numerous 1.5 Kb sized packets before being sent to the
network adapter. If this optionis enabled, large IP packets are sent to the network
adapter directly without beingfirst processed by the operating system. Takinginto
account that the only task performed by the interception serveris receivingand
processing network traffic, there is no need in enabling this option. Disablingthe Large
Send Offload option is a critical requirement for the operation ofthe interception system,
since the interception server does not support working with large IP packets, which may
lead to some part of traffic being skipped.

Realtek RTLE168C(P)/8111C(P) Family PCI-E Gigabit Ethernet ... [ B3 |

General Advanced | Driver I Details | Power I'H'Ianagernentl

The following properties are available for this networl: adapter. Click
the property you wart to change on the left, and then select its value
on the right.

Property: Value:

Disabled =]

Large Send Offload (IPv4)
Large Send Offload w2 (|Pwvd)
Large Send Offload w2 (IPvE)
Metwork Address

Priorty & WVLAN

Receive Buffers

Receive Side Scaling
Shutdown Wake-On-Lan
Speed & Duplex

TCFP Checksum Offload {IPv4)
TCP Checksum Cffload (IPvE)
Transmit Buffers

UDP Checksum Offioad (IPvd)  _~|

QK I Cancel
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5.7 Interception statistics

Toview detailed data on connections and network activity as a statistics reportina real-
time mode, select the Statistics tab of the Traffic interception server options page.

In the Statisticswindow, the followinginformation is provided: Intercepted TCP sessions
statistics, Received network packets statistics and Sent network packets statistics for each
moment oftime. The statistics is presented in form of graphs with the amount of the
respective intercepted data for a certain time interval (for more information, see
Calculating statistics for a specified interval).

Group by: | 1 s=cond w | Network adapter: All network adapters v

Intercepted TCP sessions statistics
256

230
204
179
153
128
102

7%

ssion count

25
0 16:34:22 16:34:33 16:34:43 16:34:54 16:35:04 16:35:15 16:35:25

Time

Received network packets statistics

Netwark packet count
w
¥
&

16:34:22 16:34:33 16:34:43 16:34:54 16:35:04 16:35:15 16:35:25

Time

5.7.1 Calculating statistics for a specified interval

The program groups statistic data by time intervals on the basis of which a simple average
ofthe interception data is calculated. One can set time intervals for which a simple
average will be calculated and subject to which statistic data will be provided in a real-
time mode. For example, ifa usersets 1 second as a time interval, the program will be
calculating the data simple average for the interval of 1 second and will be providing
statistic data as frequent as one second. Upon the time interval of 10 minutes, the
program will be calculating average values for a ten-minute interval and will be providing
statistics every 10 minutes.

To specify the interval for the program to calculate and provide statistics, select the
necessary value from the Group by list box: 1, 5, 10, 30 seconds, 1 minute and 10 minutes.

Group by: | 1 second [

144| 1 minute
12510 minutes

ount
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5.7.2 Interception statistics for a certain network adapter

To view the statistics of data interception from a certain network adapter, select the

necessary adapter from the Network adapter list box. By default, the console provides
statistics for all the network adapters.

MNetwork adapter:

All network adapters F
All network adapte:

1 Realtek RTLB168C(P)/8111C(P) Family PCI-E
Realtek RTLE168C(P)/8111C(P) Family PCI-E
VirtualBox Host-Only Ethernat Adapter
WAN Miniport {Natwork Moniter)
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6 Setting up data indexing

Indexing service is responsible for extractinginformation from complex data formats and
processing text documents to convert them into a searchable content. To accelerate full-
text search, the index service creates indexes of the intercepted data includinga list of all
the words that the data contain together with their location within the indexed
document. Adata index contains not only the list of keywords ofthe intercepted data, but
alsosuch their attributes as message subject and size, e-mail address, UIN, IP address,
etc.

One can create dataindexesin Administrator Console depending on the protocol over
which data are transferred: separate indexes for POP3, SMTP, Skype, etc. But this is not
strictly required, and anindex can be formed on the basis of several data sources.
Creating separate indexes for each protocol is recommended in case it is necessary to set
index update intervals for each protocol individually.

The accuracy of the search results displayed depends on the customizable index update
frequency that can be set up in Administrator Console. The more often the data indexis
updated, the more up-to-date will be the information extracted from it by the search
module ofthe program. The system supports a parallel mode processingofthe included in
index protocols data. The quantity of protocols processed simultaneously corresponds to
the CPU core quantity. In this way processing of the data while searching, updating or
deletingis performed for each data source simultaneously.

To create, modify and set up search indexes, select the Datalndexingtab in the left
sidebar of the program’s main window.
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6.1 Viewing list of indexes
The list ofavailable indexes (ifany)is displayed in the Datalndexing settings window. The
indexes can be sorted by the following parameters:

® Indexname (alphabetically);

® Number of documents in the index (containingindexed data);

® Size;

® lasttime updated.

By clicking the column header, one can get ascending or descending sorting ofindexes by
the values in the corresponding column.

“iey Createindex =g Modify index Sggy Delete index | gy Update index 5 Clear index

Index name Documents Index size Last update date Current task
= Index 4030 324 Mb 10.01.2014 9:33:30
# = Agentlndex 0 0 Baiit
4 il »

Index additional information
Current operation:

Protocol:

Current document:

Size:

Indexes: 2

In the ribbon toolbar of the data indexing window one can select the buttons for operating
with indexes.

To perform any operation with index select the necessaryindexin the list and click the
corresponding button. Index operations are available from the index popup menu as well.

Index context menu

The operation of creating, modifying, deleting, updating and clearing are accessible from
the context menu.

Beside this the following operation are accessible:
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- Defragment index. Use to perform optimization ofthe index logical structure.

-Make index not available for search operations. Use to exclude the index from search if
the source ofdata included inindex is unwanted for considering while searching.

- Convert index to new format. Use to convert any index created in the older versions to
the new format.
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6.2 Creating asearch index

To create a new index, click Create index in the Dataindexing settings window toolbar.
[ @ Create index

==
Index properties
Specify in option: nd to make it available for search

Properties | Scheduler

To properly configure index you must specify index name, index location (on  remote server disk), and type of data you want to add to this index
to make them searchable. You will be able to change these options at any time:

Index name: Index

Index store path:

Index description:

Sources of intercepted data to be included into the index:

Protecol data

Server name Data storage

Add data source v
Index available for search operations

h

6.2.1 Setting up index parameters

1. Inthe Propertiestab, enter the name ofthe index to be created in the Index name text

box of the Create index window. For example, when creating an index for POP3, this
index can be named as “POP3”.

2. In the Index Store Path text box, specify a path on a remote server disk where this index

will be stored. The index store path can also be selected by clicking the network folder
icon to the right of the store path entry field.

Index store path:

)
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3. Inthe Select folder window, specify the folder in which the index should be saved. To
expand/hide the content of the disks or folders, click the arrow button in front of the
corresponding folder or disk. To select the folder, click Select.

-
@ Select folder

Select remote fold

Select folder to store index:

Specify the folder on a remote computer to store the indexie

S

Select | l Cancel l

S

4. Ifthere is nosuitable folderto save the index into, it can be created on one ofthe

remote server’s disks. To do this, click Create folder and specify the name ofa new
folderin a new window. To save the folder, click Create. To discard creatinga new

folder, click Cancel.

-
@ Create remote folder

Create folder

Specify a remote folder name

Folder name:

Create | [ Cancel
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5. After creating a new folder, select it from the list of available folders by clicking Select
in the Select folder window. The newly created index will be saved into this folder.

6. Click Add data source in the Sources ofintercepted data to be included into the index
section and choose one of the two available options from the drop-down menu.

Add data source =

#4 From Falcongaze SecureTower servers (network protocols)

*& From Devicelock devices database (USE drives, COVNDVD and etc)

==| From Falcongaze SecureTower database (network protocols)

Select the sources of data to be included into the index:

- Ifyouwishtoinclude data transferred over network protocols (POP3, SMTP,
Oscar, Skype, HTTP, etc.) and intercepted by SecureTower servers, select
option From Falcongaze SecureTower servers (network protocols) and
proceed to the next paragraph.

- Ifyouwishtoinclude data sent to external devices (USB drives, CD/DVD etc.)
and intercepted by DevicelLock application, select option From DeviceLock
devices database (USB drives, CD/DVD etc.) and proceed to paragraphs 9-12.

- Ifyouwishtoinclude data that was previously intercepted by SecureTower
andis storedin a database, select option From Falcongaze SecureTower
database (network protocols) and proceed to paragraphs 13-15.

7. Inthe Add datasources window, specify the name of the physical server on which the
software interception server component s installed and click Connect to server.

. M
@ Add data sources » R w

Add data sources to index X
Select the interception or endpoint agen =

Specify and connect to the server and check the sources of data you want to include into the index

Server name: localhost | Connect to server

Available data Protocol data Interception mode Data storage

sources:

Check all sources

Uncheck all sources Cancel
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In case ofa successful connection to the server, the list of available protocols to be
added into the index will be displayed in the Available data sources window.

o= B
'@ Add data sources ﬂ

u want to include into the i

Specify and connect to the server and check the sources of data you want to include into the index

Server name: localhost - _

Awvailable data Pratocol data Interception mode Data storage -
EOUREES] B Skype From agent SQlite plugin; CA2.db

Cg  POP3 protocol From agent SQlite plugin; C\2.db 5

by SMTP protocol From agent SQLite plugin; CA\2.db

a OSCAR protocol (ICQ and etc) From agent SQLite plugin; C\2.db

& w1 protocel (visited urls, posts, post files) ~ From agent SQLite plugin; C\2.db

W XMPP protocal (GTalk and etc) From agent SQlite plugin; CA2.db

‘T =~ ... e - | . st

Check all sources

Uncheck all sources i Select ] i Cancel ]

8. Select necessary protocols from the list by checking boxes next to the required
protocols. To include all the protocols into the index, click Check all sources; to exclude
all the protocols, click Uncheckall sources.

Check all sources Unchek all sources

Having checked the necessary protocols, click Select. To discard adding the selected
protocols into the index, click Cancel.

Note: The selected protocols will be displayed in the Sources of intercepted data to be
included into the index window. To exclude some protocol from this list, click the required
protocol and click Remove data source.
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9. In case you have selected the option From DeviceLock devices database (USB drives, CD/
DVD etc.), a dialog box will open in which you can configure a connection to the
database which is used to store data captured by Devicelock.

First you have to specify the name of the physical server where your database is
stored (i.e. the MS SQL Server database containing the intercepted devices data).
Enter the name ofthe serverin the Server name text field or choose one from the drop-
down menu opened by clickingthe arrow icon in the right corner of the text box.

P A
@ Configure connection to the devices data storage M

nfigure connection to the M5 SQL Server database to access devices data
storage

Devices data storage connectlon parameters
C

Server name:

PG51 =

PG5S

PGSBIACTT

PGSO\MSDE OCULAR

PGE3\SQLEXPRESS

PG-DB 2l

Database name:

i —

L J

10.Next, select the authentication parameters of the server. Refer to section Setting up a
connection to an MS SQL Server database for details.

@ Use Windows authentication
) Use MS SQL Server authentication

User name:

Password:

11.In the Database name list box select the name ofthe database used to store
intercepted device data.

Database name:

Test connection

FalconGaze
master
model
msdb
tempdb
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12.Click OK.

13.Ifyou have selected the From Falcongaze SecureTower database (network protocols)
option, a wizard window will open to guide you through the process ofadding a data
source.

r Bl
'@ Add data sources from specified database @

Add data sources from Falcongaze SecureTower database
Specify connection to the database and select data sources

Please configure connection to the Falcongaze SecureTower database from you want to add data sources
to the index. Configured connection should be available to the server to be able to connect and process
the configured parameters.

Data storage settings
Current data storage settings:

Plugin name:

Server name:
Database name:

User name:

Select data storage

Click Next to continue

Mext » | l Cancel l

14.Click Select data storage to specify parameters of connection to the database (for
detailed instructions on configuring database connection parameters refer to paragraph
0 Interception server general parameters: database settings). Click Next.

= B
\@ Add data sources from specified database M
| Add data sources from Falcongaze SecureTower database 3
I Specify connection to the database and s t data sources o
Please specify data sources you want to include to the index:
Available data Protocol data -
SOLICES g roP3 protacol
| Ly smTP protocol

IMAP protocol

FTP protocol

Check all saurcesl [ Uncheck all sources l

Press OK to add data sources to the index

< Back l 0K i [ Cancel l
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15.In the next window you will see a list of data types (i.e. protocols they were
intercepted over —mail, messengers, etc.). Check the data types (protocols) you wish to
add to the index and click OK.

16.To configure Scheduler parameters, refer to section Configuring the scheduler.

17.To disable the index, uncheck the option Index available for search operations. If
disabled, the index will stop updating and the data contained in it will be unavailable
for search and processing by the system.

After you have specified all necessaryindex settings, click Create. The created index
will be displayed in the list ofindexes in the DataIndexing settings window. To cancel
creating the index, click Cancel.

Index name Documents Index size Last update date
POP3 05386 745 MB 21,06.2010 11:52:06
SMTP 23784 126 MB 21,06.2010 11:52:01
ICQ 11486 85,3 ME 21,06.2010 11:53:01
IMAP 0 156 MB 21,06.2010 11:53:01
M3N 23 173 MB 21.06.2010 11:52:01
HTTP 844221 2347Tb 21.06.2010 11:47:57
Skype 6070 41,0 MB 21,06.2010 11:53:01

Note 1: Toimmediately get the index updated, click Update index in the Commands section
of the Data Indexing settings window.

Note 2: Before starting an assisted update of a newly created index, it isimportant to first
click Apply changes in the bottom right corner of the program’s main window in order to
apply the new index configuration. Otherwise, a dialogue box requesting applying changes
will appear.

18.Click Yes to continue. To cancel the action, click No.
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6.2.2 Configuring the scheduler

To set up automaticindex update, defragmentation and database cleanup with index
rebuilding, go to the Scheduler tab of the index properties window.

@ Modify index _ = [

Properties | Scheduler | Statistics

On scheduler page you can configure index update or data storage clearing schedules. You will be able to change these options at any time:

=iy Add schedule |55 Modify schedule [ Delete schedule

Schedule name Job type Next start Schedule start
" Indexupdate Index updating 08.06.2015 17:30:00 Start at 14.05.2015 0:00 and repeat every 1 ¢
" Index defragmentation Index defragmentation 09.06.2015 5:00:00 Start at 15.05.2015 5:00 and repeat every 1 c|

When a new index is created, three schedule records are added by default, configured to

update the index every 30 minutes, empty the database once a week and defragment the
index daily. These can be modified as needed, or new schedules can be created according
to the instructions given in the paragraphs below.

Index available for search operations

Note: The cleanup scheduler is deleted automatically by the system upon selecting and
adding the data source directly from a SecureTower database. This action provides
prevention of unsuspecting deleting the data from archive databases.
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6.2.2.1 Creatingaschedule

To create a new schedule, click Add schedule in the lower part of the index properties
window.

= ™
@ Schedule properties ﬁ

| Schedule properties

I Specify schedule properties and parameters

Mame: |Schedu|e

Job type: [Index updating - ]

Schedule enabled

Schedule startup parameters
© Once Start date\time:  22.03.2011 12:41 i

© Daily
) Weekly
@ Mo nthhy

Schedule additional parameters
[C] Repeat job every | 30 Min

Repeat end time | 12141

1. In the newly opened window, specify the name for the new index in the Name field.

2. Select one of the three available options from the drop-down menu Job type.

pCd |
Index defragmentation
Storage cleaning and index rebuilding

Index updating

The more frequently an index is updated, the more up-to-date information is
provided in the search results. However, it is not recommended to set up too
frequent updates ofindexes built for massive and rarely updated data arrays, as it
can adversely affect system performance. Frequent index updates are appropriate
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for relatively small and dynamically changing data volumes (for example, IM
conversations).

Index defragmentation

When anindexed document (data) changes, the next time the index is updated,
such documentis marked as outdated and is indexed again. As a result, an index
may contain references to multiple data instances that are no longer up-to-date.
This increases the size of the index and slows down its updates. When anindexis
defragmentated, all these outdated data are removed from it, which reduces its
volume, increases its update speed and data retrieval speed. This option s
especially useful for indexes built for dynamically changing data, such as IM
conversations. In case you select this job type, you are to specify an additional
parameter —the percentage of outdated documents in the index which will trigger
automatic defragmentation process. This percentage is specified in the text box
following the phrase “Start defragmentation ifindex defragmentation more than...”

Job type: |Index defragmentation - |

lob parameters

Start defragmentation if index defrgamentation more than 23 %

Storage cleaningand index rebuilding

This job type can be used to configure the frequency of database cleanup (only the
data the selected index s built for will be deleted) with subsequent index
rebuilding. It is not recommended to perform this operation when network and
hardware are loaded heavily, as it may take considerable time. In case you select
this option, you are to specify an additional parameter —the maximum period any
intercepted data can be stored in the database. This period is specified in days
after the phrase “Delete information from storage older than...”.

Job type: [Storage cleaning and index rebuilding - |

Job parameters
Delete information from storage older than 30 dayl(s)
3. Toenable/disable the schedule select/clear the Schedule enabled check box.

4. In the Schedule startup parameterssection you are to specify the date and time the
schedule will be started, and the frequency of performing the corresponding job:
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Startup parameters

- Once.Incase you select this option, the schedule will only start once
on the date and at the time you specify in the right part of the section.

Schedule startup parameters
@ Cnece Start dateMtime: 22.03.2011 E| 13:20
Daily
Weekly
) Manthly

- Daily. In case you select this option, specify the date and time the
schedule will start for the first time, and the period (number of days)
after which the selected job will be repeated, where 1 means the job
will be performed every day, 2 —the job will be performed every
second day, 3 —every third day, etc.

Schedule startup parameters

) Once Start date\time:  22.03.2011 E| 13:20
@ Daily Recurs every: 1 day(s)
) Weekly

Monthly

- Weekly. In case you select this option, specify the date and time the
schedule will start for the first time, and the period (humber of weeks)
after which the selected job will be repeated, where 1 means the job
will be performed every week, 2 —the job will be performed every
second week, 3 —every third week, etc. Also, you are to specify at
least one day of the week to perform the job by checking the
corresponding day boxes.

Schedule startup parameters

_ Once Start date\ume: 22.03.2011 E| 13:20

-/ Daily Recurs every: 1 week(s) at:

O Weekly ¥ Mon ¥ Tue [#] Wed [£] Thu [#] Fri #] sat [#] Sun
) Monthly
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- Monthly. In case you select this option, specify the date and time the
schedule will start for the first time.

Schedule startup parameters

) Cnee Start date\time:  22.03.2011 E] 13:20

_) Daily Maonth: | i
) Weekly @ Days: [ Bl
@ Maonthly S GH [ [=]| ]

Specify the month(s)and day(s)to repeat the job.

Select atleast one month in the drop-down menu Month.

| LT

L)

["] =Select all manths>
O January
O February
[T March

[C] April

O] May

[ June

[T July

[C] August

[C] September
[C] Octaber
[T Mavember
[ December

Specific days to start the schedule can be selected in two ways:

i. switch the radio button into the first position (Days)and select the date(s) of the
month to start the job (with “Last” beingthe last date on the month).

I |
b1 Ebz H:3: @4 Hs He E7 w
Os DOes OO0 Ou D1z D13 [
[[1s [lis 17 [Flie e 20 a2
(22 [Ezz Dz E2s D2 D27 28
20 [[20 31 [iast

ii. switch the radio button into the second position (On), select a week (or weeks)in
the first drop-down menu and a day (or days)in the second one. Thus, selecting,
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for example, number 3 in the first list and Thuin the second one will mean that
the job must be repeated on the third Thursday of the selected month(s).

e | ] Bl
1 [C] <Select all weekdays:>
[[E 2 [C] mon
! [ E] Tue
Ca [C] Wed
[0 Last [E Thu
' [E Fri
£ sat
[T Sun

5. In the Schedule additional parameterssection you can additionally specify the

frequency of repeating the job in seconds, minutes or hours. Also, you can define the
time to stop repeatingthe job at.

Schedule additional parameters

Repeat job every 30

Repeat end time 13120

6. After you have specified all necessary parameters, click OKto create the schedule. The
newly created schedule will appear on the list in the Scheduler tab.

Schedule name Job type Schedule start

Update index Index updating Start at 22.03.2011 12:09 and repeat every 1 day(s]

el

2=

% Clear data storage  Storage cleaning and index
=

2

Start at 12:09 on Sun every 1 week(s)

Defragment Index defragmentation

Start at 15:58 on Mon, Wed, Thu, Fri every 1 week{

6.2.2.2 Modifying aschedule

1. To modify an existing schedule, highlight its name by clickingonitin the schedule list
and click Modify schedule.

Make the necessary changes accordingto the instructions in section Creating a
schedule.

. Click OK to apply your changes.
6.2.2.3 Deletingaschedule

To delete a schedule, highlight its name by clicking on it in the schedule list in Scheduler
tab ofthe index properties window (see Fig. Scheduler tab) and click Delete schedule.
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6.3 Modifying a search index

1. To modify a certainindex, select the necessary index from the list of available indexes
in the Data Indexing settings window and click Modify index in the Dataindexing
settings window toolbar.

2. Inthe Modifyindex window fields, enter the necessary changes: index name, store
path, sources ofdata included into the index, and scheduler parameters. Detailed
guidelines as to the configuration ofindex parameters are provided in section Creating a
search index of this Guide.

(@ Modify index =

Index properties

Specify index opti create new i ¢ and to make it available for s

Scheduler | Statistics

To properly configure index you must specify index name, index location (on a remote server disk), and type of data you want to add to
this index to make them searchable. You will be able to change these options at any time:

Index name: Index
Index store path: | C:\Test\Index\, .

Sources of intercepted data to be induded into the index:

Protocol data Server name Diata storage

@ Exchange Server  localhost M3 SQL Server plugin; PGIO\MSDE_OCULA

Modify | [ Cancel l
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3. The Statisticstab displays detailed information about the current state of the selected
index, includingindex size, date it was created, last update and last compress dates,
defragment count, fragmentation percentage, number of obsolete data instances,
word count and used share ofindex capacity. The statistical information help to assess
the internal state ofthe index and deciding whether it needs defragmentation.

(@ Modify index (i

Index properties
Specify index options to create new index and to make it available for search
Properties | Scheduler | Statistics
Index statistics allow to check internal index parameters and defragment index if it needed:
Index size: 301 Mb
Create date: 03.03.2011 15:39:57
Last update date:  22.03.2011 16:22:03
Last compress date: -
Document count: 1653
Fragmentation: 70
Obsolete count: a
Word count: 8305
Percent full: 0
| Modify | [ Cancel l
L ]

4. After you have made the necessary changes, click Modify. To discard the changes, click
Cancel.
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6.4 Deleting asearch index

1. Todelete a certainindex, select the required index from the list of available indexes in
the Data Indexing settings window and click Delete index in the Dataindexing settings
window toolbar.

2. Inthe action confirmation dialogue box, click Yes. To cancel the action, click No. The
deleted index will disappear from the list ofavailable indexes.
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6.5 Manual index update

1. Toimmediately get an updated index, select the required index from the list of
available indexes in the Data Indexing settings window and click Update indexin the
Dataindexing settings window toolbar.

2. Inthe action confirmation dialogue box, click Yes. To cancel the action, click No.

Note 1: The presence of theicon below indicates that the index update is currently in
Index name

B
3 TP
progress: i

Note 2: Before starting an assisted update of a newly created index, it isimportant to first
click Apply changes in the bottom right corner of the program’s main window in order to
apply the new index configuration. Otherwise, a dialogue box requesting applying changes
will appear.

3. Click Yesto continue. To cancel the action, click No.
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6.6 Clearing asearch index

1. Toclearthe contents ofa certainindex (which is to delete the documents with indexed
data from the index), select the required index from the list of available indexes in the

Data Indexing settings window and click Clear index in the Dataindexing settings
window toolbar.

2. Inthe action confirmation dialogue box, click Yes. To cancel the action, click No. All the
parameter fields of the cleared index will have a “0” value.
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7 Setting up digital fingerprints

To create and configure digital fingerprint data banks go to the Dataindexingtab in the left

sidebar of the program’s main window. Go to the Digital fingerprintstab of the Data
indexing window.

106




SecureTower. Administrator Guide

7.1 Creating Data Banks

To use the digital fingerprint technology for monitoring sensitive document transmission,
you need to create a databank of such documents’ digital “snapshots”.

SecureTower enables creating two major types of digital fingerprints:
* byfilesand folders;
® bydatabase entries (including CSV files).

Provided there is a databank of the classified documents’ fingerprints and properly
configured security rules (in the Security Center of SecureTower Client Console), the
system compares each intercepted document with the fingerprint databank and notifies
a security officerin case it detects the predefined match percentage. The adjustable
match percentage is the main criterion to assess the level of confidentiality ofa
transmitted document.

To create a databank, click Create digital fingerprints data bank and follow the
recommendations below.

7.1.1 Setting up data bank parameters

1. Inthe Propertiestab of the newly opened window enter the name ofthe new databank
into the text field Data bank name.

@ Create data bank w1
Digital fingerprints data bank properties

Specify data bank options to create new data bank and to make it available for search

Properties | Scheduler

To properly configure data bank you must specify name, location (on a remote server disk), and type of data you want to add to
this data bank to make them searchable. You will be able to change these options at any time:

Data bank name: bataBank

Store path: E]

Sources of data to be included into the data bank:

Source Parameters

Add data source -

Cancel
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2. Enter the full path to the directory on the remote server, where the new databank will

be stored. The directory can also be selected by clicking the button G], located tothe
right of the Store path text field. (Select the desired directory in the folder selection
window and click Select. To create a new folder in the current directory click Create
folder, specify its name and click Create.) To cancel folder selection click Cancel.

After you have specified the directory that will be used for databank storage, click
Select.

@ Select folder [

Select remote folder

Specify the folder on a remote computer to store the index to

Select folder to stare index:

PRl =
U $Recycle.Bin
"% Documents and Settings
“Untel
8 MSOCache
4 NVIDIA
i PerfLogs

"\ Program Files

m

"\ Program Files (x86)
% ProgramData

% Recovery

% SkypeSniffer

% System Volume Information L4

% Temp

", Users =

Create folder Select | I Cancel l

3. Next you are to specify data sources to create digital fingerprints of. To do this, click
Add datasource in the lower part of the databank creation window and select a data
source.

Add data source ;

Lz
g4 Records from database

A SV data file
File
Folder

There are four options to select from: records from database, CSV data file, file and
folder. One databank can contain several data sources. To create digital fingerprints of
database records, choose the option Records from database and proceed to paragraph
4.Tocreate a digital fingerprint ofa CSVfile, choose the option CSV datafile and
proceed with paragraph 11.To create a digital fingerprint of a single classified
document, choose the option File and proceed with paragraph 19. To create a digital
fingerprint of a folder containing confidential data, choose the option Folder and
proceed with paragraph 20.

4. Creatingdigital fingerprints of database records.

108




SecureTower. Administrator Guide

If you have chosen the Records from database option, a window will open in which you
have to set up your data storage. To specify the database you need to create digital
fingerprints for, click Select data storage and refer to section Selecting data storage type for
detailed instructions on selecting a database.

[=52=)

ital fingerprints

Please configure connection to the database that you will add to digital databank. Configured connection
chould be available to the server ta be able to connect and process the configured parameters.

Data storage settings
Current data storage settings!

s7p
Ll

Plugin name:

Server name:
Database name:

User name:

Select data storage

Click Next to continue

< Back

Mext > | I Cancel ]

5. Click Next to continue

M
|2 Add data from specified database &

tal fingerprints databank

Please configure connection to the database that you will add to digital databank. Configured connection
should be available to the server to be able to connect and process the configured parameters,

Data storage settings
s Current data storage settings:
=

Plugin name: MS SQL Server plugin

Server name: PG9\MSDE_OCULAR
Database name:  tempdb

User name: Windows Authentication

Configure data storage ] I Select data storage i

Click Next to continue

s e

6. Select a table from the database that will be added to the digital fingerprints bankin
the Table name drop-down menu.
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-
(@ Add data from specified database m

d records data from supported database
fy da latab d data t

Please specify query to select data you want te to add to digital fingerprint data bank. Additionaly you must specify a key field to
program be able to access a specified record in the result query:

Table name: [ IEmployers '}
Key field name: [Employers
t HHf <qlite_sequence
Key field required to properly access to record in the resulting dataset. Usually as key field used primary key field
i or other field that can uniquely identify the record. In common situations key field should have numeric data type.
Data fields: Available fields: Selected fields:

2 Narme
Position Phone
Ernail
Address

Press OK to complete canfiguration process

s ] (e

7. Select the key field of the table from the drop-down menu Key field name.

Key field name: d;—;:'ID integer =

Mame
Pasition
Data fields: Phone
Email
Address

8. All available fields of the selected table will be displayed in the Available fields box.

Available fields: Selected fields:

,4'5‘3' D integer
MName nva (20

Pasition

Phone
Email
Address

[ Test query ]

9. In this area you have to select the fields containing data the system will search forin
the intercepted traffic and send notifications ifany matches are detected. The
combination of records from the specified table fields in the intercepted data will
trigger a security breach alert. For example, ifa user sends a client’s name in
combination with this client’s telephone number, the SecureTower Security Center will
send a notification to the security officer.

® Toselectatablefieldclickonits title, then click button (to select multiple
fields hold down Ctrl on your keyboard and click on the fields’ titles).
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® Toaddallavailable fields click button . The selected fields will appearin the
Selected fields box.

® Toremove fields from the Selected fields box, highlight the field and click button

® Toremove all selected fields click button .

Available fislds: Selected fields:
/.-'-f} D Name
Position E] Phone
Email
Address

10.To finish setup click OKand proceed with paragraph 28. To cancel changes click Cancel.

11.Creating digital fingerprints of CSV files. If you have chosen the CSV datafile option, a
window will open in which you are to specify the details of your CSVfile.

5
@ Add CSV data file [

| Add CSV data file to di
'I Specify CSV data file and file opt:i

| fingerprints databank

Please select the file that contains CSV data you need to add to digital databank. The file
you specify must be accessible for the server. Don't use netwoark mapped drives for network
shares. Use UNC paths instead. To properly configure data fields specify correct field

i I separator and additional options.
1" , , File name: ‘ [:]

Field separator:

I Field names: Skip first line from processing (first line contains field names)

Click Next to continue

Mext > | I Cancel

12.Enter the full path to the CSVfile into the text field File name. Alternatively, you can

click button E], located to the right of the text field, selects the CSVfile in the file
opening window and click Open.

13.Enter the symbol used in the selected CSVfile to separate data fields into the text box
Field separator (for example, comma, semicolon etc.).




14.To skip the first line of the CSV file from processing, check the corresponding check box
(the first line is skipped by default as it contains field names).

File narme: Chsamplel.csv

Field separator:

Field names: Skip first line from processing (first line contains field names)

15.Click Next.

16.In the next window you have to select the fields containing data the system will search
forin the intercepted traffic and send notifications ifany matches are detected. The
combination of records from the specified fields of the CSV file in the intercepted data
will trigger a security breach alert. For example, ifa usersends a client’s name in
combination with this client’s telephone number, SecureTower Security Center will
send a notification to the security officer.

® Toselecta field of the CSVfile click oniits title, then click button (toselect
multiple fields hold down Ctrl on your keyboard and click on the fields’ titles).

®* Toaddallavailable fields click button .The selected fields will appearin the
Selected fields box.

* Toremove fields from the Selected fields box, highlight the field and click button

® Toremove all selected fields click button .

@ Add CSV data file o - — -
| Add CSV data file to digital fingerprints databank

i Specify / data file and file options

Please select fields you want to add to digital databank and made available for search process. Be sure to add only
fields with valuable data. Adding additional fields will slown down search process.

Awvailable fizlds: Selected fields:

Name
Phone

Press OK to complete configuration process

| < Back | | OK | [ Cancel
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17.The Next record and Previous record buttons are used for browsing through the records
containedinthe selected CSVfile.

Available figlds: Selected fields:

MName - A
Phone )
Email - andrew@gmail.com

MName - Andrew Carlson
Phone - +16178183649

[-: Previous record] [Next record )]

18.To finish the CSV file selection process click OKand proceed with paragraph 28. To
discard changes click Cancel.

19.Creating digital fingerprints of separate files. If you have chosen the File option, a
window will open in which you are to select the file you wish to create a digital
fingerprint of. Select the necessaryfile in the file opening window, click Open and
proceed with paragraph 28. To cancel file selection click Cancel.

20.Creating digital fingerprints of folders. If you have chosen the Folder option, a window
will openin which you are to specify the details of the folder name and additional
parameters.

(@ Add folder =5=)
Add folder to digital fingerprints databank :

Specify folder, options and file types

Folder name: E]

The folder you specify must be accessible for the server. Don't use network
mapped drives for network shares, Use UNC paths instead,

Include subfolders
File types: @ All supported file types (doc, htm|, tet and etc)

_ Specified below file types (comma separated list):

OK | l Cancel l

N =

21.Enter the full path to the folder into the Folder name text field or click button E]
located to the right of the text field, select the folder containing classified data and
click OK.

Note: The specified folder must be accessible from the physical server on which the software
server component of SecureTower is installed. Please. Note that it should be accessible for
the user account under which SecureTower Data Processing Server is started (see Services
section of Administrator Console —Data Processing server — Service startup parameters).

22.To make digital fingerprints of all documents contained in all subfolders of the
selected folder, check the corresponding check box.

113




Include subfolders

23.In the File typessection choose one of the two available options: All supported file
types or Specified below file types.

File types: @ All supported file types (dec, html, tut and etc)

) Specified below file types (comma separated list):

24.1n case you choose All file types, digital fingerprints will be created for all files in the
specified folder that are supported by SecureTower (doc, html, txt etc.).

25.In case you need to create digital fingerprints for certain file types only, select the
option Specified below file types and enter the desired file types separated by commas
into the text box in the lower part of the window.

@ Specified below file types ([comma separated list):
txt, doc

26.Click OK.

27.To configure scheduler parameters, refer to section Configuring the scheduler.

28.After you have specified all the necessary parameters, click Create in the data bank
setup window.

29.The newly created data bank will be displayed in the list of data banks on the main
application window.

5. Digital Fingerprints

On this page you can create, configure and delete digital fingerprints data banks

o Create data bank =] Madify data bank == Delete data bank o Update data bank 5{ | Clear data bank

Data bank name Documents Data bank size Last update date

DataBank 3 829 Kb 10.02.2011 16:09:30

30.To apply the settings you have specified for the newly created data bankand start
updatingit click Apply changesin the lower right corner of the main application window
and then Update databank, located over the data banks list.

Note 1: For instant update of the databank you can click Update data bank in the digital
fingerprints setup window.

Note 2: Before starting a forced update of a newly created databank you have to click Apply
changesin the lower right corner ofthe main application window to save your settings.
Otherwise, a dialog box will pop up suggesting applying the changes. Click Yes to continue
or No to cancel saving the new settings.
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7.1.2 Configuring the scheduler

To set up automatic update and defragmentation of the databank, go to the Scheduler tab
of the data bank creation window.

-
@ Create data bank

Digital fingerprints data bank properties

Specify data bank options to create new data bank and to make it available for search

Scheduler

On scheduler page you can configure index update or data storage clearing schedules, You will be able to change these options

at any time:
Schedule name Job type Schedule start
= Update databank Index updating

Start at 22.03.2011 16:45 and repeat every

Add schedule
.

Note: When a new data bank is created, a schedule record is added by default configured so
asto update the data bank every 30 minutes. The schedule can be modified as needed, or
new schedules can be created according to the instructions below.

Scheduler configuration for digital fingerprint data banks is similar to that of intercepted
data indexes (refer to section Configuring the scheduler for details) excluding the option to
cleardatabase and rebuild index which is irrelevant for digital fingerprint data banks.
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7.2 Other operations with data banks

Modifying a data bank

To change any parameters ofa data bank, selectitin the data banklist and click Modify
databankin the upper toolbar. Adata bank properties window will open in which you can
change all necessary parameters (refer to section Creating Data Banks for details).

Click Modify to apply changes. The Statistics tab of the data bank properties window
displays the detailed information about the selected data bank. The statistics include:
index (data bank)size, date it was created, last update and last compress date, document
count, fragmentation percentage, number of obsolete data instances, word count and
used share of data bank capacity. These parameters enables assessingthe internal state
ofthe data bankand deciding whether it needs defragmentation.

Deleting a data bank
To delete a data bank, selectitin the data banklist and click Delete databankin the upper
toolbar.

Confirm your intention to delete the data bank by clicking OKin the dialog box.

Forced update of data bank

In addition to automatic data bank updates configured in the Scheduler tab, there is an
option to update a data bank manually. To do this, select the data bank you wish to
update in the list and click Update data bankin the upper toolbar.

Confirm your intention to start forced data bank update by clicking OK in the dialog box.

Clearinga data bank

When a data bankis cleared, all digital fingerprints of confidential data it contains are
deleted. In case you need to empty a data bank, selectitin the data banklistand click
Clear data bankin the upper toolbar.

Confirm your intention to clear the data bank by clicking OKin the dialog box.
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8 Configuring files hash banks

Checksum calculation is used by SecureTower to find coincidences between files on user
computers and files which hashes are stored in system. Hashes are calculated by system
for sensitive files which should be controlled in terms ofinformation security. To store
hashes the data banks are used.

SecureTower enables user to configure a data bank for two types of objects:
e folder;

e file.

Note: To receive notifications about coincidence, add corresponding security rule in Security
Center of SecureTower Client Console. The agent will scan file systems of specified
computers and generate alerts if the files coincidences is found.

To create and configure data banks:
1. Gotothe Dataindexingtab in the left sidebar of the program’s main window.
2. Go to the Files hash banks tab of the Dataindexing window.

3. Select files or folders that are significant for information security and which copies
presence on the network workstations should be monitored. See the
recommendations from Creating Data Banks for hash data bank configuring.

L& Attention! To monitor coincidences between user files and files from data banks, the file
system control and indexing of workstation must be configured as well.
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9 Setting up system events and notifications

System events and notifications service is provided by Health Monitor Server and used for
monitoring and control of the system server components performance. The service
delivers notifications when any server events is occur.

Administrator Console make it possible to inspect server events (such as server start or
errors occurring), as well as set up delivery of notifications to a specified e-mail address
in case ofa certain type of event (information, warning or error events).

To view and configure the system events and notifications service, select the Events &
Notificationstab in the left sidebar of the program’s main window.
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9.1 System events
To access system events, go to the System eventstab in the Events & Notifications window.
The total number of fixed events is displayed next to the tab header.

In the System Events window, the list of events is provided with the following parameters:
event level (information, warning or error ), event time and event message text.

Date Level Events on computer Type Machine name
21102015 15:02 L %] License issue refused " License server pgb.pg.local m
21102015 15:01 L %] License issue refused " License server pgb.pg.local =
21102015 15:01 L %] License issue refused " License server pgb.pg.local
21102015 15:00 L %] License issue refused " License server pgb.pg.local
21.10.2015 15:00: [ %] License issue refused W License server pgb.pg.local
21.10.2015 15:00: i Active Directory structure cache was changed & Users server pgb.pg.local v
it full description n

3
& Users server (pgb.pg.local)
Wi/ Active Directory structure cache was changed. - 21.10.2015 15:00:03

Description Active Directory structure cache was changed and all system components was notified about changes.

Qriginal message  Active Directery cache structure changed..

Configure display mode:

1. Toview a full event description select an eventin the list and click the corresponding
row. The event full description will be displayed in the corresponding section under the
list of events.

2. Toarrange the entries (alphabetically or vice versa —for letter symbols, in the
ascendingor descending order —for numeric values)in the list by the particular
attribute, click the corresponding column header. The icon on the column header
represents the currently applied order: - -descending; -ascending.

3. Tosort the events displayed in the list, use the available set of filters as described in
the Filtering section.

4. To export or print the comprehensive list of events follow the recommendation given in
the Export section.

Filtering

Tofilter system events in the list:
1. Click Filter on the window toolbar.

2. Todisplay the events only for particular date interval, click the calendar icons next to
the fields with start and end ofinterval and select the necessary dates.
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Events download filters (about O results)
22.10.2015 @l 21.10.2015

3. Toselect computers which server events should be displayed in the list, click drop-
down arrow of the correspondingfield and clear to exclude or select to include to the
list the necessary computer name check box.

|pgb.polocal, PGB [ )l
pgb.pg.local

PGE

late Lev

4. To select server components which events should be figured in the list, click drop-down
arrow of the correspondingfiled and clear to exclude or select toinclude to the list the
necessary server check box. Click Deselect all to clear all the check boxes.

L. ZULD [;J
e JON %55 |@|

(W <Deselect all=

% [l Interception server

; Health monitor server
s o] Users server
27 Y| EndPaint Agents server

Mail processing server

B V] Security Center
® || Report Center
B [ ICAP server

. |¥] Data Processing server
"y License server

5 [V Image recognition server

5. Toselect the level of events that should be displayed, click drop-down arrow of the
correspondingfiled and clear to exclude or select toinclude to the list the necessary
level check box.
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> |
(@] <Deselect all>
@ [Cinfo
L Warning
&3 [¥] Error

6. Click Applyfiltersto finish and display the resultinglist of events or click Reset to

default to cancel all changes.

Exporting

To export list ofevents as well as to print or send by email click Export on the toolbar.
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9.2 System notifications

To configure custom settings of notifications or familiarize with default settings, select
the Event notificationstab in the Events & Notifications window.

Selecting computers for monitoring

One can specify the list of computers to detect the SecureTower server events oniit. Ifany
server event occurs the system will made a record to the system events logand send a
corresponding notification to email in accordance with created rules.

To add a workstation to the list of monitored computers, in the Computerssection:

1. On the section toolbar, click Add computer.

@) Add damain controller =5
cify computer settings 1
Specify computer settings and access credentials S

Specify a computer name to 2dd it to the list:

Computer name: ‘

Specify credentials to perform computer access request, The account the Users & Authentication server was started
under will be in use by default:

Account name: Browse |

1 Account name should be in the “DomainName\UserName" format for 2 domain
user and in “UserName™ format for a local computer user

Passward:

(e

2. In the Computer name text field type the name of the workstation which server events
must be monitored and the email notification about the events must be send as well.

3. Ifthe system account under which the Users&Authentication serveris started has no
access to the specified computer, in the corresponding text field, type the account
name with access rights or click Browse and select the necessary one from the Active
Directory structure. Specify the password for the account name in the corresponding
text field. For more details on selecting user account, see Selecting a server startup
account.

4. Click Add to finish.

Use the corresponding buttons on the section toolbar to modify computer settings or
delete it from the list.

Configuring email notifications

To configure rules and conditions of notifying, in the Notification conditions section:

1. Click Add rule.
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‘2! Noetification settings
- - -
|| Notification settings

A1 Common options

Notifications rule Deliver notifications to the following addresses:

Name: (Newrule ]

Description:

[T Metify on new event immediately
[T Motify on unprocessed events

| Notification conditions

Please select server events levels or configure a detailed set for each server. Notifications on the specified events will be created in accordance with the rule

@ [ Informational events 4 [ Warnings €3 [¥] Errors
B & O
k;, Interception server ;- Health monitor server
[F] @ Info events 4 Warnings & Errors @ Info ev L Warnings Q) Errors
Selected: 0/2 Selected: all Selected: all Selected: all Selected: all Selected: all

I

2. Inthe Common options section of the Notification settings window, type a rule name
and description in the corresponding text fields.

3. Ifit's necessary to send a notification when any new event is occur, select the Notify on
new event immediately option. Herewith, ifthe event repeats more than one time
duringan hour, only the first one will be classified as new. Notifications about all
followingidentical events will be send in the end ofthe hour. Otherwise, if the option is
unchecked the notification about every event will be send.

4. Ifitis necessary to send notification about event that happened while service failure,
select the Notify on unprocessed events option. Herewith, the notifications about
events which occurred during the time of failure will be send after service recovery.

5. Type the email address to which the notifications on the rule will be send.

6. In the Notification conditionssection, select check boxes according to the event level
it's required to be notified about.

7. Toset a level of events and select the particular server events for a particular server,

click the detailed choice button "= on the server dashboard.
Click the necessary level button to select all events with correspondinglevel.

Toselect a particular event, select the corresponding check box.
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=
&> Users server

Please specify events to create a notification an

i Info events L) Wamings &J Errors
# | i Informational events Selected: 0/5 —

@ntegrﬁtion with domain controllers started,
ntegration with domain contrallers completed. =
[C] Active Directory structure cache was changed.

[T User authentication.

[] User authentication successfully completed.

~ ! | Warning events Selected: all

Database compression was skipped.
User authentication failed.

A B8 Frrar cvantc Conlmribmrds -l

8. Click Add to finish rule configuring.

Use the corresponding buttons on the section toolbar to delete a rule from the list or to
change it settings.

SMTP settings

1. Inthe Server address text box of SMTP server settings, enter the IP address or name of
the server that will be used for sending e-mail messages with system notifications. For
example, to enable message delivery with the help of a local mail client, the IP address
orname ofa local mail server should be entered. Specify the port of the serverin the

Server port text box.
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| ™
'@ SMTP server settings M

SMTP server settings

Specify SMTP server settings for notifications delivering

SMTP server settings:

Server addrass! [ ]

SEI’\-‘EFPOI’T: [E"E".’.’" ]

Authorization settings:

User name:

Password:

M| Semder mail address:

l
l
l
[C] Use encryption

o) ]

2. If SMTP server connection authorization is used, specify the user name and password of
the e-mail box that will be used for sending system notifications.

b

Note: User name and password should be specified only if the SMTP server requires
authorization. Otherwise, these fields can be left blank, provided that the server is accessed
under thelocal domain account (Active Directory) and the system notification service has
the necessary rights to access the mail server. The latter can be done in the Windows Services
section: specify the user name that the system notification service will be running under and
assign the required mail server access rights.

3. In the Sender mail address text box, enter the e-mail address that will be used for
sending system notifications. If using encrypted connection is necessary, check the Use
encryption option.

4. To check, ifthe notification settings are configured properly, click Send test email. In
case ofa successful test completion, a test message will be delivered to the specified
e-mail address.

Notification language

To set a language that will be used in notification, click the button with predefined
language and clickthe necessaryonein the list.
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10 Setting up user identification service

The program applies a user card system in which each local network user is assigned with
an identification card containing personal and contact user information (name and last
name, job title, e-mail addresses, ICQUINs, user accounts in IIM programs, user names in
social networks, etc.). The user database is developed and maintained by an
administrator with the help of Administrator Console.

Besides, user cards provide group membership information. As well as user cards, the
user groups are created with Administrator Console tools and each of group is assigned
with certain user rights. Groups can be created by analogy to the organization structure of
a company and may representits structure departments. The program also provides
built-in user groups (“Administrators” and “Users”).

To create, view and modify user cards and user groups, select the User & Authentications
tabinthe left sidebar of the program’s main window.
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10.1 General settings

Toset up system user authentication and synchronization, select corresponding tab of
the Users & Authentication window.

L. Attention! While operation with user data applied due to Active Directory integration
(user synchronization, automatic assignment of user contact information, a new user card
creation for unknown user)only the data from the cache of Active Directory are considered.
Ifany changes within Active Directory structure were made in the period between cache
updating and such operation, the operation will be performed without taking this changes
into account. To take the non-fixed in cache changes of AD structure into account, update
Active Directory structure manually before implementation the operations with user data .

10.1.1 Active Directory and domains integration

Active Directory integration

SecureTower provides automatic and manual modes of integration with Active
Directory structure.

Active Directory integration mode

Falcongaze SecureTower will access Active Directory to get information about users, computers and other
& shjects, This infarmation will be used in all modules to install agents, identify users and apply other settings.
Falcongaze SecureTower can access Active Directory in two modes:

Automatic mode

In this mode Falcongaze SecureTower will pericdically scan the network and try to find all available
domains in the network. Then iterate through them to get underlaying structure and objects.

@ Manual mode

In this mode Falcongaze SecureTower will use user defined domains(domain objects) list to iterate
through them to get structure and objects.

Configure |

Current Active Directory structure cache statistics

Last sychronization: 11.11.2013 11:00:01 Statistic |

The integration feature enables choice of AD objects (for example, domain, sub-
domain, organizational unit) to synchronize userinformation with. The function is
useful for domain controller load decreasingand to speed up system feedback
upon AD structure modifying for complex networks.

To choose and configure an integration mode select a necessary option.

Automatic mode

1.Select the Automatic mode option to perform integration with all available AD
domain automatically. An automatic user information synchronization will be
performed in mode specified in the Automatic Active Directory user
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synchronization section.

2. Click Configure to specify synchronization schedule properties.

= = : N

F@' Active Directory integration setings [

| Active Directory integration setings B
Configure Active Directory integration setings &

Scheduler

Please configure Active Directory synchronization schedules. You will be able to change these options at any time.

[ Add schedule (45 Modify schedule [ Delete schedule  far| Refresh AD structure immediately

Schedule name Next start Schedule start
% Update Active Directory cacl 11112013 1200:00  Start at 11.11.2013 0:00 and repeat every 1 day(s) and repeat every 60 Min

Cancel

3. To update userinformation immediately use Refresh AD structure immediately
or use Add schedule/Modify schedule buttons to specify customer schedule
properties.

4.In the newly opened window, specify the name for the new schedule in the Name
field.

5.To enable/disable the schedule select/clear the Schedule enabled box.

6. In the Schedule startup parameterssection you are to specify the date and time
the schedule will be started, and the frequency of performing the corresponding
job:

Startup parameters

- Once.Incase you select this option, the schedule will only start once
onthe date and at the time you specify in the right part of the section.

Schedule startup parameters
@ Once Start date\time: 22.03.2011  [&] 13:20

_) Daily
) Weekly
) Monthly
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- Daily. In case you select this option, specify the date and time the
schedule will start for the first time, and the period (number of days)
after which the synchronization will be repeated, where 1 means the
job will be performed every day, 2 —the job will be performed every
second day, 3 —every third day, etc.

Schedule startup parameters

) Cnece Start date\time:  22.03.2011 E| 13:20
© Daily Recursevery: 1 dayis)
) Weekly

Manthly

- Weekly. In case you select this option, specify the date and time the
schedule will start for the first time, and the period (number of weeks)
after which the synchronization will be repeated, where 1 means the
job will be performed every week, 2 —the job will be performed every
second week, 3 —every third week, etc. Also, you are to specify at
least one day of the week to perform the job by checking the
corresponding day boxes.

Schedule startup parameters

' Once Start date\time:  22.03.2011 E| 13:20

- Daily Recurs every: 1 weekis) at:

9 Weekly [¥] Mon [¥] Tue [¥] Wed [T] Thu [¥] Fri [#] sat [¥] Sun
' Monthly

- Monthly. In case you select this option, specify the date and time the
schedule will start for the first time.

Schedule startup parameters

) Onee Start datetime:  22.03.2011 E| 13:20

) Daily Maonth: | )
 Weeldy @ Days: [ R
@ Maonthly In: [ (=] | 7]

Specify the month(s)and day(s)to repeat the job. Select at least one monthin the
Month list box .
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[T] <Select all months>
[[] January

[C] February
[C] March

[ April

[C] May

[ June
[ty

[C] August

[C] September
[C] October
[T Movember
[C] December

Specific days to start the schedule can be selected in two ways:

i. switch the radio button into the first position (Days)and select the date(s) of the
month to start the job (with “Last” being the last date on the month).

1 H2 Dz
Ce [COe Do
Clis [Cis a7
Oz B2z EHaa
C20 D20 @31

[Cla
11
18
[[lzs
[C] Last

o

bs ©DOs DO7
(12 D1z D4
19 Dz Om
[(ze [Clzz [Czs

ii. switch the radio button into the second position (On), select a week (or weeks)in
the first drop-down menu and a day (or days) in the second one. Thus, selecting,
for example, number 3 in the first list and Thuin the second one will mean that
the job must be repeated on the third Thursday of the selected month(s).

@ Omn: |

L] e

a2
(B2
|2
[a

[ Last

[[] <Select all weekdays>
[ Man
:D Tue
[£] Wed
[ Thu

I Fri
[ sat
[ sun

In the Schedule additional parameterssection you can additionally specify the
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frequency of repeating the job in seconds, minutes or hours. Also, you can define
the time to stop repeatingthe job at.

Schedule additional parameters
Repeat job every 30

Repeat end time 13:20

After you have specified all necessary parameters, click OK to create the schedule.
The newly created schedule will appear on the listin the Scheduler tab.

Note: Scheduler configuration is similar to configuration of data indexing schedule
(refer to section Configuring the scheduler for details).

Manual mode

1. Select the Manual mode option to perform integration with specified AD domain
objects only. Synchronization will be performed in mode specified in the Automatic
Active Directory user synchronization section.

2. Click Configure to specify domain and synchronization schedule properties.

— Bl
'Q Active Directory integration setings ﬂ

Active Directory integration setings SL,Q
or =

Configure Active Directory integ

Active Directory objects | Scheduler

Please specify domains{domain objects) to restrict operations with Active Directory only with specified elements,

=-I® Add domain Modify domain Delete domain

Comain Access user name

| OK | [ Cancel ]

——

3.Toadd a new domain clickon Add domain in the AD objectstab of the AD
integration settings window.




(@ Add domain object ==

Specify domain or domain object
Specify domain or domain object and access parameters

Specify domain or domain object{subdomain, crganizational unit) in the next form ‘DomainName/Container/OU” to add it to the
list:

Domain object
[Z] MT4 domain (specify domain computer name or IP address)

Specify credentials to perform domain access request, The account the Users 8. Authentication server was started
under will be in use by default

Account name: Browse

1 Account name should be in the "DomainMametUserName” format for a domain
user and in “UserName™ farmat for a local computer user

Fassword:
Specify parameters to build Active Directory cache from specified domain object:
[ nclude user photo in cache (will increase cache size)

[C] Read hidden AD objects

[ Add ] [ Cancel

L

4.Specify domain or domain object name in the form: DomainName /
Container/Organizational Unit inthe Domain objectfield.

5. To performintegration with domain under Windows NT 4.0 Server select the NT4
domain check box.

Note: The system supports LDAP connection to Samba 4 file server and connection to
Windows NT 4.0 Server as well as operating in system under Windows Server
2008/2012.

6. To perform domain access request the system will use the account the
Users&Authentication server was started under. If this account doesn't have
correspondingaccess rights it is necessary to specify another credentials with
domain access rights. Type in the Account name field account name manually or
use Browse to select the one from AD structure (For details see Service startup

garameters).

7. Specify the account password in the corresponding field.

8. Select the corresponding check box to import users photos from AD while
integration if necessary.

9. Select the Read hidden objects check box to import AD objects with
ShowInAdvancedViewOnly view properties enabled. Otherwise data for hidden
objects will be skipped upon integration.

10. Click Add to add domain to the list of objects for synchronization.

11. Go to Scheduler tab for synchronization schedule configuration as described
above.

12.Click OK to save integration settings that were done.
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Statistic

To view an information about number of objects included in synchronization
process click on Statistic.

.
2 Active Directory structure cache statistic s - - ﬁ

Vew Active Directory structure cache statistic K

Active Directory structure cache statistic i SL,Q

Current Active Directory structure cache statistic:

Domain Users Computers

£7 pglocal 205 69

Automatic Active Directory user synchronization

The program can synchronize users in the program database with Active Directory
users. Using the corresponding synchronization options, you can have new user
cards automatically created for new users that are added into the Active Directory,
the userinformation to be automatically updated upon any changes are
introduced into the user profiles in AD, or users removed from Active Directory to
be deleted from SecureTower database.

Toset up these features, go to the Active Directory and Domain integration tabin
the Users & Authentication window and select (or clear) the following options if
necessary:

® Add new users from Active Directory to user list
® Update user information in the user list from Active Directory

® Delete usersremoved from Active Directory out of user list

Note: Automatic update of user information will only work for this users who have the
oneAD account linked to user cards.

When setting up automatic synchronization of Active Directory users data with
system database, you can specify excluded users whose data changes will be
ignored during this process.

Update process for system users information can be configured as well.
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Automatic Active Directory users synchronization
& = SecureTower can automatically synchronize users in the program database with Active Directory users. Based on the
"’ synchrenization options selected, users newly added to Active Directory will be automatically added to SecureTower user list,
and users that were removed from Active Directory can be automatically deleted from SecureTower user list.

Add new users from Active Directory to user list

Update user information in the user list from Active Directory

Delete users removed from Active Directory out of user list

Some Active Directory users can be excluded from Active Directory synchronization:

User exclusions.

To exclude a user from synchronization process:

1. Click User exclusions.
2. Inthe opened window, click Add exclusion.

3. Inthe Enter a user name to filter users by name text box, type the name ofthe
user you need to exclude from synchronization, or select the one from the list
below.

~
& Select Active Directory user ﬁ

Selecting an Active Directory user
Find the user you want to select

Enter a user name to filter users by name

User E-mail Description -
=
& Administrator Administrator@pg.local Built-in account for administering the compu
& Guest Built-in account for guest access to the comp
& kibtgt Key Distribution Center Service Account i
4 m | »

4. Click Select. The selected user will be added to the list of user exclusions .

5. Toremove any user from the list, click the necessary userin the list and click
Delete exclusion.
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User exclusions from Active Directory
synchronization

& pglocal\Guest

& pg.localitestuserl

Exclusions count: 2

ok || cancal

o —

6. To save the list of existed exclusions to output file or to import previously
created list of exclusions from the external file, click Export\Import exclusions,
select the necessary command from submenu and continue with the Export\import
dialog window.

7.To save the exclusions settings and finish, click OK. To discard the changes, click
Cancel.

Configuring user info

To specify users personal data parameters which is necessary to update during
synchronization, click Configure.
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@' Update users information ﬁ
A & -

Update users information from Active Directory
Update name, emails, phones and other information

Specify user parameters to update from Active Directory

First, last name

Photo

Crganization, department, job position

Emails, phones, MS Exchange account :
Login name

Description |

OK | [ Cancel l

Select/clear the parameters to configure an update process. When finished, click
OK or Cancel to discard the changes .

Domain controllers integration

Domain controlleris a server on a Microsoft Windows or Windows NT network that
is responsible for allowing host access to Windows domain resources. The domain
controller stores user account information, authenticates users and enforces
security policy for a Windows domain.

Active Directory users IP address recognition
| Falcongaze SecureTower will connect to the Domain Controllers to get information about Active Directory
user login on computers to recognize the user IP addresses, This information will be automatically added to
the user cards to provide correct user linking to the intercepted information.

Enable IP address recognition

Some Active Directory users can be excluded from Domain Controllers login information processing:

User exclusions

Some IP addresses can be excluded from Domain Controllers login information processing:

IP address exclusions

This option allows you to create new user card if new contact information not belonging to any existing
user is found. It can be helpful to automatically track new users that appear in the network

Create new user card for unknown user

This option allows you to exclude certain users from contact information auto assigning process.

User exclusions

SecureTower makes it possible to get information about AD users logging on
workstations by appealing to domain controllers. Login information contains an IP
address that will be added automatically to user card to provide correct linking of
intercepted information to user account.

To start with domain controllers integration configuring in the Domain controllers
integration section select the Enable IP address recognition option and click
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Configure and proceed as was described above for manual mode of domain
integration.

Click User exclusions to exclude particular users from login information processing.
Follow directions given above for automatic AD user synchronization.

Click IP addresses exclusions to exclude particular IP from login information
processing.

Inthe manager window, click Add exclusion and follow the steps below:

1.Select the necessary IP address/range option (Single IP address or IP address
range):

® |fyouchoose the Single IP address option, type a specific IP address which
you want to exclude.

® |fyouchoose the IP address range option, type an IP range.

re.' — lé]w

Add exclusion
n to the exclusions list

IP address/range: @ Single IP address

(20 IP address range

Exclusions: . . . -

Description:

Add | l Cancel

E— e e

2. Type a descriptionifnecessaryin the correspondingfield.
3. Click Add to add the IP data to the list of exclusions .

4.Toremove any IP from the list of exclusions, click the necessary one in the list
and click Delete exclusion.

5.To save the list of existed exclusions to output file or to import previously
created list of exclusions from the external file, click Export\Import exclusions,
select the necessary command from submenu and continue with the Export\import
dialog window.

7.To save the exclusions settings and finish, click OK. To discard the changes, click
Cancel.
Automatic assignment

The system provide an automatic assignment of user data and a new user card
creation when a new contact information which not belongs to existing useris
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found. To enable automatic assignment select the Create new user card for
unknown user option.

When setting up automatic assignment, one may specify excluded users that will
not be involved in the assignment processes. To include a user accountinto
exclusions click User exclusions and follow the recommendations that were given
above.

L. Attention! While operation with user data obtained from Active Directory only
the data from the cache of Active Directory are considered. If any changes within
Active Directory structure were made in the period between cache updating and such
operation, the operation will be performed without taking this changesinto
account. To take the non-fixed in cache changes of AD structure into account, update
Active Directory structure manually before implementation the operations with user
data.

10.1.2 setting user authentication mode

When working with SecureTower either of two available authentication modes —based on
Windows Active Directory user accounts or SecureTower’s internal user authentication
can be used. Inthe first case, useris authenticated in Client Console based on the
Windows Active Directory account he is currently working under. In the second case, the
user will have to enter the name and password set for him in the system (refer to User
Network identification for details).

Authentication

== | SecureTower provides authentication based on Windows accounts and SecureTawer internal accounts. Based on the
authentication mode selected, the user will need to use either an Active Directory account or a internal user account to get access
to the system functions.

Authentication enabled
Authentication mode:

@ SecureTower internal accounts authentication
Authentication opticons:
[ Disable login with empty password

Authentication module disables a user account for a several minutes if an incorrect password is entered 3 times
[T] Allow to disable users

Windows Active Directory authentication

To enable user authentication check the corresponding option. Then you are to choose

one of the two options —SecureTower internal accounts authentication or Windows Active
Directory authentication.

Note: If SecureTower internal accounts authentication is checked, a user will have to enter
the name and password on every login. The password can be changed by user after login. To
change the password, on the Tools menu and click Change login password (this option is
accessible with internal authentication only - User Network identification).

Ifthe SecureTower internal accounts authentication mode is checked following option can
be set:

® Disable login with empty password can be set to prohibit users to login in with an
empty password and to increase the security level.
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® Allowtodisable userscan be set tolocka useraccount out fora several minutes
when anincorrect password is entered 3 times.

_E_ Warning! Before you enable an authentication system, make sure that the user who will
work with SecureTower Administrator Console isincluded into the Administrators group (or
another group that has access rights to Administration Console), because after you enable
user authentication and click Apply changes in the lower right corner of the window, access
to Administration Console will be restricted to only the users who have the corresponding

rights.
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10.2 User management

To create, view and modify user cards, select the Userstab in the User identification
service window. One can add and delete user cards, edit userinformation and import
users from Active Directory.

#1 Users & Authentication

On this page you can assign users, user groups and specify the authentication mode

| General | Users |Groups | Joumnal

;‘“’ Add user ‘;‘; Madify user information “‘o- Delete user ri‘ Refresh ‘"-l Functions =

User E-mail Organization Department

& Administrator

& AlexJones a_jones@ya.com BusinessPro SaleDep
-

-

John Black J_black@google.com BusinessPro Marketing

User information (ifthere are any user cards)is presented in form ofa table with a list of
user cards, and the data can be sorted by user names and other user information viewing
and searching convenience. By clicking the corresponding column header, one can get
ascendingor descendingsorting of users by the values in this column (alphabetically or
vice versa). To search for a specific user in the list, enter the symbols that the name
contains into the Find user text field. As you type, the list will display only those user
names containing the entered symbols.

10.2.1 Creating a user card

To create a new user card, click Add user in the ribbon toolbar of the Userstab.

The Add user window contains the following tabs: General, Network identification, Contact
identification and Groups. User information can be filled out tab by tab. Upon finishing
enteringthe necessary data into a user card, click Add to save the changes.

10.2.1.1 General user information

In this tab one can enter the name, middle and last name of a user, the name ofthe
organization for which they work, department, job title, contact phone number, address,
employment period (dates of employment and discharge)in the correspondingfields.
Besides, you can specify additional information in the Comments text field.

To the right of the user name field, there is the ID field which contains a unique user
identification number. The ID is assigned by the system automatically after a new user
cardis created.

Adding a user picture

1. To provide a user with a certainimage, click Set image in the right part of the tab.
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2. Inthe Open file dialogue box, specify the folder in which the necessaryfile is located,
selectitand click Open. The file added will be displayed in the top right corner of the
General tab.

General ‘ Metwork identification | Contact identification | IP address |

First narme:
Last name:
Middle name:
Crganization:
Department:
Job position:

Phones:

Address:
Employment period:  21.12.2011 = [F] - 21.12.2011 = [F]

Comments:

10.2.1.2 User Network identification

In this tab one can view the IP address usage history for the current user, as well as select
an Active Directory to linkitto the current user, and set user name and password for

internal authentication mode.

Selectingan Active Directory account

In orderto link one or several Windows accounts to the current user, click Add
Windows account and then click the necessary type of account.

User Windows account
Choose an Windows accounts to link the current user card to the Windows user accounts. Choosing an Active Directory accounts is also
required for connecting to the administrator and client consoles in the Windows authentication mode with the help of this user card.

Get informatio Windows account

., Add Windows account v Delete Windows

Add Windows account from Active Directory
Add Windows account by specifying SID

To add account from AD, click the corresponding option and then select and clicka
user name in the opened window. Auser from AD or local computer users can be
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selected. Click Select to save choice or Cancel to discard.

To add account by SID, click the corresponding option and enter user SID in the
opened dialog window. Click Select to save choice or Cancel to discard.

The list ofall accounts linked to the current user is displayed in the field below with
the indication of the corresponding domain and account name. After you have
selected anaccount tolink to the user, you canimport additional user data
(contact information, department and position, and otherinformation available
for the selected account), by clicking Get information from Windows account. All
imported data will be added to the user card automatically. To remove an account
from the list, highlight the account and click Delete Windows account.

Internal account information

In case the internal authentication mode is used, you have to specifya name and
password (both are case sensitive) that the user will have to enter to access
SecureTower Client Console.

Internal account information
Specify internal account information to be able to use this user card for connection to the administrator and client
consoles within the internal authentication mode.

Login name: jonH
Password: SEEENIIRINSEINERIS S
Re-enter password: SN ANERNNNNRENRNNN

User must change the password on next logon in internal authentication mode

When the user launches SecureTower Search Client, he will have to enter the name
and password that you have specified. To require the user to change password on
next logon, check the corresponding option.

The password can be changed by the user after he has successfully logged in. To
change the password select the Tools menu and click on Change login password
(this option is accessible with internal authentication only). Enter current and new
password in corresponding fields. Click OK to confirm or Cancel to cancel the
action.

To oblige the user to change a specified password on next logon, it is necessary to
check the appropriate option User must change the password on next logon in
internal authentication mode.

Note: |f User must change the password on next logon in internal authentication
modeis checked, the Change password window will appear after logging in.
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@ Change password l&]

Change password
Change user password for connection to the client

Te change password please specify current password and new password:

Current password:
New password:

Re-enter password:

oK | [ Cancel l

h

The user will have to enter current and new password in corresponding fields (case
sensitive).

Logon disabling

By default all users who have an account on the system are permitted to logon.
This is undesirable in certain situations.

User legin state
User can be disabled frem login to the Adminstrator and Client console. Also this parameter can be set by authentication module if a user
enters incorrect password 3 times

[Z] User legin disabled

Auseraccount can be locked out while authentication process to prevent the user
from loggingin. Check corresponding option in the User login state field to activate
this function. Disabling can be also set for any user who has entered anincorrect
password 3 times by means of authentication module.

Adding IP address history

IP address usage history reflects what IP addresses were used by this userand
within which time interval.

1. Toenter a record on a certain IP address usage manually, click Add IP address
usage.
IP address usage history
£ Add IP address usage
2. Inthe dialogue box opened, specify the necessary IP address and time interval

within which it was used by the current user. Time interval can be either typed
or selected in the drop-down menu opened by clicking the calendaricon. Then
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click Add.

-
“® Add IP address usage interval

IP address usage interval
Specify an IP address and the date interval within which this IP address
IP address:
Date interval:  28.02.2010 - 28022010 x (&
< ebrua D10 s
Mon Tue Wed Thu Fri 5at Sun | Add | l Cancel ]
1 2 3 4 35 6 7

Modifying an IP address history
1. To modify a record on a certain IP address usage, select the necessaryrecord in
the list of IP address usage records and click Modify IP address usage.

2. Inthe new dialogue box, enter the necessary changes. To apply the changes,
click Modify. To discard modifying the IP address usage, click Cancel.

-
“» Modify [P address usage interval

IP address usage interval
Specify an IP address and the date interval within which this IP addresss

IP address:

Date interval:

123 45

18.01.2010

67 89

20.01,2010

| Modify | l Cancel ]

Deletingan IP address history

1. To delete a record on a certain IP address usage, select the necessaryrecord in
the list of IP address usage records and click Delete IP address usage.

2. In the action confirmation dialogue box, click Yes. To cancel the action, click No.
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10.2.1.3 User contact identification

In this tab you can enter e-mail addresses and account names of the current userin
instant messengers (ICQ, Skype, Yahoo ), MS Exchange account and social network

accounts.

User card

| E-mail addresses (including ¥MPP, SIP and Lync accounts)
john_dory@gmail.com

Skype accounts
johnss3

Social network accounts (Facebook, VKontakte, Odnoklassniki)

1CQ UINs
23078021

Yahoo accounts

MS Exchange Distribution Names

10.2.1.4 User groups

In this tab you caninclude/exclude a userinto/from a certain group.

Including a userinto a group

1. Toinclude a userinto some user group, click Add group membership.

2. Inthe opened dialogue window, enter the name of the required user group in

the text box or select the necessary group in the list of user groups.
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Enter a user group name to filter user groups by name:

Group User count
..|’ Administrators al
4 Users 85

3. Thenclick Select. The group into which the user was included will be displayed in
the Groupstab.

Excludinga user from a group

1. To remove some user’s group membership, select the necessary group and click
Remove group membership.

2. Click Yesin the action confirmation dialogue window. To cancel removing the

user from the group, click No. The group from which the user was removed will
not be displayed in the Groupstab.
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10.2.2 Modifying a user card

® Toview or modify user card information, select the necessary userinthe list ofuser
cards and double-click their name or click Modify user information in the ribbon toolbar
of the Users&Authentication window( see Creating a user card for details).

1. Upon finishing modifying the user card, click Modify to apply the changes
made.

-
& Modify user

User card
Specify user details for proper user identification

Groups

General | Network identification | Contact identification

First name: John
Last name: Smith

Middle name:

Crganization:  Business Solutions, Lid. =
Department:  Sales Department =

Job position:  Marketing Responsible

Phanes: +123456780012

Address:

Comments:

Apply | l Cancel l

10.2.3 Deleting a user card

1. Todelete a certain user card, select the necessary userin the user card list and double-
click their name or click Delete user in the Commandssection.

2. Inthe action confirmation dialogue box, click Yes. To cancel the action, click No.
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10.2.4 Importing users from Active Directory

1. Toimport users from the Active Directory domain, select Import users from Active
Directory option in the Functions menu.

2. Inthe Import users from Active Directory wizard window, click Next.

— = o
@ Import users from Active Directory [

nt to import and create user cards ol

‘Welcome to Active Directory users import wizard

Welcome to Active Directory users impart wizard. The Wizard will guide you
through the process of importing Active Directory users and creating user cards.
Before you begin, ensure that you have connection to the domain controller, To
exit the Wizard, press Cancel. To continue the import, press Next.

AD

-

Click Next to continue

3. Inthe users import window, select the domain from which you wish to import, and the
users that should be imported by checking the corresponding boxes. To import all the
users, click Select all users; to uncheck all the users, click Deselect all users. To update
the list of users, click Refresh user list.

- 3
@ Import users from Active Directory [

Active Directol
ct the u fre

users

to import and « e user cards for

Please select Active Directory users that want to import to create the corresponding user cards:

Enter the text to filter the list: Domain: PG Z

User E-mail Description -
Administrater@pg.local Built-in account for administe
falcongaze builder@pg.local

1 _

| journal@pg local

I = =
LR m »

[ Select all users ] [ Unselect all users] [ Refresh users list | Users found: 146

Users impart options
¥| Import user e-mails and phones stored in Active Directory

Import user company, department and job position
Import user descriptions

|| To import users, dick Import

[ < Back IE Import ” Cancel l

Note: For searching convenience, you can filter the list of users in the selected domain by
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typing the corresponding symbols in the text field in the upper part of the window. As you
type, the system will display only those users that have the entered combination in their
names. Additionally, for viewing convenience, the user data presented in the list can be
sorted by the following parameters:

® User name
® E-mail address
® Description.

By clicking the column header, one can get ascending or descending sorting of users by the
valuesin this column (alphabetically or vice versa).

User E-mail Description

4. In the Usersimport options section, check the necessary options. To import e-mail
addresses and phone numbers of the specified users, check the Import user e-mails and
phonesstored in Active Directory option. To import such data as company name,
department and position, check the corresponding box. To import additional user
information thatis stored in AD, click Import user descriptions.

5. To start importing, click Import. Upon finishing importing, click OK. The imported user
will be displayed in the list of user cards.

Note: To view or add information on the imported user, click their name in the list of user
cards and click Modify user information. Detailed guidelines as to entering data into a user
card are provided in section Creating a user card of this Guide.

10.2.5 Updating user information from Active Directory

To update userinformation contained in the user cards, select option Update user
information from Active Directory in the Functions menuin the Userstab.

r .
Warning I i "“]

@% This function will update information in the user cards. In update

[ | . o . .

' process will be used user cards with linked Active Directory user
accounts, Current information stored in the these user cards will be
replaced with information frem the Active Directory!

Do you really want to update information in the user cards to
information from the Active Directory?

h

In the dialog window click Yes to confirm update.

Note: The function of user information update will work only for the users with one AD
account linked to them in their user cards.

After you start this process, the user ID information (first name, last name, department,
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position, etc.) will be replaced with data contained in the Active Directory. User’s new
contact information in the AD(e-mail addresses, user accounts in messengers) will be
added to the existing data (the contact information thatis already recorded in the user
card will not be deleted).
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10.3 Managing user groups and access rights

To create, review, modify user groups and define group access rights, select the Groups
tabin the Users & Authentication server window.

| General | Users | Groups |Journal |

o)

&;I; Add group  ggis Modify group % Delete group

Group Group count

& Administrators 0

User groups are displayed in a table, and for searching and viewing convenience, they can
be sorted by group name and by the number of users included into the group. By clicking
the name of the corresponding column, you can sort the groups in the ascendingor
descendingorder of the values in this column (for a group name —alphabetically or vice
versa; fora user count—in the ascending or descending order). To search for a specific
group in the list, enter the symbols that the group name contains into the Find group text
field. As you type, the list will display only those groups containingthe entered symbols.

10.3.1 Creating a user group

To create a new user group follow the steps below:
1. Click Add group in the ribbon toolbar.

2. Inthe New group window, specify the name of the group that should be created in the
Group name text field.

Group name: | 1D:

The ID field on the right contains a unique identification number of the group. The ID is
assigned automatically by the system when a new group is created.

3. In the Rightssection you can assign access rights to the group. The following options are
available to configure group rights:

- Allow connecting to the client console —the main option which grants access to Client
Console. Ifthis optionis disabled, the group members will see a message notifying
them that they do not have privileges to access SecureTower Client Console whenever
they start the application. Enabling this option activates all other “dependent”
options. Disabling this option also disables all dependent options even ifthe
corresponding boxes were checked.

- Allow access to search functions—if this box is unchecked, the Search module of Client
Console is disabled (including simple and advanced search functions). This means the
group members will not be able to perform search in the interception database. Upon
activating search access the following child options become available. Upon
deactivating search access the child options became disabled regardless their status.
To specify the particular kind of search for access proceed with the child options
settings. To specify users which intercepted information is available for advanced
search click Configure on the right of this option and specify the user list for advanced




search.

Configuring of the advanced searchis based on user list which include users excluded
from the common settings. Set an exclusion mode by clicking a necessary radio button
in the Exclusion mode section. Only one mode can be applied to the all items in the list:

a. Ifthe Accessto search in intercepted data of all users except listed above mode is
selected, the list will include the users which intercepted data is unavailable for
search operations. Search inintercepted data of all other controlled users will be
allowed.

b. Ifthe Accessto search only in intercepted data of listed user mode is selected, the
list will include the users which intercepted data is available for search operations.
Searchinintercepted data ofall other controlled users will be prohibited.

To create the list click Add to list and then click the necessary option in the drop-down
list.

'@ Add user to group e — @

Selecting a user can
Find the user car

Enter a user name to filter users by name:

User E-mail

&) Administrator

& Jarman Robbert robbertjarman@gmail.com
& Wendes Leona leonamendesS@gmail.com
& Miller Ted ted.miller78@gmail.com
& White Helen helenwhite1286@gmail.com
& Wilson Katharyn katharyn.wilson@gmail.com

Add user to list Cancel ‘

Select the necessary users (groups)in the list of users (groups) controlled by
SecureTower:

a. Toadd a user (group) from the list and finish, click the necessary user row and
click Select.

o

. Toadd a user (group) and continue the selection, click Add user to list.

c. Toselectand add a set of users (groups) simultaneously, select the first row of
the set, press and hold Shift and click the last row of the set. Click Select.

d. Toselectand add a number of separate users (groups) press and hold Ctrl and
clickthe necessary rows. Click Select.

- Allow access to user activity —if this box is unchecked, the User Activities module of
Client Console is disabled, i.e. the information on users’ network activities will not be
available for the members of this group. When this option is enabled, the group
members gain access toinformation on network activities ofall users controlled by
SecureTower. Ifyou need to restrict access for the group members to allow them to
view network activity statistics of certain users only, click Configure and specify the
users they will be able to view network stats of.
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.
@ Access to users activity

Access to users activity

Specify parameters to access to users activity

.C. Add user Remaove user

Exclusion mode
@) Access to user activity information for all users except listed above

_) Access to user activity information only for users listed above

OK 1 [ Cancel

Awindow will open in which you are to compile a list of users and select one of the two
possible restriction modes: Access to user activity information for all users except listed
(in this case the group members will have access to network usage statistics of all
users controlled by SecureTower, except those you list in this window) or Access to
user activity information only for users listed above (in this case the group members will
only have access to network usage statistics of the users you list in this window).

- Allow editing user cards—if this box is unchecked, when opening user cards in Client
Console, the group members will see the corresponding notification in the lower part
ofthe card. In this case saving any changes to user cards made by the group members
will be impossible.

- Allow viewing Security Center rules—if this box is unchecked, the Security Center
module of SecureTower Client Console will be inactive, i.e. the group members will not
have access to viewing and editing security rules. When this option is enabled, the
following dependent option becomes active and can also be enabled/disabled. When
this optionis disabled, the dependent optionis also disabled even ifits box was
checked.

- Allow editing Security Center rules—if this box is unchecked, when entering the
Security Center of Client Console, the group members will see the following notification
in the upper part of the window: “You do not have the necessary rights to edit security
rules. Contact your system administrator to obtain editingrights”. In this case, the
group members will only have a right to view the existing security rules and breach
incidents, but will not be able to create new rules or rule groups and edit the
parameters of the existingrules.

- Allow access to Report Center —if this box is unchecked, the Report Center module is
disabled, i.e.reports on users’ network and computer activities will not be available
for the members of this group. When this option is enabled, the group members gain
access to Report Center functional.

- Allow editing Report Center reports—if this box is unchecked, when entering the
Report Center of Client Console, the group members will see the following notification
in the ribbon toolbar of the Report Center window: “You do not have the appropriate
permissions required to modify groups and reports. Contact your system administrator
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to obtain this permission”. In this case, the group members will only have a right to
view the existing reports, but will not be able to create a new report or reports groups
and edit the parameters of existing reports.

- Allow viewing Report Center reports—if this box is unchecked, the Report Center
module of SecureTower Client Console will be inactive, i.e. the group members will not
have access to viewing and editing reports. When this option is enabled, following
dependent options become active and can also be enabled/disabled. When this option
is disabled, the dependent option is also disabled even ifits check box was checked. To
grant viewing permissions for any reports type check corresponding check boxes. If you
need torestrict access for the group members to allow them to view the selected type
of report for certain users only, check corresponding type and click Configure to specify
the users they will be able to view this report type of.

- Allow access to RealTime monitoring —if this box is unchecked, the RealTime monitoring
module of SecureTower Client Console will be inactive, i.e. the group members will not
have access to module functionality. If you need to restrict access for the group
members to allow them to monitor the audio or video stream of the selected users
only, check corresponding type and click Configure to specify the users.

- Allow connecting to the admin console —if this box is unchecked, the members of the
group will not have access to SecureTower Administrator Console. To grant access
rights to Administrator Console select this check box. Herewith, the members of the
group will be permitted to view current settings without configuration permissions. In
this case the corresponding message will notify a user about restricted access to the
server settings.

;,‘a Endpoint agent control center

On this page you can install and control endpoint agents on remote computers

‘Warning
Restricted access to server configuration!
Restricted access to the server settings! In this mode you can enly view settings but can't apply any settings change:
Endpoint agents options Agents schema |

f_ Server statistic

E —| States legend

= -
,‘- * | Refresh agents schema -k‘ Functions

| | ‘Computer name | Access user name I IP Address I Agent version |

To allow the members of the group to configure any of the servers, select the
corresponding option check box in the list of permissions .

Note: In case one user is included in several user groups at once, and these groups associated
with different access rights, the rights defined for all of these groups will be merged and
applied to such user. The merger of group access rightsis performed with the use of logical
“or”, which meansifone ofthe groups has a certain right and another one does not, as a
result of access rights merger the corresponding option will be deemed enabled, and the user
will be granted the respective right.
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4. In the Memberssection, users and sub-groups included into the group are displayed. To
add a new user (sub-group) to the group, choose an optionin the Add to group drop-
down menu.

Add to group ~ |

-

& Users

& Groups

In the opened dialogue window, enter the name of the required user (group)in the
corresponding text box or select the necessaryitemin the list. After highlighting the
item, click Select (for details on item choice, see above).

5. Toremove some user (or sub-group) from the group, click the name of the user (sub-
group)in the list and then Remove from group. In the action confirmation dialogue
window, click Yes. To discard removing, click Cancel.

6. To save the settings of the newly created user group, click Add. To discard adding a new
group, click Cancel.

3

» Administrators

Ra

Guest

journal
krbtgt

me

B B B B

Add to group * ][ Remave from group |

l Add | [ Cancel
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10.3.2 Modifying a user group

1. To modify a certain user group, select the necessary user group in the list of groups and
click Modify group.

2. In the Modify group window, enter the necessary changes in accordance with clauses
2-6 of section Creating a user group of this Guide and click Modify to save the settings
entered. To discard the changes made, click Cancel.

r B
& Modify group &

Setting user group parameters
Create a group and assign the rights you want its users o

Group name: | Administrators

Rights: ow configuring notifications in the client console =
ow configuring system events & notifications

ow configuring the authentication server

low configuring the interception server
low configuring the search server

ow configuring user information in the client console

= > B B B I

ow connecting to the client conscle

Users: &7 Administrator

Add user to group

| Moedify | l Cancel l

10.3.3 Deleting a user group

1. To modify a certain user group, select the necessary user group in the list of groups and
click Delete group.

2. Inthe action confirmation dialogue window, click Yes.
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10.4 Authentication journal review

In case you use user authentication (see section Setting user authentication mode), the

system will keep a log ofall authentication attempts. To view this log, go to the Journal
tab.

| General I Users I Group5| Journal I

The journal provides information on all successful and failed authentication attempts
(including the time and date of the event, the ID and name ofthe user and the action
performed)and on any user or group credentials changed.

) Additionalinformation |G| Refresh

Date User Action Additional information

W 10/10/2011 1:02:16 PM (82) Alex Jones Login to admin console successfull

W 10/10/201112:31:52 PM (82) Alex Jones Login to admin consele successfull

W 10/10/201112:19:29 PM  (82) Alex Jones Login to admin consale successfull

W 10/10/201111:20:48 AM  (82) AlexJones User information was changed User informaticn was changed ID: 82 User
W 10/10/20111111:52 AM (82) Alex Jones Group information was changed New group was added ID: 3 Group name:
W 10/10/201110:12:16 AM  (82) Alex Jones Login to admin consale successfull

o

)
10/10/201110:10:14 AM  (82) Alex Jones Login to client successfull
)

10/10/2011 10:09:24 AM (82) Alex Jones Login to client unsuccessfull: access not allowed

The Additional information button in the toolbar is available for records about changed

user or group information. Click this button to view additional information on such
records.

Journal entry information @

View journal entry information

Additional information about journal entry

Mew group was added "
1D:
3
Group name:
Users
Rights:
Allow connecting to the client console: Disabled
Allow access to search functions: Disabled
Allow access to user activity: Disabled
Allow editing user cards. adding resolving information and etc: Disabled =

— = — =

Torefresh the journal records, click Refresh in the toolbar.
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11 Configuring Endpoint Agents

Endpoint agents are used for tracking of data exchanged by Skype, Microsoft Lync users
and information transferred over encrypted channels (SSL traffic) or to USB devices/
network shares and local/network printer. Administrator Console enables you to
implement centralized installation and configuration of such agents.

To go to the Endpoint agents’ installation and configuration, select the EndPoint Agents
tab inthe left sidebar of the program’s main window.

‘ Events & Motifications
:;f' EndPoint Agents

‘ Mail processing

m Licence information

In the Endpoint agent control center window, you can choose an endpoint agent
installation strategy, configure connection to the database where the information
received from agents will be stored, as well as monitor the performance and status of all
the agentsinstalled in the network.

Note: SecureTower maintains several users parallel operation with Administrator Console.
However, it is necessary to keep in mind that the changes competition rule are applied in the
case of the EndPoint Agent configuring: if any changes of the server settings was made and
applied by one of the competitive users during parallel operation, the other users will be
notified with the corresponding message upon attempting to apply their changes during the
same running session lately.

There are three possible way of the changes processing:

® Choose Yes to apply your settings changes. The current actual settings will be
replaced with yours.

® Choose No to abort your configuring process and leave the current actual settings
without changes. Herewith the actual current settings, that was applied by another
user during parallel operation previously will be displayed in the console.

® Choose Cancel to proceed with configuring your version of EndPoint Agent settings.
In this case the settings previously applied by competitive user will be actual and
keep on function.
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11.1 Installing endpoint agents on workstations

There are three ways toinstall the system endpoint agents on workstations in the
network:

e centralizedinstallation by SecureTower EndPoint Agent Server (centralized from
Administrator Console);

e remotelyinstallation by Group Policy;

® manualinstallation.

When the agentis installed on a workstation, itis highlighted in colorand is displayed
with the appropriate note in the list of Active Directory computers.

& Select Active Directory computer

Selecting an Active Directory computer
Find the computer you want to select
Enter a computer name to filter computers by name: Domain:
[palocalrs [ ~)[ seacn |

Computer name Deseription

& pg3s (agent installed)

5 pg3g (agent installed)

& pa3g (agent installed)

& a4 (agent installed)

& pa4o

W pgal E

& paaz (agent installed)

1 pgds (agent installed)

1 pgds

15 pgd8 (agent installed)

1 pode (aaent installed) T
Computers in list: 66
Add domain name to computer names

L

Agentinstallation specific feature

Upon the firstinstallation of endpoint agents, those sessions that were started before
theinstallation of the agents will not be intercepted. This is due to the fact that
interception of a session starts upon that TCP session startup. Ifendpoint agents have
been newlyinstalled, the programs which data they are tointercept should be restarted.

11.1.1 Centralized installation

Upon centralized installation the agents will be installed automatically without any user
interaction or assistance. You can monitor agent installation progress, as well as track
the status and performance of the agents installed further on with help of the Agents
scheme tab functionality.

Endpoint agents options | Agents schema

Detailed information on monitoring agent performance and status is described in section
Monitoring endpoint agents status.
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1. Toinstall endpoint agents to your network computers for Skype, Lync, USB, Network
shares, Cloud storages, SIP, Viber and SSL traffic control select the Endpoint agents
optionstab in Endpoint agent control center.

Endpoint agents options | Agents schema

The installation strategy can be applied both to the particular computers or to the
Active Directory objects which include network computers accounts.

2. In the Endpoint agentsinstallation strategy section, select the radio button
corresponded to the strategy based on which agents will be installed on network
computers:

Endpoint agents installation strategy
M SecureTower provides remote agents installation based on the selected installation strategy. To start distributing remote
%= endpoint agents, please select the installation strategy below:
@ Install agents only on specified computers
Use this strategy if you need to install endpeint agents only on some computers, Based on this strategy, SecureTower
will install endpeint agents and monitor their status only on the computers that you specified. Any other available
computers in the network will be ignored.

Computers to install agents on

Install agents on all available computers in network

Use this strategy if you need to spread endpoint agents on all computers across network, Based on this strategy,
SecureTower will install endpoint agents and monitor their status on any computers detected in the network, Any new
computers that will appear in the network will be automatically detected, and endpaint agents will be automatically
installed on them. Computers that should not have any endpoint agents installed must be included in the list of
exceptions.

L. Attention! All the operations concerning Active Directory structure are based on data
stored in the AD cache at the moment. Ifany changesin AD structure was made between AD
update and operationsin question, this operation will be processed excluding AD changes.
To take the non-fixed in cache changes of AD structure into account, update Active Directory
structure manually before implementation the operations with user data .

Install agents only on specified computers

1. Checkthe Install agents only on specified computers option, ifagents should
be installed only on a certain workstations of your network. With this option
enabled, the Endpoint agent control server will be checking the presence or
status of agents on specified computers only, and, in case some agents are
not present, failed or were removed by some users, it will automatically
install the agents on the corresponding workstations.

2. Click Computers to install agents on to specify the list of workstations which
agents should be installed on and proceed with The list of objects to install
agentson.

3. Ifyou do not wish to select this option, skip this chapter and go to next
paragraph.
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Install agents on all available computers in network

1. Select the Install agents on all the AD cache computers available in the network, if
itis important to have agents installed on all or on the majority of network
computers which structure and objects information was stored in the AD cache.
With this option enabled, the Endpoint agent control server will be checkingthe
presence or status ofagents on all the computers detected in your network,
except for the ones specified in the exclusion list. In case some agents failed or
were removed by some users, or new workstations are added to the AD cache, it
will automatically install the agents on the corresponding workstations.

2. Click Computersto exclude from agents installation to specify the list of
workstations which agents shouldn't be installed on and proceed with The list of
excluded computers.

3. Toimmediately apply the settings entered and to start installing the agents on the
specified computers, click Apply changesin the bottom right corner of the program’s
main window.

11.1.1.1 The list of objects to install agents on

When agentinstallation on the particular computers is necessary the list of AD objects or
computers names forinstallation can be set. To set the installation list click Computers to
install agentson.

To add an object to the installation list

1. In the Computer list window, click Add object.
2. Select one of the offered choice way:

a) Click From Active Directoryif necessary to add AD objects. In the newly opened
window specify a domain name in the drop-down Domain list (there are only local
network domain). To search for a specific object in the list, enter the name ofitin
the text field. As you type, the list will display only the objects that have the
entered symbols in their name. To finish the list configuring click Search - the
results will be displayed in the window.

® Forfast objects choice and immediately addition to installation list without
closinga window, select the necessaryitem in the list and click Add objects to
list (in the bottom left window corner) -the object will be added to the list. To
finish click Select.

® Toaddobjecttotheinstallation listand close the window select the necessary
itemin the list and click Select.

or

b) Point to Computer name and click one ofthe preferable way command to specify
the computers names forinstallation:

® (Click From Active Directoryif necessary to add AD computers.
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® Click From non controlled by server agents list to install agent on uncontrolled
workstations.

® Click Manually to specify the particular known name. Type names of computers
you need to be included to the list in the Computer namestext field. Type a
description of the computers in the corresponding field if necessary.

3. The newly added computer will be displayed in the list of computers to install agents
on. The computers presented in the list can be sorted by computer name
(alphabetically or vice versa —for letter symbols, in the ascending or descending order —
for numeric values) by clicking the header of the Computer name column.

R —— ‘—_M

r—=
'@ Computers list

The list of computers to install endpoint agents to
cluded in the list

Endpoint age: stalled on computers

%5 Add object ~ & Delete object from list & Change object description  $# Export\Import objects list

Domain Object Description

pg.local _| Computers Default container for upgraded comp
18 ib10.pg local
1K pg225 local_pc

« ... ] R

Objects in list: 3

[ Excloced computersi o]

The description of computer can be changed from the computer context menu (double-
clicking the computer name in the list) or by clicking the corresponding menu button .

L

Remove computer from list

To remove some workstation from the list of objects click Delete objects from list. In the
action confirmation dialogue window, click Yes. To cancel the action, click No.

Note: Upon removing a workstation from the list, the agent installed on it will also be
deinstalled.

Export\Import list of objects

To save the list of computers into a .xml file or to import the list from a file, click the
corresponding option on the Export\Import list of computers menu. This feature may be
useful when exporting system settings for quick configuration ofan endpoint agent
control server controlling another segment of the network. After you click this button, you
have to specify the name ofthe file and the directory to save it into.
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Exclusions frominstallation

When the objects that was selected forinstallation contain the computers which must be
excluded from control, itis necessary to form the list of exclusions. To exclude a
computers from agent installation click Excluded computerslistin the bottom left corner
ofthe window and follow the instructions given in The list of excluded computers chapter.

11.1.1.2 The list of excluded computers

Ifthe strategy of agents installation on all workstations in the network is selected, the list
of workstations on which agents should not be installed can be set by clicking Computers
to exclude from agents installation.

To add an object to the list of exclusions

1. In the Computer list window, click Add object.

Computers to exclude from endpoint agents installation
Specify compu here endpeint agents will not be installed

%5 Add object ~ Delete object from list Change object description & Export\lmport objects list «

Domain Object Description

Objects in list: 0

Cancel

2. Select one of the offered choice wayin the drop-down list:

a) Select From Active Directoryif necessaryto add AD objects. In the newly opened
window specify a domain name in the drop-down Domain list (there are only local
network domain). To search for a specific object in the list, enter the name ofitin
the text field. As you type, the list will display only the objects that have the
entered symbols in their name. To finish the list configuring click Search - the
results will be displayed in the window.
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® Forfast objects choice and immediately addition to the list of exclusions
without window closing, select the necessaryitem inthe list and click Add
objectsto list (in the bottom left window corner)-the object will be added to
list. To finish selection click Select.

® Toadd object tothe list of exclusions and close the window select the
necessaryitemin the list and click Select.

or

b) Select Computer name and one ofthe preferable way from drop-down list to
specify the computers names forinstallation:

® Select From Active Directoryif necessary to add AD computers.

® Select Frominstalled agentslist to uninstall agents from workstations with
alreadyinstalled one.

® Select Manually to specify the particular known name. Type names of
computers you need to include to the list of exclusions in the Computer names
text field. Type a description of the computers in the corresponding field if
necessary.

The newly added computers will be displayed in the list of computers that will be ignored
while agentinstallation. The computers presented in the list can be arranged by
computer name (alphabetically or vice versa —for letter symbols, in the ascending or
descending order —for numeric values) by clicking the header of the Computer name
column.

The description of computer can be changed from the computer context menu (double-
clicking the computer name in the list) or by clicking the corresponding menu button .

Remove computer from list

To remove some workstation from the list of objects click Delete objects from list. In the
action confirmation dialogue window, click Yes. To cancel the action, click No.

Note: Upon removing a workstation from the list, the agent will be installed on it
automatically.

Export\Import objects list

To save the list of computers into a .txt file or to import the list from a file, click the
corresponding option in the dropdown Export\Import computers list menu. This feature
may be useful when exporting system settings for quick configuration of an endpoint
agent control server controllinganother segment of the network. After you click this
button, you have to specify the name ofthe file and the directory to save it into.
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11.1.1.3 Agentsdeinstallation

Endpoint agents installed on computers of your network with Endpoint agent control
center are deinstalled by the same way.

1.

2
3

Select the Endpoint agents options tab in Endpoint agent control center.

. Select the Agentsscheme tab

. Inthe Agents scheme window, one can see the list ofagents. Right-click the specific

workstationin the list, where agentis installed on and select the Remove agent and
exclude computer from schema option from the context menu.

. Click Apply Changes. The system will try to connect to this computer and remove the

agent fromit. In case the computer name was entered incorrectly or the computer
cannot be accessed for any other reason, the system will keep trying to connect to this
computer until it succeeds and uninstalls the agent.

To deinstatall agents from several computers simultaneouslyitis enough to delete their
names from the list of computers specified for agent installation (see Thelist of computers
to install agents on for details).

11.1.2 Remotely agent installation by Group Policy

Creating MSl file

. Endpoint agent control server database should be configured first before installing. The

MSI file for agent installation will be created then automatically (the guidelines on
configuring the database are provided in Selecting data storage type).

. The MSil file (FgstAgentSetup.msi) and the transform file (FgstAgentSetup.mst) for agent

installation by means of Group Policy at one of these two paths: C:\Program Files
\FalconGaze SecureTower\EPA Control Server\Agent\ or the Start menu.

Creatinga distribution point

To assign an endpoint agent distribution point on the publishing server must be
created. To do this, follow these steps:

1. Logontothe serveras anadministrator.

2. Create a shared network folder (for example, C:\Agent_install\) where you will
put the files FgstAgentSetup.msi and FgstAgentSetup.mst that you want to
distribute.

3. Set permissions on the share to let users and computers read and run these
distribution files.

4. Copy the distribution files to the distribution point.
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Creatinga Group Policy Objects

AGroup Policy object (GPO)is usually applied only to members of an organizational
unit (OU) to which the GPOis linked.

Note: To manage domain Group Policy across an enterprise, you must first install
Group Policy Management Console (GPMC).

To create a Group Policy Object (GPO) to distribute the software, follow these
steps:

1. Logon as a domain administrator, and then start Active Directory Users and
Computers.

Inthe console tree, right-click the domain node in which you wantto add an
organizational unit. Point to New, and then click Organizational Unit.

B Active Directory Users and Computers = | =) -
File Action View Help
e pE s a|XE Gz BR2eETER
[ Active Directory Users and Com|| Name Type Description
- | Saved Queries w7 Computer
4| %3 mix lncal
b B Delegate Control...
> = Find...
5 Change Domain...
: = Change Domain Contreller...
v B Raise domain functional level...
il Operations Masters...
b New 3 Computer
All Tasks 3 Centact
Refresh Group
o InetOrgPerson
msimaging-P5SPs
Help
MSMQ Queue Alias
Organizational Unit
Printer
User
Shared Folder
< [ >

Creates a new item in this container,

Type the name ofthe organizational unit (for example, ST) and click OK.

Right-click the Computersfolder. Select the necessary computers from the list,
dragand drop the computers into the created organization unit or click Move
and selectthe onein the list.
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Name Type Description
=wy Computer
Move object into container:
=g mix

{2 Domain Cortrollers

1| ForeignSecurityPrincipals
{7] Managed Service Accounts
& Paris
= 5
4]

Users

4. Goto Group Policy Management Console and create a new GPO for created OU
(use the appropriated command on the popup menu).

&, Group Palicy Management ST
4 A} Forest: mixlocal Linked Group Policy Objects | Group Policy Inhentance | Delegation
4 (£ Domains
4 3 mixlocal Link Drder GPO Enforced
15/ Default Domain Policy =
I [E] Amsterdam A
|- =] Domain Controllers
I 2] Paris k-4
st =
3 .E' G Create a GPO in this domain, and Link it here...
] Link an Existing GPO... {3
v @s Block Inheritance
b [ Sites )
u‘fi‘ Graup P Group Policy Update...
[ Group P Group Policy Modeling Wizard...
Mew Organizational Unit
View 3
New Window from Here
Delete
Rename
Refresh
Properties
Create a GPO in this Help

5. Specify the name of the GPO and click OK.

Name.
[Instail_agent |

Source Starter GPO:
|(nur|EI w |
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6. Open the popup menu ofthe created GPO and click Edit.

5 Group Pelicy Management ST

4 A Forest mixlocal Linked Group Policy Objects | Group Policy Inhertance

4 [£ Domains
4 34 mixlocal ) LinkDrder GPO
1/ Default Domain Policy 2 1 5 Instail_Agent
|2 Amsterdam
(=] Domain Controllers
=] Paris -
= 571 i
A Install_Age Edit..
b [ Group Policy {b
b [ WMI Filters Enforced
p [ Starter GPOs Link Enabled
b [ Sites Save Report...
S Group Policy Modelir ;
%) Group Policy Results

A

b v v ow

| New Window from Here
Delete
| Rename

| Refresh

| Help

Toggle the Link Enabled attribute for this link
e

7. Navigate to Computer Configuration - Policies-Software settings-Software
installation and right-click on the view area. On the popup menu point to New
and click Package.

File Action View Help

a2 ES
1=/ Install_Agent [AD-RIZMIX,LOCAL] Policy || Name Versi.. | Deployment st... | Source
Computer Configurat
4 il Computer Configuration There are no items to show in this view.
4 [ Policies

4 [ Software Settings
5] Software installation
b 7 Windows Settings
b ] Administrative Templates: Policy
b [ Preferences e
a 4 User Configuration |
» [ Policies Refresh
b ] Preferences |

| View »
Arrange lcons >

' Line up lcons

| Properties

| Help

Creates a new item in this container.

8. Select the MSI package in the folder that was created upon distribution point
creation.
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Note: Specify the full network path to the folder to provide remote computers with

access.

%El Recent places

1+ [L « adri2 + Agent Setup v & [ Search Agent Setup A
Organize v  New folder =~ [ @
P Eovoiis Name Date modified Type Size
B Desktop @ FgstAgentSetup [I,, 3/20/2015646PM  Windows Installer ... 21,384 KB‘
& Downloads i

1% This PC
€ Network
[<] m 1B
File name: |FgstAgentSetup v| [ Windows Insteller packages (s v |
Click Open.

9. Click to select the Advanced radio button and continue configuring.

Select deployment method:

() Published
O Assigned

%&?"ﬁ?‘i
Sel is option to configure the Published or Assigned options.

and to apply modifications to a package

Click OK.
10.Go to the Modifications tab of the setting window. Click Add.

Note: The Add button will be unavailable if the Assigned option is checked on the
previous step. Besides this it will be unavailable after configuring completion.

Therefore all modifications must be added exactly on this step.

Select MST file (FgstAgentSetup.mst) and click Open.

Note: Specify the full network path to the folder to provide remote computers with

access.
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[ General | Deployment [ Upgrades [ Categores | Medfications | Securty |

Modffications or transfomns allow you to customize the package and are
applied to the package in the order shown in the following list:

Modifications:

Importarit! Do not press OK urtil all transforms are added and ordered
comectly. For more information, right-click on the Modifications list box, and
then click What's this?

Sy

Click OK.

EJ Install_Agent [AD-RIZMIX.LOC, ~ || Name
4 i Computer Configuration o IFalcongaze SecureTo... 5.7 igned \\ad-r12\Agent_Setup\FgstAgent)
4 [ Policies
4 [ Software Settings | _
[ Software installat
p [ Windows Settings
b [ Administrative Tem
b 7] Preferences
4 4, User Configuration -
<[m > |[=] ] [>

Versi.. Deploymen... Source

The installation package is ready to be installed.

Computers that were included into created OU will receive information about
modifications in GPO and the corresponding task will be assigned after the first
restart. Toimplement a new task computer restartis necessary (agentinstallation
implements after restart before user logging), thus the task notification will be
created toinstall new agent application after the next restart. Therefore the agent
will be installed just after the second restart.

To force the installation the command line tool gpupdate /force can be used on the
corresponding workstations. In this case policies will be updated immediately and
the agentinstallation will be performed after the next restart.
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GPO-based agents uninstalling

To delete agents from the controlled workstation select the installation package,
right-click and point to All Tasks on the popup menu, click Remove.

g Group Policy Management Editor = | -
File Action View Help

e 2FEG= HME

1= Install_Agent [AD-RIZMIXLOC, ~ [ Mame =
4 (A Computer Configuration

Versi.. Deploymen... Source
V\ad-r12\Agent Setup\FgstAgent,

cigned

¥ | | Auto-Install

4[] Policies
4 7] Software Settings | _ Assign
Software installat, Publish
b 7] Windows Settings
b (] Administrative Temp All Tasks L Assign
b (] Preferences Refresh Publish
4 4 User Configuration = me—— —
<[ m > < s >
i Redeploy i}matm
Contains actions that can be performed on the item.

There are two possible way of agents uninstalling:

Remove Software -
Select removal method:

(® Immediately uninstal the software from users and
computers

() Allow users to continue to use the software, but prevert

new installations

Clickan appropriated radio button and click OK.

Agents updates and recovery

To update agents or recover after agents files corruption or to correct any mistake
in settings delete agents as described above and repeatinstallation.

11.1.3 Manual agent installation

SecureTower EndPoint Agents can be installed manually (for example, by means of

copying from a storage device) by running FgstAgentSetup.exe available at C:\Program Files
\FalconGaze SecureTower\EPA Control Server\Agent\ by default.

There are two possible ways ofinstallation: with Installation Wizard interface or from
command line.

Installation Wizard

1. Run FgstAgentSetup.exe on workstation.

2. When starting the Installation Wizard, you are to specify the network path to the
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EndPoint Agent Control Server and the server port number that will be used for
connection establishing (default port -10500). Click Start. Installation progress
will be displayed in the wizard window.

3. Click Close after installation completion.

Note: Ifthe server address isn't specified the agent installation will be aborted and
the corresponding error message box will appear then.

Ifthe wrong server address is specified or connection to serveris lost due to any
reason the agentinstallation will be aborted and the correspondingerror message
box will appear. It's strongly recommended to continue with installation aftera
connection problem is fixed:

® Click Noto cancel the action.

® Click Yesto continue. The agent will be successfullyinstalled on the target
workstation but will work incorrectly. The cyclic attempt of connection to server
will take place toreceive the agent settings. Note that no data will be
intercepted until the connection is unavailable.

Installation from command line

Executed file ofagentinstallation can be started from command line using the
command-line options listed below:

/SVC -Setup will work in service mode.

/SILENT - starts auto-installation /deinstallation. When Setup is silent the
wizard and the background window are not displayed but the installation
progress window is. In cases of reboot necessity for correct installation,
you will be prompted with the corresponding dialog box. To disable reboot
use /NORESTART.

/VERYSILENT - starts auto-installation /update in stealth mode. If the
system reboot is needed for correct installation, it will be performed
automatically.To disable autoreboot use /NORESTART.

/SUPPRESSMSGBOXES - suppresses message boxes. Only has an effect
when combined with '/SILENT' and '/VERYSILENT".

/LOG="filename" - creates a logfile in the user's TEMP directory detailing
file installation and [Run]actions taken during the installation process.
Allows user to specify a fixed path/filename to use for the logfile. Ifa file
with the specified name already exists it will be overwritten. Ifthe file
cannot be created, Setup will abort with an error message.

/LANG=language - Specifies the language to use. Available languages: en or
ru.

/COMPONENTS="comma separated list of component names" - Overrides
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the default component settings. Using this command line parameter
causes Setup to automatically select a custom type. If no custom type is
defined, this parameterisignored. Ifa component name is prefixed with a
"*"character, any child components will be selected as well (except for
those thatinclude the dontinheritcheck flag). Ifa component name is
prefixed with a "I" character, the component will be deselected. This
parameter does not change the state of components that include the fixed
flag..

Example 1: /COMPONENTS="help,plugins" - Deselect all components, then select the
"help"and "plugins" components.

Example 2: /COMPONENTS="*parent, !parent\child" - Deselect all components, then
select a parent component and all of its children with the exception of one.

Available components:

console_client —client console
console_admin—administrator console
server —SecureTower servers
server\mailprocsrv - Mail Processing Server
server\intercept - Interception Server
server\intercept\event - Event and Notifications Server
server\epa - EndPoint Agents Control Server
server\icapserver-Icap Server
server\search - Data Processing Server
server\search\secsrv - Security Center
server\search\srv_rcnz-Recognition Server

server\search\clnt_rcnz-Recognition Client

® /TYPE=type name - Overrides the default setup type. Ifthe specified type exists
andisn'ta custom type, then any /COMPONENTS parameter will be ignored..

Available types :

type_full —all components setup

type_custom —only selected components setup
type_admin—admin console

type_client —client console
type_server_intercept—interception server
type_server_mailproc —mail processingserver
type_server_epa —endpoint agents control server

type_server_dataprocessing—data processingserver
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type_icap —ICAP server

type_server_recognize —recognition server

type_client_recognize —recognition client

® /uninstall delete endpoint agent from workstation.

® /server SERVERADDR:PORT - endpoint agents control server address.

e /checksrv-installation/update connection test.

Example 3: FgstAgentSetup.exe /svc /checksrv /server FGST:10500. Setup will be in
service mode (without user interface). Server addressis "FGST:10500". Connection test
and checking for updates will be performed upon setup.

Updates and recovery
To update agent version or to recover agent files ifthe agent settings become
incorrect, start The Agent Setup Wizard:

1. Startinstallation file (FgstAgentSetup.exe) on the workstation you need to
maintain.

2. Select Update Falcongaze SecureTower Agent to version mode and click Next.
3. Specify the up to date server address and click Start.

4. Click Close when process is finished.

Deleting manually
1. Todelete an agent start the The Agent Setup Wizard(FgstAgentSetup.exe) on the
workstation you need to maintain.
2. Select Delete Falcongaze SecureTower Agent... option and click Next.

3. Click Close when process is finished.
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11.2 Endpoint agent control server information

This section shows information about the server name and port number used by the
Endpoint agent control server to receive data from agents. You can enter the appropriate
data in the Server name and Server port text box.

In the Workstation checkinterval (sec) entry box, you can specify the interval within which
the server will scan the computers in the network for endpoint agents’ status. Checkthe
Use ICMP protocol to first check the workstation status box if you want to first ping the
computers in the network and ifthe support of this protocol is enabled in your LAN.
However, clear the check box ifthere is a need to reduce network load.

In the Server address field the address of Identification serveris represented. To change
address type necessary one in this field.

To set up periodicity with which the server will check the Active Directory structure use
Scheduler (see Active Directory and domains integration for details). In case of detection
of new objects in the Active Directory structure an appropriate strategy ofagents
installation and setup will be applied to them.

Endpoint agent control server information
W The Endpoint agent control server receives information from endpoint agents
" server name: PG-DB
Server port: 10500

Workstation check interval (sec): 3

[C] Use ICMP protocel to first chack the workstation status

Users identication server to get Active Directory structure connection parameters:

Server address: lacalhost [ Scheduler |

Last sychronization: 11.11.2013 11:00:01

Note: In case of Server port number changing (for example, in case of version updating) it is
necessary to consider that connection with the agents that have been earlier set manually or
through group policies, will be stopped through the previous port number. For restoration
ofdata acquisition from such agents it is necessary to carry out their updating manually.
Updating ofthe agentsinstalled with Endpoint agent control center will be made
automatically.
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11.3 Configuring the database

To configure the database where the information provided by agents to the Endpoint
agent control server will be saved, in the Endpoint agent control center window go to the
Data storage settings section and click Select data storage. The guidelines on configuring
the database are provided in Selecting data storage type. When you have finished
configuring the database, go to section Updating endpoint agents version.

Data storage settings

Current data storage settings:

i

= Plugin name: MS 5QL Server plugin
Server name: pg-db
Database name: FalconGaze

User name: sa

Configure data storage | [ Select data storage
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11.4 Updating endpoint agents version

Endpoint agents installed on computers of your network with Endpoint agent control
center are updated automatically. To view the information on the agent version used, go
to the Endpoint agent information section of the Endpoint agent control center window.
This information is displayed in the Agent version text box.
Endpoint agent informatian
@ Endpoint agents transfer the intercepted information through network to the Endpoint agent control server.

Endpoint agents installed on remote computers will automatically update to latest versicn available on the
server

Agent version: | 2.03.36
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11.5 Agent settings profile

SecureTower enables configuring personal profiles of agents operation settings for the
certain user accounts, computers, groups of Active Directory (includingdomains,
containers and organizational units)and the certain computers which is out of Active
Directory domain group.

To configure advanced settings of endpoint agents, go to the Endpoint agent information
section and click Agent settings manager.

In the Agent settings manager window the information about current profiles is presented.
Fields of the table contain the profile name (the Profile Description column)and objects
information which the appropriate profile is applied to(the Applied to field).

In the Agent settings manager window one can create new profiles, modify, delete, review
and copy existing, and can move the selected profile up and down in the list to change a
priority of its application as well(for more details see Priority of agent profile).

Default profile is applied to all computers and users of the network by default depending
onthe selected strategy ofagents installation.

| Agent settings mana

s _ ==

gure agent settings profiles
and modify agent settings profiles to specify various settings for computers and users

3. Create profile | _» Modify profile ete profile Copy profile un
Profile descriptien Applied 1o
[[] Default profile By default to all computers and users

I .

To apply specialized agent settings for data interception of separate computers or net
users itis necessaryto create a new profile (see Creating new agent settings profile).

To view parameters of an existing profile double left-click the corresponding profile name
in the list or click Modify profile in the Manager window (for more details see Viewing and

modifying profile).

Delete profile, Modify profile and Copy profile options (for more details see Deleting,
disabling and copying profile) are available from both the context menu, accessible by
clicking the right mouse button opposite to the certain name in the list of profiles and the
top bar. The Disable profile option, that is intended to deactivate selected profile, is
available from the context menu only.

Note: Default profile isn't available for deleting and priority changing. However profile
settings (except the name and objects of application) can be configured according to the
current working tasks and reset to default (see Viewing and modifying profile for details).
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11.5.1 Creating agent settings profile

1. To create a new profile, click Create profile in the tab of the Agent settings manager
window.

2. The following features of the agent activity are accessible in the Endpoint agent settings
profile window:

® Settings profile information

e Network trafficinterception

® Storage devices control

® Devices control

® Printers interception

® Skype interception

® Viberinterception
e SIPinterception
® Lyncinterception

® Browserinterception

® Desktop activity

® RealTime Monitoring

® Networkshares control

® Exclusions

® File system control
® Data blocking

* Other

To activate created profile select the corresponding option in the lower left corner of the
Endpoint agent settings profile window.

To save the settings, click OK.

Note: Clear the Settings profile enabled check box ifyou do not want to use the profile at
present, but you are going to use it further. This option is also available from the agents
context menu in the Agent settings manager window.

11.5.1.1 Settings profile information

To set profile general properties go to the Settings profile information tab in the Endpoint
agent settings profile window.

Profile and objects ofit's applyinginformation is provided in corresponding fields.
1. To specify a new profile name type a unique name in the Profile description field.

2. To generate a list of new profile objects, click Add objects and select one of the offered
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sub menu:

3. When the objects is included into domain group continue to add as described in the
chapter Thelist of objects to install agents on.

4. When the workstation with agentisn'tincluded into AD structure the SID can be
specified to identify the profile object manually. To add object by it's SID click Add
objectsand select the Custom user SID sub menu. Specify the SID and description
(optionally)in the newly opened window.

The list of all profile objects is displayed in the Applied to: field with domain and object
name indicating.

Note: The profile name applied to the computer and it's SID can be found in the field
Computer network statistic of the Agents schema tab as well (see Monitoring endpoint
agents status for details).

11.5.1.2 Network traffic interception

To configure network traffic interception options, go to the Network traffic interception
tab of the Endpoint agent manager window.

? Endpoint agent allows you to intercept information transferred by the computer over the network protocols: mails

1 @’ (POP3, SMTP), web traffic (HTTP, HTTPS, FTP) and messengers (OSCAR, XMPP, MRA). Encrypted (S5L) data are also
available for interception. All this information will be searchable and available for viewing in the client module. You can
select the necessary interception mode below.

Interception mode: lAII network traffic (encrypted and non-encrypted) = ]

l S5L interception options ]

Preprocessor for HTTPS and SOCKS v4/4a/5 proxies. The filter classifies the transmitted content and detects proxy type
automatically (SOCKS v4/4a, SOCKSS, HTTP CONNECT request to HTTPS proxy)

Proxy preprocessor enabled

Protocols available for interception by the agent:

Protocol ‘
1 6@ POP3 protacol
[[1 6§ SMTP protocol
[] 4B OSCAR protocal (ICQ and etc)

[} 5 HTTP protocol (visited urls, posts, post files)

(=] @ Web commnunications (social networks, web mail)
E % xmpp protocol (GTalk and etc)

[E] @  MRA protacol (Mail.RU Agent)

E Y_‘, YIM protocol (Yahoo messenger)

= A ey . '

You canselectaninterception mode you preferin the Interception mode drop-down
menu:

® Select Nointerception allowed if you do not want to intercept any traffic;

e Select All network traffic (encrypted and non-encrypted)if you need to intercept entire
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network traffic by endpoint agents. This option is useful if you did not install the
interception server thatis responsible for centralized interception of traffic.
Otherwise, enabling this option may resultin the traffic duplication;

® Select SSL encrypted network traffic only, if you need to intercept only the encrypted
traffic (recommended option ifyou installed the interception server that is responsible
forintercepting non-encrypted traffic only);

® Select Non-encrypted network traffic only, if you need to intercept only non-encrypted
traffic (not recommended if you installed the interception server because this may
resultin traffic duplication).

Interception made: |All network traffic (encrypted and non-encrypted) -

Nz interception allowed

BE SRR Y 7| network traffic (encrypted and non-encrypted)

transmitted content arf g 7 e traff
HTTP CONMNECT reque|
In case you select either All network traffic or SSL encrypted traffic only, the agent will
substitute SSL certificates to be able to capture encrypted traffic. To set up SSL
interception options use the corresponding button.

SSLinterception options

In case of secure connection between a clientand a server agentreplaces the
original server certificate on another one with a similar name, butissued from a
trusted Endpoint agent's Root Certificate.

The root certificate with signer rights can be issued automatically(by the
SecureTower agent) or manuallyin user defined mode. The binding of SSL
certificates to particular hosts (sites)and particular hosts (sites) exclusion from
certificates substitution also are available.
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= e —
@ S5L interception options — a— =)

Select mode of $5L certificates substitution during traffic interception process. Based on interception made selection agent will intercept
and decrypt S5L traffic:

= © Automatic mode
In automatic made agent will generate unique certificate with user specified name. This certificate will be used for all
operations of S5L traffic interception.

SSL certificate name: FalconGazeEPA

ﬂ ) User defined mode

In user defined mode agent will use certificate specified by user. This certificate can be generated by user and will be used
for all operations of SSL traffic interception.

User predefined certificate:

To avoid problems with hosts(sites) that detect certificates substitution and do not work correctly special certificates can be specified for
this hosts, If special certificate was specified, agent will use this certificate during traffic interception process with this host

Certificates assignments

Some 551 hosts can be excluded from certificates substitution by endpoint agent. It can be helpful in cases when application or sites can't
properly work with substituted SSL certificate.

SSL hosts exclusions|

& e

1. To choose modes for SSL certificates substitution select the correspondingradio
button in the SSL interception options window:

® Select the Automatic mode radio button to use the SSL root certificate that
was created by the agent automatically uponinstallation on the user
workstation. This agent root certificate will be stored in the data base of
trusted Certificate Authorities and will be used for further issue of SSL
certificates with Falcongaze SecureTower signature by default.

The name you enter here will be displayed in the SSL certificate information in your
web browser.
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F B
Certificate M

General | Details | Certification Path

_ﬂ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
* Proves your identity to a remote computer
= 2,16.840.1.113730.4.1

Issued to: accounts.google.com

I Issued by: Your Company, Inc. I

Valid from 21, 07, 2011 to 19. 07, 2013

Issuer Statement

Learn more about certificates

To change the default signature enter the necessary issuer name in the SSL
certificate name field.

® Select the User defined mode radio button to use the SSL root certificate
that was specified or created previously by user.

To specify user certificate select its name from the User predefined
certificate drop-down list or add new certificate and private key files to
system data base by using the User defined certificate button.

User defined certi
- i

User defined certificates

Add user certificates to configure SSL traffic interception

ﬂ;, Add certificate Remove certificate
Certificate name Description
I
Certificates in list: 0 W
ok || cancl
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To add new files click Add certificate in the User defined certificate window
and add existing certificate and private key files by specifying the path.

(i =)

| Add user defined certificate
Add

ting or generate new certificate

Please select existing certificate files. You need to specify certificate file and
file with a private key. If you need you can generate new certificate with
SSL specified parameters,

m Certificate file:
CAFG.cer @
l Private key file:

CAFG.pvk

Generate custom cerh'ﬁcate] [Convert from PFX certificate format]

| [ met> |[ cancel |

Click Next to proceed.

Enter a unique issuer name and description (optionally)in a newly opened
window and click Finish to add this certificate to the system data base of
user certificates.

User defined certr
.

User defined certificates
Add user certificates to configure S5L traffic interception

ﬂ,\, Add certificate ,a Remaove certificate

Certificate name Description
tirex-CA-CA 88 888 666

vk.com

PG28

< | m | 3

Certificates in list: 3 ||

ok ][ Cancel

Click OK to add certificate to the data base of reliable certificate issuers.

Certificate generating

To generate custom certificate click Generate custom certificate.

Enter a name, valid duration and path to newly generated certificate
file(*.cer) and private key file(*.pvk).
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Click Generate and follow recommendations given above.

Certificate converting

To convert certificate use Convert from PFX certificate format.

Enter the password and the path to the PFX file and paths to a certificate
file(*.cer)and a private key file(*.pvk) to convert the PFX file to.

Click Convert to finish converting and and follow recommendations given
above.

Apredefined certificate can be used to intercept traffic from particular hosts
(sites).

2.To bind a certificate to a host use Certificate assignments:

A Servers certificates assignment

I Servers certificates assignment

Configure SSL-certificates usage for specified servers

Reot hosts certificates | User specified hosts certificates

Add host certificate Madify host certificate Delete host certificate

Host name ([P address) Root certificate name

OK | [ Cancel

® Tobindthe root certificate to the host click Add host certificate in the Root
hosts certificate tab.

1. Enter host name(or IP address), which the SSL certificates will be
issued to and to which the root certificate will be bound.

2. Select one from the root certificate preset drop-down list or add
new root certificate and private key files by using User defined
certificate.

® Tobind any predefined SSL certificate to the host go to User specified hosts
certificatestab and click Add host certificate. User predefined SSL
certificates will be used by agent to intercept SSL traffic.

1. Enter host name(or IP address), which the SSL certificates will be
bound to.

2.Select one from the already bound SSL certificate drop-down list or
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bound a new one by using User defined certificate (follow
recommendations given above for user root certificate).

Note: Using IP- address instead host name is acceptable only for cases when it is
impossible to reveal the host name.

3. Substitution of original certificate can sometimes make the SSL connection to
serverimpossible. It is necessary to exclude such problem server from
interception by setting deny on substitution processes for this server. This action
will recover connection but the agent cannot intercept SSL traffic for this web-site
or program.

To exclude problem server from substitution click SSL hosts exclusions.

r 5
|@ S5L hosts exclusions manager @

SSL hosts exclusions manager

Add 551 hosts to exclude them from the interception process

%, Add exclusion Modify exclusion Delete exclusion _ Apply settings to profiles | g ExportiImport exclusions +

S5L host name Description
=l a26.ms.akamai.net

=|aus3.mozilla.org

=\ dl.wu.ms.geo.akadns.net
=|download.windowsupdate.com
=|download.windowsupdate.nsatc.net
“=|ds.download.windowsupdate.com
= intl.dlwu.akadns.net
= main.dlwu.akadns.net
=| mpa.one.microsoft.com

Exclusions count: 13

Exclusion mode

_) Substitute only S5L connections with hosts listed above

@ Substitute all S50 connections except hosts listed above

I 0K | [ Cancel l

L

There are 15 hosts in preset exclusions. It is possible to add, modify or delete any
by using corresponding buttons in the SSL hosts exclusions manager window.

To add a new one use the corresponding button and enter host name (register-
sensitive), for example, accounts.google.com. It is possible to use mask entering
(*microsoft. *).

For other operation with exclusions follow the recommendations from Exclusions

from interception section.

One canset upinterception of traffic that goes through intermediary proxy-servers. To
intercept such traffic, select the Proxy preprocessor enabled check box.
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Preprocessor for HTTPS and SOCKS w4/4a/5 proxies. The filter classifies the transmitted content and detects proxy type

Protocol settings

Tointercept a particular type of traffic by the means of agent select and check the
protocol that have to be intercepted.

The advanced settings can be configured for each ofthe listed protocols: POP3,
SMTP, OSCAR, HTTP, Web-communications and web mail, XMPP, MRA,YIM, MAPI and
FTP.

Protocols available for interception by the agent:

Protocal
Cd POP3 protocol
m SMTP protocol
&8 OSCAR protocal (ICQ and etd)
& wume protocol (visited urls, posts, post files)
@ Web commnunications (social networks)
' XMPP protocal (GTalk and etc)
(&) MRA protocol (Mail.RU Agent)
‘31 YIM protocol (Yahoo messenger)
Wl FTP protacol
|£| MAPI protocol

To configure a protocol interception settings select the protocol in the list and
click Protocol advanced settings.

Configuring of advanced settings are performed in the same manneras it was
described in the correspondingarticles of Setting up supported protocols for
centralized traffic interception chapter. Configuring of advanced setting for OSCAR,
HTTP(S) and Web communications is described below.

Note: Interception of data transferred over encrypted MAPI is not provided by the
system meansin general. Interception of data transferred over IMAP and OSCAR files
isimplemented by means of interception server only. To intercept the data in
question the both type of interception must be used. Herewith, interception of MAPI
over HTTP traffic is supported by agents means as well as MAPI over RPC over HTTP
and MAPI over RPC.
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Oscar advanced settings

Agents enables interception of IM conversations transferred over OSCAR protocol.

Protocol advanced se

OSCAR protocol options

Config \R protocol parameters

Configuration options | Ignored UINs

Please, configure the available OSCAR parameters:

Intercept additional information about users

Selecting this option will allow you to intercept additional user information, such as
nicks, e-mail addresses, etc. These details will be stored in the database and will be
available in the search module.

Intercept user avatars

Selecting this option will allow you to intercept user avatars (if any). The intercepted
avatars will be stored in the database and will be available for viewing in the search
module.,

Store warnings in data storage if encrypted messages are detected

Enabling this option will allow you to view notifications of encrypted messages. This
will help you to check if any encrypted channels are used.

oK | l Cancel

%

The following advanced option are available:

® Intercept additional information about users - enables interception ofaccount
names, emails, etc. All data will be stored in database and accessible for
analysis.

® |Intercept useravatar - IMuseravatar will be intercepted and stored if this
optionis active.

® Store warnings in data storage if encrypted messages are detected - notification
about encrypted data transferring can be delivered to addressee if this option is
checked.
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HTTP settings for SSL traffic interception

When SSL connection is established HTTPS traffic can be intercepted as well. To
process HTTPS traffic with filter tool configure advanced settings of HTTP.

To configure filtering go to the Filterstab of the HTTP protocol options window and
check the Enable filters option. Use combination with SSL condition and other one
to create a filter for HTTPS traffic.

Filteringas well as other advanced settings for HTTP can be configured as
described for centralized interception of HTTP (see HTTP settings).

Web communications advanced settings

Interception of communications in the most popular social networks enables
monitoringand storing both local and remote user posts in the social network
chats, forums. Moreover the interception and monitoring of mail transferred with
the certain web-mail services is implemented in the system.

To specify the social network that need to be under control select the
corresponding check box in the Social networks tab of the Web communications
protocol options window.

To specify the web-mail services for which mail sending and receiving are need to
be monitored go to the Web mail tab and select the corresponding check box. The
most popular services are available: gmail, yandex, mail.ru, rambler, hotmail,
yahoo.

Note: SecureTower agents execute interception of network traffic with only identified user ID
in Active Directory (SID), thus the traffic of system processes (service program)isignored.

11.5.1.3 Control of storage devices

The system enables control of data storage devices (USB flash drive, hard disk drive,
optical and floppy disc, devices, recognized as removable storage) use at workstations. To
set up parameters of devices audit, control and interception go to the Storage devices
control tab of the Endpoint agent settings profile window.

Aset of flexible control options allows to configure audit, shadow copy, access and writing
policies for mass storage devices with specified parameters. The file operations control
consideringfiles extensions is provided as well. Devices parameters and file extensions
are specified by system administrator upon exclusions configuring for a particular control
procedure.

File operations audit

The system enables audit of file operations with storage devices, fixation of copying to
storage devices is performed. The full file name, file size as well as the name ofthe
process that has started the recording process are intercepted and saved by the agent.
The files contentisn'tintercepted and stored. Audit of files operations is provided
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regardless of other control procedures settings.
To enable the audit function select the Audit file operations check box.

The system allows user to set a specific audit mode for storage devices with different
parameters and for files with different extensions:

® To specify exclusions from audit for particular devices click Audit exclusions
button. Follow the instruction from Excluding according to devices parameters
section to configure an audit mode.

® Tospecify exclusions from audit for files with the particular extensions click File
extensionsin the correspondingsection (the bottom group of buttons). Follow the
instruction from Excluding accordingto files extensions section to configure an
audit mode.

Note: Audit and interception are provided for files with non-zero size by default, select the
corresponding check box to control zero-size files as well.

Control procedures

To configure control procedures select the Enable storage devices control check box.

SecureTower enables interception of data transferred to storage devices and restriction
ofaccess and writing to devices.

Interception of information is carried out by SecureTower agent by shadow copying of the
data transferred to storage devices. Thus the copy of the intercepted data is stored in the
shadow copy storage located on the local user computer, and then is transferred to the
Endpoint agent control server to save the data to the database. By default, the size of
shadow copy storage is 1000 Mb. When exceeding this threshold the description of the
intercepted files is transferred only. Shadow copies ofthe intercepted information is
accessible in SecureTower Client Console.

Tointercept the information copied to storage devices, select the corresponding option in
the Storage devices control tab and configure the necessary settings:

® Tosetashadow copy policy for devices with the particular parameters, click
Interceptions exclusions. Follow the instruction from Excluding according to
devices parameters section.

® Tosetashadow copy policy for files with the particular extensions, click File
extensionsin the corresponding section. Follow the instruction from Excluding
accordingto files extensions section.

Note: Ifthe shadow copy option is active, interception and storage of all data transferred to
all storage devices are performed by default.

When interception of the file copied to storage device is taken place file size is
considered. By default, files with size smaller than 100 Mb are copied to shadow copy
storage entirely. Ashadow copy of the fragment consisted of the first 100 Mb of data is
made for files bigger than 100Mb.

To optimize the interception process, set parameters of shadow copies saving. It can be
useful for reduction of the shadow storage size:
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® Type wanted size in the Shadow copy file size limit text box(Mb);
® Type wanted size in the Shadow copy storage size limit text box(Mb).
To configure access control select the Control access to storage device check box:

® Tosetanaccess control policy for devices with the particular parameters click
Access exclusions. Follow the instruction from Excluding according to devices
parameters section.

To configure control of copying to storage devices select the Control writing to storage
device check box and configure the necessary settings:

® To prohibit or allow network users to copy data to devices with the particular
parameters, click Writing access exclusions. Follow the instruction from Excluding
according to devices parameters section.

® To prohibit or allow network users to copy files with the particular extensions to
devices, click File extensionsin the corresponding section. Follow the instruction
from Excluding accordingto files extensions section.

Note: Ifthe control optionsis active, access and writing are enabled for all files extensions
and all storage devices by default.

Excluding accordingto devices parameters

Storage devices parameters can be specified in the Devices exclusions manager window.

Note: After completion of agents installation information about devices which are
connected at present and devices parameters are displayed in the Agents schema tab ofthe
Endpoint agent control center (see Monitoring endpoint agent status for more details).

1. Clickthe necessary exclusion mode radio button to select the mode. There are two
exclusions modes in exclusions manager window: a white list and a black list of devices.
You can select only one type of exclusions modes to apply to the list of storage devices:

® Once you markthe list ofdevices as included into the white list, control
procedure will be applied to devices only with these parameters; all other
devices will be ignored.

® |fyoumarkthe list ofdevices as included into the blacklist, control procedure
will be applied to all devices with parameters other than specified in the list;
only the devices with parameters listed in the list will be ignored.

Note: The second exclusion mode is selected by default.

2. Toadd a storage device parameterin exclusions, click Add exclusion and from the drop-
down list select one of the options:

® Toadd exclusions for current connected drives select corresponding option. To

choose a computer with connected storage devices, click the arrow button =
located opposite to the Computer name field, then select from the list the name
you want. In the Exclusionsfield select one from offered exclusion types. To add
exception selected type click Add.

® Toadd exclusions for arbitrary storage devices select corresponding option, click
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the button EI located opposite to the Exclusionstype and then from the list select
the one of the offered exclusion types. Type the value of exclusion in the text
field. To add selected type click Add.

@ Add exclusion ===

Add exclusion

Add exclusion to the exclusions list

Exclusion type: |Vendor ID -

Exclusion: |

The list of specified exclusions will be displayed in the manager window. The quantity of
the listed exceptions is displayed in the Exclusions count field. .

3. For other operation with exclusions follow the recommendations given in Exclusions
from interception chapter.

4. To save exclusions, click OKin the Devices exclusions manager window.

Excluding accordingto files extensions

The excluded extensions are displayed in the File extensions exclusions manager window
in the list form. The default list of excluded files extensions that potentially considered as
not a security threat are used in the system.

|@ File extentions exclusions manager - - — @

File extentions exclusions manager
Add a fi

xtention to exclude them from the shadow copy pr

-5 Add exclusion Delete exclusion

File extention

# asf

- avi

= bin

# dat

= divx

= dmg
Exclu;\rans count: 26
Exclusion mode

_) Make shadow copies only for file extentions listed above
@ Make shadow copies for all file extentions except listed above

Eancel

1. Clickthe necessary exclusion mode radio button to select the mode. There are two
exclusions modes in exclusions manager window: a white list and a black list of
extensions. You can select only one type of exclusions modes to apply to the list:

® Once you markthe list of extensions as included into the white list, only file
with these extensions will be under control; all files with other extensions will
be ignored.

* |fyoumarkthe list ofextensions as included into the blacklist, files with other
than these extensions will be under control; only the traffic of files with
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extensions listed in the window will be ignored.

Note: The second exclusion mode is selected by default.

2. To add extension in exclusions, click Add exclusion and type in extensions you need to
exclude.

@ Add exclusion ==

Add exclusion
Add exclusion to the exclusions list

Exclusion:

The list of selected exclusions will be displayed in the manager window. The quantity of
the listed exceptions is displayed in the Exclusions count field.

3. For other operation with exclusions follow the recommendations given in Exclusions
from interception chapter.

4. To save exclusions, click OKin the File extensions exclusions manager window.

Process exclusions from the common control settings

To exclude the certain processes from the allowing policies (the allowing mode is set)
specified previously while audit, shadow copy and access control settings configuring,
click the Processes exclusions button and configure the exclusions in the Process
exclusions manager window.

There are two modes in the exclusions manager window: a white list and a black list of
processes. One canselect only one type of exclusion mode to apply to the list of
processes names.

® Once youmarkthelistasincluded into the white list, checked control type of
these processes interactions with storage devices will be prohibited.

® |fyoumarkthe listas included into the blacklist, processes with the names
other than these will be excluded from the allowing policies (SecureTower
control ofthis processes interactions with storage devices will be prohibited);
only for the processes listed in the window the allowing common control
settings will stayvalid.

1. Clickthe necessary radio button to set the exclusions mode.

2. To add process name to the list, click Add and enter the necessary name in the
Exclusion text field. To select a process from the list of processes executed on the

controlled workstations at the moment click the Selectionicon = Iand select the
necessary process in the list.

3. Select the necessary control type check box in the Scope section:

e Select Accesscontrolifitis necessaryto prohibit access to storage devices that
are allowed to use for the specified processes .

® Select Writing control ifitis necessary to prohibit writingto allowed storage
devices for the specified processes.
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® Select Shadow copy ifitis necessary to prohibit shadow copying of data
transferred to allowed storage devices by the specified processes.

o Select Auditifitis necessaryto prohibit audit of file operations with allowed
storage devices for the specified processes.

4. Comment the exclusion if necessary.

5. Click Add to finish. The list of the processes with all exclusions settings will be
displayedinthe manager window. To change the exclusion scope select or clear the
necessary exclusion type check box.

6. For other operation with exclusions follow the recommendations given in Exclusions
from interception chapter.

7. To save exclusions, click OK.

11.5.1.4 Control of devices

The system enables control of using external devices via USB-, COM-, LPT-port and to set
up control modes for such devices according to their parameters. Audit of devices
connections to workstation can be enabled as well.

Note: To configure control of devices, recognized as removable storage in the OS of
controlled computer (iPhone, iPad, mobile phone, digital camera with flash memory cards),
go to Storage devices control tab.

Devices control

To enable devices control select the corresponding option. All type of connected devices
will be found and information about them will be available in the system (for example, in
the Agent schematab window).

To set up control modes for devices with specified parameters (to configure blackand
white list of available for using), click Access exclusions.

In exclusions manager window, you will see two exclusion modes: a white list and a black
list. You can select only one type of exclusion mode to apply to the list.

® Once youmarkthe list of devices as included into the white list, using of devices
with these parameters only will be denied; using of other devices will be permitted.

® |fyoumarkthe list ofdevices as included into the blacklist, using of devices with
parameters other than these will be denied; only the devices listed in the window
will be accessible.

Note: The second exclusion mode is selected by default.

1. To add the parameter to exclusions, click Add exclusion and select one of the options:

® Toadd exclusions from current connected devices select corresponding option
and continue configuring:
-To choose a computer with connected devices, click the Computer name drop-

down arrow] and select from the list the necessary name. The list of devices
connected to PCwill be represented in the Exclusionsfield.
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-To specify device type to be added to exclusions, click the Device type drop-down
arrow Tlandselect from the list the type you want.
-In the Exclusionsfield select one from offered exclusion parameters and then
click Add to finish.

® Toadd exclusions for arbitrary devise select corresponding option. Click the

Exclusions type drop-down arrow ZI and selectanitem from the drop-down list.
Type the value of exclusion in the text box. To add selected type of exclusion, click
Add.

The list of selected exclusions will be displayed in the manager window. The quantity of
listed exceptions is displayed in the Exclusions count field.

2. For other operation with exclusions, follow the recommendations from Exclusions from
interception chapter.

3. To save exclusions, click OKin the Devices exclusions manager window.

Devices audit

To enable the audit function select the Enable devices usage audit check box.

SecureTower will intercept the history of devices usage. The time of connection and
disconnection as well as devices parameters (identifier and name of manufacture,
identifier and name of product, serial number) and the current state of devices that
connected to the workstations will be available for analysis.

11.5.1.5 Printer interception

The endpoint agent enables interception of documents sent to local or network printers.
Captured documents will be displayed in SecureTower Client Console in PDF format.

L_L  Endpoint agent allows you to capture information that was printed on the local or network printer. If this option is
enabled, the agent will capture all this information and this information will be available for viewing in the client module
Printers interception enabled
There are two ways of displaying data sent to printers, Fully graphic view (with adjustable quality of images
included), or text document view as formatted in the original. To decrease intercepted documents size from text
document view can be excluded graphical objects but document’s text part still will be formatted as the original.

[C] Do not include graphic objects into a text document view

To decrease overall storage size of intercepted documents image quality of intercepted graphical objects can be
adjusted:

Image guality: 60%

Some printers can be excluded from the interception process. Agent will not intercept informaticn that will be
printed on specified printers.

l Printer exclusions |

To enable interception of document sent to local and network printers, check the
corresponding option.

Anintercepted document may be displayed in SecureTower Client Console in two
variants: text formatted as the original or fully graphic view (as a picture). Subject to the
format of the file printed, the application that sent the file, the printer and other factors,
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captured documents may be available onlyin graphic format.

® Incase oftextview, by default the system will save and display the document in
full, including graphic objects it may contain. Ifthere is no need to save graphic
objects, check option Do not include graphic objectsinto atext document view. In
this case the system will only store and display text data contained in
documents, which may be helpful to reduce the size of the database.

® Incase of fully graphic view, you can adjust the quality of the image stored in the
database and displayed to the user by moving the Image quality slide bar. The
lower this value is, the less disk space will be needed to store the files and the
lower will be the quality of the picture.

Printer exclusions

1.Todisable interception of data sent to specific printers, click Printer exclusions.

2.Toadd a printer to exclusions, click Add exclusion.

r B
@ Add exclusion [&J

Add exclusion

Add exclusion to the exclusions list

Exclusion:

Add | l Cancel l

h

3. Enter the name of the printerinto the text field. You have to specify the full name
the printeris registered with in your operating system. For example, the following
printers are registered in the system:

Printers and Faxes (8)

= Fax

[#H HP Color LaserJet 3700 PCL6

! HP Laserlet M1120n MFP on FG-PDC
Q%;Micmsoﬂ: ¥PS Document Writer

i Xerox MFP PC Fax

g%;)(erox PC Fax

[5¥ Xerox Phaser 3300MFP PS

#20 Xerox WorkCentre 3550 PCLG

In this case you have to specify the exact name of the printer, whetheritis a local
or network printer (for example, HP LaserJet M1120n MFP on FG-PDC).

4. After you have entered the name of the printer, click Add. The printer will appear
on the exclusion list.
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r = - - o— - = g‘
@ Printers exclusions manager

Printers exclusions manager

Add a printer name to ude them from the interception process

L Add exclusion 7§ Modify exclusion b Delete exclusion _w Apply settings to profiles g Export\Import exclusions +

Printer name Description

(=) Xerox Phaser 3300MFP PCL 6

Exclusions count; 1
Exclusion mode
O Intercept only printers listed above
9 Intercept all printers except listed above

| 0K I I Cancel ]

I
6. For other operation with exclusions follow the recommendations from Exclusions

from interception section.

Select the exclusion mode:

The radio buttons in the lower part of the exclusion manager window set the
exclusion mode:

- Intercept only printers listed above (in case this option is selected, the
system will only intercept documents sent to printers you have added into
the list), or

- Intercept all printers except listed above (in case this option is selected,
the system will intercept documents sent to any printers except those you
have added into the list).

After you have specified all parameters in the exclusion manager, click OK.
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11.5.1.6 Skype interception

Ifyou need to interceptinformation transferred over desktop application or via web client
Skype (user accounts, messages, files, voice calls), go to the Skype interception tab of the
Endpoint agent settings profile window and enable it by checking the Enable Skype
interception check box.

(@23 Endpoint agent allows you to intercept information transferred through the Skype program. If this option is enabled, the
agent will intercept user chats, group chats, sms, transferred files and voice calls, All this information will be searchable
and available for viewing in the client medule

Enable Skype interception
Enable Skype conversation interception
Enable interception of files transferred through Skype
Enable Skype calls (Skype to Skype, Skype to phone) interception

To exclude a Skype account from the interception process, please add it into excdluded accounts list:

[ Exclusions ‘

When you enable Skype interception, additional interception options will be activated:

® enable Skype conversation interception (to intercept text messages between Skype
accounts);

® enableinterception offfiles transferred through Skype (to intercept files transmitted
over Skype protocol);

® enable Skype calls interception (to intercept voice calls Skype-to-Skype, Skype-to-
phone).

To save the settings, click OK.

Excluding Skype accounts from interception

1. To exclude certain Skype accounts from interception, click Exclusions.

To exclude a Skype account from the interception process, please add it into excluded accounts list

Exclusions |

2. In the Skype account exclusions manager window, you will see two exclusion
modes: a white list and a black list of Skype accounts. You can onlyselect one

type of exclusion mode to apply to the list of Skype accounts that you enterin
the Skype account window.

® Once you markthe Skype accounts as included in to the white list,
conversations with these accounts only will be intercepted; all other
accounts will be ignored.

® |fyou markthe Skype accounts as included into the blacklist, conversations of
all Skype accounts other than these will be intercepted; only the accounts
listed in the Skype account window will be ignored.
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r nl
@ Skype account exclusions manager ﬂ

ions manager

the interception proc

accounts to exclude them fro

T Add exclusion % Modify exclusion b Delete exclusion _;i Apply settings to profiles g Export\lmport exclusions =

Skype account Description

B endy_sqw

Exclusions count: 1
Exclusion mede
@ Intercept only Skype accounts listed above

@ Intercept all Skype accounts except listed above

[ o ][ cona |

L

Note: When working with the white and black lists of Skype accounts, please note
that if any Skype conversation, including a group chat, involves any Skype user that is
black-listed, such a conversation will not be intercepted. The same isvalid for the
opposite case: ifany Skype conversation, including a group chat, involves any Skype
user that is white-listed, such a conversation will be intercepted.

3. To add Skype accounts that you want to include into the black or white list, click
Exclusions.

F B
@ Add exclusion M

Add exclusion

Add exclusion to the exclusions list

Exeluszion I

Add | l Cancel

e

4. Enter the required Skype account in the Exclusion text box. Click Add.

5. For other operation with exclusions follow the recommendations from the
Exclusions from interception section.

6. To save the settings, click OK.
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11.5.1.7 Viber interception

Ifyou need to interceptinformation transferred over Viber (user accounts, messages,
files, voice calls), go to the Viber interception tab of the Endpoint agent settings profile
window and enable it by checking the Enable Viber interception check box.

@ Endpoint agent allows you to intercept information transferred through the Viber program. If this option is enabled, the
agent will intercept user chats, group chats, transferred files and voice calls. All this information will be searchable and
available for viewing in the client module

Enable Viber interception
Enable Viber conversation interception
Enable interception of files transferred through Viber
Enable Viber calls (Viber to Viber, Viber to phone) interception

To exclude a Viber account from the interception process, please add it into excluded accounts list:

[ Exclusions |

When you enable Viber interception, additional interception options will be activated:

® enable Viber conversation interception (to intercept text messages between Viber
accounts);

® enableinterception offiles transferred through Viber (to intercept files transmitted
over Viber protocol);

® enable Viber calls interception (to intercept voice calls Viber-to-Viber, Viber-to-phone).

To save the settings, click OK.

Excluding Viber accounts from interception

1. To exclude the certain Viber accounts from interception, click Exclusions.

2. Inthe Viber account exclusions manager window, you will see two exclusion
modes: a white list and a black list of Viber accounts. You can only select one

type of exclusion mode to apply to the list of Viber accounts that you enterin
the Viber account window.

® Once you markthe Viber accounts as included in to the white list,
conversations with these accounts only will be intercepted; all other
accounts will be ignored.

® |fyoumarkthe Viber accounts as included into the blacklist, conversations of
all Viber accounts other than these will be intercepted; only the accounts
listed in the Viber account window will be ignored.

Note: When working with the white and black lists of Viber accounts, please note that
ifany Viber conversation, including a group chat, involves any Viber user that is
black-listed, such a conversation will not be intercepted. The same isvalid for the
opposite case: ifany Viber conversation, including a group chat, involves any Viber
user that is white-listed, such a conversation will be intercepted.

3. To add Viber accounts that you want to include into the black or white list, click
Exclusions.

4. Enter the required Viber account in the Exclusion text box. Click Add.
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5. For other operation with exclusions follow the recommendations from the
Exclusions from interception section.

6. To save the settings, click OK.

11.5.1.8 SIP interception

Ifyou need to intercept information transferred over SIP (user accounts, messages, voice
calls), go to the SIP interception tab of the Endpoint agent settings profile window and
enable it by checking the Enable SIP interception check box.

‘. Endpeint agent allows you to intercept information transferred through the SIP protocol. If this option is enabled, the
. agent will intercept user chats and voice calls. All this information will be searchable and available for viewing in the
dient module

Enable SIP intercepticn
Enable SIP conversation interception
Enable SIP voice calls interception

Voice compression: | Good quality (average compression, normal size) -

To exclude a SIP account from the interception process, please add it into excluded accounts list:

[ Exclusions |

When you enable SIP interception, additional interception options will be activated:

® enable SIP conversation interception (to intercept text messages between SIP
accounts);

® enable SIP calls interception (to intercept voice calls SIP-to-SIP, SIP-to-phone).

Intercepted voice calls are saved into mp3 format, and the user can adjust the quality of
compression in the Voice compression drop-down menu. Compression mode affects the
sound quality and the file size:

- Poor quality (fast compression, low size)
- Good quality (average compression, normal size)
- Best quality (long compression, large size)

To save the settings, click OK.

Note: If a safe encoded connection between SIP clients is supported within your network,
interception ofthe information transferred on the SIP protocol will not be carried out.

Excluding SIP accounts from interception

1. To exclude certain SIP accounts from interception, click SIP account exclusions.

2. Inthe SIP account exclusions manager window, you will see two exclusion
modes: a white list and a black list of SIP accounts. You can only select one type
of exclusion mode to apply to the list of SIP accounts that you enter in the SIP
account window.

® Once you markthe SIP accounts as included in to the white list, conversations
with these accounts only will be intercepted; all other accounts will be
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ignored.

® Ifyoumarkthe SIP accounts as included into the black list, conversations ofall
SIP accounts other than these will be intercepted; only the accounts listed in
the SIP account window will be ignored.

Note: When working with the white and black lists of SIP accounts, please note that if
any SIP conversation, including a group chat, involves any SIP user that is black-
listed, such a conversation will not be intercepted. The sameisvalid for the opposite
case: ifany SIP conversation, including a group chat, involves any SIP user that is
white-listed, such a conversation will be intercepted.

3. Toadd SIP accounts that you want to include into the black or white list, click
Exclusions.

4. Enter the required SIP account in the Exclusion text box. Click Add.

5. For other operation with exclusions follow the recommendations from
Exclusions from interception section.

6. To save the settings, click OK.

11.5.1.9 Lync interception

Tointerceptinformation transferred over Viber (user accounts, messages, files, voice
calls), go to the Lync interception tab of the Endpoint agent settings profile window and
enable interception by selecting the Enable Lync interception check box.

E Endpaint agent allows you to intercept information transferred through the Microsoft Lync program. If this option is enabled, the agent will intercept
user chats and group chats. All this infermation will be searchable and available for viewing in the dient module
Enable Lync interception
Enable Lyne conversation interception
Enable audit of files transferred through Lync
Enable Lync calls interception

To exclude a Lync account from the interception process, please add it into excluded accounts list:

[ Exclusions |

When you enable Lync interception, additional interception options will be activated:

® enable Lync conversationinterception (to intercept text messages between Lync
accounts);

® enable audit offiles transferred through Lync (to record and store data about files
transmitted over Lync protocol, not files content);

® enable Lync calls interception (to intercept voice calls Lync-to-Lync, Lync-to-phone).

To save the settings, click OK.

Excluding Lync accounts from interception

1. To exclude a Lync accounts from interception, click Exclusions.

2. Inthe Lync account exclusions manager window, you will see two exclusion
modes: a white list and a black list of Lync e accounts. You can only select one
type of exclusion mode to apply to the list of Lync accounts that you enterin the
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Lync account window.

® Once you markthe Lync accounts as included in to the white list,
conversations with these accounts only will be intercepted; all other
accounts will be ignored.

® |fyoumarkthe Lync accounts as included into the black list, conversations of
all Lync accounts other than these will be intercepted; only the accounts
listed in the Lync account window will be ignored.

Note: When working with the white and black lists of Lync accounts, please note that
ifany Lync conversation, including a group chat, involves any Lync user that is black-
listed, such a conversation will not be intercepted. The sameisvalid for the opposite
case: ifany Lync conversation, including a group chat, involves any Lync user that is
white-listed, such a conversation will be intercepted.

3. Toadd Lync accounts that you want to include into the black or white list, click
Exclusions.
@ Add exclusion @

Add exclusion
Add exclusion to the exclusions list

Exclusion: ||

4. Enter the required Lync account in the Exclusion text box. Click Add.

5. For other operation with exclusions follow the recommendations from
Exclusions from interception section.

6. To save the settings, click OK.

11.5.1.1(Browser interception

To intercept browser navigation go to the Browsersinterception tab of the Endpoint agent
settings profile window and enable it by checking the Enable browsers interception check
box.

Once the optionis activated the browsers check box is available for choice.

To enable one or more browsers interception, select the corresponding check boxes.
To exclude data about visiting some particular URL from browsers interception:

1. Click URL exclusions.

2. Click Add exclusion in the exclusion manager window.

3. Type the URL address (or its mask) in the Exclusions text field. The symbols "*"and "?"
can be used to specify the address musk.

4. Type description in the corresponding text field if necessary.

5. For more details on operating with exclusions see Exclusions from interception section.

Note: Browser interception is performed as a part of desktop activity monitoring. Therefore
interception of browser activity will be disabled automatically if desktop activity
monitoring option is switched off.
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11.5.1.1:Control of network shares

The system enables control of usage of network shares in a local network. To configure
options of network shares audit, control and data interception go to the Network share
interception tab of the Endpoint agent settings profile window.

Aset of flexible control options enables configuring audit, shadow copy, access and
writing policies for specific network shares. The file operations control consideringfiles
extensions is provided as well. Network shares names and files extensions are specified
by system administrator upon exclusions configuring for a particular control procedure.

File operations audit

The system enables audit of the file operations with network shares, herewith fixation of
copyingto network shares is performed. The full file name, file size as well as the name of
the process that has started the recording are intercepted and saved by the agent. The
files contentisn'tintercepted and stored. Audit of files operations is provided regardless
of other control procedures settings.

To enable the audit function select the Audit file operations check box.

Set a specific audit mode for particular network shares and for files with different
extensions:

® Tospecify exclusions from audit for the particular network shares click Audit
exclusions button. Follow the instruction from Excluding according to network
share name section to configure an audit mode.

® Tospecify exclusions from audit for files with the particular extensions, click File
extensionsin the corresponding section (the bottom group of buttons). Follow the
instruction from Excluding accordingto files extensions section to configure an
audit mode.

Note: Audit and interception are provided for files with non-zero size by default, select the
corresponding check box to control zero-size files as well.

Control procedures

To configure control procedures settings select the Enable network shares control check
box.

SecureTower enables interception of data transferred to network shares as well as
access and writing restriction.

Interception of information is carried out by SecureTower agent by shadow copying of the
data transferred to network shares. Thus the copy of the intercepted data is stored in the
shadow copy storage located on the local user computer, and thenis transferred to the
Endpoint agent control server to save the data to the database. By default, the size of
shadow copy storage is 1000 Mb. When exceeding this threshold the description of the
intercepted files is transferred only. Shadow copies of the intercepted information is

204




SecureTower. Administrator Guide

accessible in SecureTower Client Console.

Tointercept the information copied to network shares, select the corresponding option,
and then configure the necessary settings:

® Tosetashadow copy policy for the particular network shares click Interceptions
exclusions. Follow the instruction from Excluding according to network share
names section.

® Tosetashadow copy policy for files with the particular extensions click File
extensionsin the correspondingsection. Follow the instruction from Excluding
accordingto files extensions section.

Note: Ifthe shadow copy option is active, interception and storage of all data transferred to
all network shares are performed by default.

When interception of the file copied to storage device is taken place file size is
considered. By default, files with size smaller than 100 Mb are copied to shadow copy
storage entirely. Ashadow copy of the fragment consisted of the first 100 Mb of data is
made for files bigger than 100Mb.

To optimize the interception process, set parameters of shadow copies saving. It can be
useful for reduction of the shadow storage size:

® Type wanted size in the Shadow copy file size limit text box(Mb);
® Type wanted size in the Shadow copy storage size limit text box(Mb).
To configure access control select the Control access to network shares check box:

® Tosetanaccess control policy for the particular network shares click Access
exclusions. Follow the instruction from Excluding according to network share
names section.

To configure control of copying select the Control writing to network shares check box and
configure the necessary settings:

® To prohibit or allow to copy data to the particular network shares click Writing
access exclusions. Follow the instruction from Excluding according to network
share names section.

® To prohibit or allow to copy files with the particular extensions click File
extensionsin the corresponding section. Follow the instruction from Excluding
accordingto files extensions section.

Note: Ifthe control optionsis active, access and writing are enabled for all files extensions
and all storage devices by default.

Excluding according to network share name

Aspecific network share can be add to exclusions in the Network shares exclusions
manager window.

1. Click the necessary exclusion mode radio button to select the mode. There are two
exclusions modes in exclusions manager window: a white list and a black list of folders.
You can select only one type of exclusions modes to apply to the list:
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® Once you markthe list of network shares as included into the white list,
control procedure will be applied only to these network shares; all other will
be ignored.

® Ifyoumarkthe listasincluded into the blacklist, control procedure will be
appliedto all network shares other than specified in the list; only the folders
listedinthe list will be ignored.

Note: The second exclusion mode is selected by default.

2. Toadd a network share in exclusions, click Add exclusion and from the drop-down list
select one ofthe options:

® Toadd exclusions from current connected drives select the corresponding option.

To choose a computer with connected storage devices, click the arrow button ™
located opposite to the Computer name field, then select from the list the name
you want. In the Exclusionsfield select one from offered exclusion types. To add
exception selected type click Add.

® Toadd exclusions for arbitrary storage devices select the corresponding option,

click the button zl located opposite to the Exclusions type and then from the list
select the one of the offered exclusion types. Type the value of exclusionin the
text field. To add selected type click Add.

@ Add exclusion [

Add exclusion
Add exclusion to the exclusions list

Exclusion type: |Vendor ID -

Exclusion: |

e

The list of specified exclusions will be displayed in the manager window. The quantity of
the listed exceptions is displayed in the Exclusions count field. .

3. For other operation with exclusions follow the recommendations given in Exclusions

from interception chapter.

4. To save exclusions, click OKin the Devices exclusions manager window.

Excluding accordingto files extensions

The excluded extensions are displayed in the File extensions exclusions manager window
inthe list form. The default list of excluded files extensions that potentially considered as
not a security threatare used in the system.
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'@ File extentions exclusions manager

extentions exclusions manager

dention to exclude them from the shadow copy pr

"L Add exclusion Delete exclusion

File extention

o asf
- avi
# bin
= dat
# divx

“#dmg

Exclusions count: 26
Exclusion mode
) Make shadow copies only for file extentions listed above

@ Make shadow copies for all file extentions except listed above

Cagcel

1. Clickthe necessary exclusion mode radio button to select the mode. There are two
exclusions modes in exclusions manager window: a white list and a black list of
extensions. You can select only one type of exclusions modes to apply to the list:

® Once you markthe list ofextensions as included into the white list, only file
with these extensions will be under control; all files with other extensions will

be ignored.

* |fyoumarkthe list ofextensions as included into the blacklist, files with other
than these extensions will be under control; only the traffic of files with
extensions listed in the window will be ignored.

Note: The second exclusion mode is selected by default.

2. Toadd extension in exclusions, click Add exclusion and type in extensions you need to
exclude.

@ Add exclusion o]

Add exclusion

Add exclusion to the exclusic

Exclusion:

The list of selected exclusions will be displayed in the manager window. The quantity of
the listed exceptions is displayed in the Exclusions count field.

3. For other operation with exclusions follow the recommendations given in Exclusions
from interception chapter.

4. To save exclusions, click OKin the File extensions exclusions manager window.

Process exclusions from the common control settings

To exclude the certain processes from the allowing policies (the allowing mode is set)
specified previously while audit, shadow copy and access control settings configuring,
click the Processes exclusions button and configure the exclusions in the Process
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exclusions manager window.

There are two modes in the exclusions manager window: a white list and a black list of
processes. One can select only one type of exclusion mode to apply to the list of
processes names.

® Once you markthe listas included into the white list, checked control type of
these processes interactions with network shares will be prohibited.

® |fyoumarkthe listas included into the blacklist, processes with the names
other than these will be excluded from the allowing policies (SecureTower
control of this processes interactions with network shares will be prohibited);
only for the processes listed in the window the allowing common control
settings will stay valid.

1. Checkthe necessaryradio button to set the exclusions mode.

2. To add process name to the list click Add and type the necessary name in the Exclusion
text field. To select a process from the running on the controlled workstations at the

moment the Selectionicon |i= Iand select the necessary process in the list.
3. Select the necessary control type check box in the Scope section:

® Select Access control ifitis necessary to prohibit access to network shares that
are allowed to use for the specified processes .

® Select Writing control ifitis necessary to prohibit writing to allowed network
shares for the specified processes.

® Select Shadow copyifitis necessary to prohibit shadow copying of data
transferred to allowed network shares by the specified processes.

® Select Auditifitis necessaryto prohibit audit of file operations with allowed
network shares for the specified processes.

4. Comment the exclusion if necessary.

5. Click Add to finish. The list of the processes with all exclusions settings will be
displayed in the manager window. To change the exclusion scope select or clear the
necessary exclusion type check box.

6. For other operation with exclusions follow the recommendations given in Exclusions

from interception chapter.

7. To save exclusions, click OK.
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11.5.1.1:Desktop activity

The system enables making screenshots of user computers with installed agents at
predefined intervals. To configure screenshot parameters, go to the Desktop activity tab
ofthe Endpoint agent settings profile window.

il Endpoint agent allows you to capture computer moritor screenshols. I this option s enabled, the agent will capture
screenshots and this information will be available for viewing in the client module

Enable screen capture Settings

= Endpoint agent allows you to monitor computer users and processes activity. If this option is enabled, the agent will
%2 monitor running processes, active processes, user logon and logoff. Also agent can check the user idle time on the
computer. All this informaticn will be available for viewing in the client module

Enable deskiop activity menitoring Settings

== Endpoint agent allows you to monitor computer clipboard. If this option is enabled, the agent will monitor text
D information that will copy to the clipboard. All this information will be available for viewing in the client module

Enable clipboard monitoring
Clipboard text max size limit (Mb}: 20

Some processes can be excluded from the monitoring pracess. Agent will not track clipboard operatians on
specified processes.

[ Process exclusions

£ Endpoint agent allows you to monitor computer keybaard. If this option is enabled, the agent will monitor all
= eyboard keys that was used. All this information will be available for viewing in the client module
[T Enable keylogger
Some processes can be excluded from the monitoring pracess. Agent will not track keyboard on specified
processes.

Endpoint agent allows to block process start on the controlled workstation. If this option is enabled, the agent will
monitor all attempts to start processes and block processes that specified in settings profile.

[Z] Enable process blocking

Screen capture

1. Toenable screen capture function, select the corresponding option.
2. To specify the interval at which screenshots will be taken click Capture settings.

r .
@ Screen capture options [

Capture screen every: 5
[[] Capture screenshot on active window change

Screenshot size from original: 100%

Save screen in the following format: |JPEG =

[7] Save in a grayscale format
i Image quality: 50%
Sawe a mark if screenshot can not be obtzined (session disconnected, workstation locked and etc) |

Make a screenshot if the "PrintScreen’” key is pressed by user

| OK | [ Cancel

= — T

3. Type a period value into the Capture screen every text field and select a unit of
measurement —minutes or hours —from the drop-down menu to the right.

4. Check the Capture screenshot on active window change option to make screenshot not
only through specified interval, but upon toggling between active windows (the active
window is in front of other windows), for example, toggling between Word and Excel
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open windows. Ifany system process was activated or SecureTower endpoint agent
couldn't find a way to executable file of application, a screenshot will not be captured.
Theinterval, specified within step 2, is calculated from the moment when the previous
screenshots was made and didn't depends on the matter of capturing.

5. Dragthe sliderto set the size of screenshots to be taken in percentages from the
original desktop resolution. This option can be useful to decrease the disk space
needed to store the screenshots.

6. Select a format to save screenshots from the drop-down menu —PNG or JPEG. You can
check the Save in a gray scale format option to reduce output file size.

7. Ifyou have selected JPEG format for screenshots, you can adjust the quality ofimages
by dragging the Image qualityslider. The higher the quality of the image, the more disk
space will be occupied by the screenshot files.

8. If option Save a mark if screenshot cannot be obtained is checked, the system will save
and display a blank (black) screen wheneveritis impossible to obtain a screenshot. The
blank screen will display an error message stating the reason why a screenshot could
not be taken at specific time.

Unable to take screenshot
screensaver active.

Possible error messages include:
® Unable totake screenshot due to unknown error.
® Unable totake screenshot: error while taking the screenshot.
® Unable totake screenshot: screensaver active.
® Unable totake screenshot: computeridle.
® Unable to take screenshot: session inactive.

9. To make a screenshot when the "Print Screen" key is pressed select the corresponding
option.

L% Attention! If the Capture screenshot on active window change option is checked a total
amount of screenshots will increase seriously and a network overloading will occursasa
result. Activating of this option for profiles with restricted quantity of objectsis
recommended.

User and process activity monitoring

SecureTower system can monitor the endpoint activity, gathering statistics on computer
active/idle time and applications (including Win RT (Metro) and virtual desktop) run by
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users.

(I Endpaint agent allows you to monitor computer users and processes activity. If this option is enabled, the agent will monitore running processes, active
"5 processes, user logon and logooff, Also agent can check the user idle time on the computer. Al this information will be available for viewing in the client

module
Enable desktop activity monitoring
Some processes can be excluded from the monitoring process. Agent will not track start and stop of specified processes.

Pracess exclusions

Agent will monitore idle time based on user activity on the computer. Minimum inactivity timeout can be configured to prevent monitaring
noninformative inactivity timeouts

Inactivity timeout before start idle (min): 5
Endpaint agent allows you to monitor computer clipboard. If this option is enabled, the agent will manitore text information that will copy to the clipboard.
All this informatien will be available for viewing in the client module

Enable clipboard menitoring

To enable the function, select Enable desktop activity monitoring check box.

Excluding processes from monitoring

1. To exclude the certain processes from the application statistics, click Process
exclusions.

f - =)
—

@ Process exclusions manager

Process exclusions manager

Add process names to exclude them from the interception process

7 Add exclusion Modify exclusion Delete exclusion _i Apply settings to profiles | g ExportiImport exclusions +

Process name Description
4. conhost.exe E
L csrss.Exe

B Lo dwmexe

|| & explorerexe

FgStEPAgentCSS.exe

r

Exclusions count: 19
Exclusion mode
() Intercept only processes listed above

@) Intercept all processes except listed above

| OK | [ Cancel

2. Inthe new window you will see a default list of processes exclusions. To delete a
process from this list, highlight its name and click Delete exclusion. To add new
processes to the list, click Add exclusion.
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-
@ Add exclusion

Add exclusion

Add exclusion to the exclusions list

Exclusion:

b

3. Enter the name in the text field of the dialog box, or click E] next to the text field.

L Select process

Selecting a process from the list

Selecting a process form the running processes

Enter the text to filter the list: Computer:
F&O7 * | Refresh processes list
Process name Company Version "
=

o acrotray.exe Adobe Systems Inc, 7.1.0.2008042300
o ccovcHstexe Symantec Corporation 106.5.0.10
g chrome.exe Google Inc., 17.0.963 46
+o CMABARPD.EXE CANCN INC, 3.10.0.003

4 | e TR TR | b

Processes in list: 64

Select | l Cancel l

The process selection window displays all processes runningon the selected computer.

4. Toview a list of processes run on another computer, select it from the Computer drop-
down menu and click Refresh processes list. To facilitate search for a specific process in
the list type the characters contained in the name ofthe process into the filtering text
box. Highlight the desired process in the list and click Select.

5. In the exclusions dialog box, click Add. The process will be added to the list of
exclusions.

6. Click the necessary exclusion mode radio button to select the mode. There are two
exclusions modes in exclusions manager window: a white list and a black list of
processes. You can select only one type of exclusions modes to apply to the list:

® Once you markthe list of processes as included into the white list (Intercept

only processes listed above), only this processes activity will be under control;
all other processes activity will be ignored.

Ifyou mark the list of processes as included into the black ist (Intercept all
processes except listed above), the system will ignore start and stop of the
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processes listed, herewith the statistics on all other processes will be
collected.

7. For other operation with exclusions follow the recommendations from Exclusions from
interception section.

After the necessary exclusions are configured, the period (in minutes) of user inactivity
(absence of keyboard hits, mouse movements and clicks) after which the system will mark
the computerasidle can be set. By default, the inactivity period is set to 5 minutes.

Clipboard monitoring

SecureTower system enables tracing clipboard contents at workstations. All acquired
information will be available for viewing from Client Console and can be analyzed
automaticallyin Security Center (in case ofappropriate policies setup).

To enable the function of clipboard monitoring check corresponding option.

Keylogger

SecureTower provides complexinformation about users computer activity by using
keystroke logging. To enable recording (or logging) the keys struck on a keyboard select
corresponding check box. All data about struck keys and correspondingapplications are
available from Client Console and can be analyzed automatically in Security center (in
case of appropriate policies setup).

Process activity blocking

EndPoint Agent not only controls processes activity but disables the particular processes
start. To create the list of processes which start must be blocked, enable the
corresponding option and click Processes list to block. Add processes attributes to the list
as described below:

1. Toadd a new attribute to the list click Add.

2. Click the button with predefined attribute type in the correspondingfield, then click the
necessary exclusion type to select it.

3. Type the attribute in accordance with selected type in the Attribute text field, or click
the Selectionicon next to the text field. The processes of selected workstation with
their attributes will be listed in the newly opened window. To view a list of processes
run on another computer, click the unfold button of the Computer drop-down list,
select the necessary computer name in the list and click Refresh processeslist. To
facilitate search for a specific process in the list type the characters contained in the
name of the process into the filtering text box. Highlight the desired process in the list
and click Select.

4. Click Add in the blocking manager window.

5. For other operation with exclusions follow the recommendations from Exclusions from
interception section.
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The processes from the list can't be started on the controlled workstation.

11.5.1.1'RealTime monitoring

To enable monitoring go to the RealTime Monitoring tab of the Endpoint agent settings
profile window.

1. Select the Enable RealTime Monitoring option

2. Toallow online interception of desktop video stream from monitor connected to
controlled workstation, select the Enable desktop viewing check box.

3. Toallow online interception of audio stream from microphone connected to controlled
workstation, select the Enable microphone listening check box.

4. Set the port to establish connection between agent and Client Console.

5. To create an Inbound Port Allow Rule for Windows Firewall while connecting
automatically select the corresponding option.

Note: Microphone listening and desktop video viewing are available in the stream mode
only, therefore the data intercepted during monitoring are not saved into database
automatically. However the data could be saved by user to the external file while
monitoring in real time by means of built-in media player.

11.5.1.1Exclusions from interception
You can exclude certain processes or accounts from interception.
To do this, go to the Exclusions tab of the Endpoint agent settings profile window.

You can exclude the following types of information from traffic interception: processes, IP
addresses, users and SSL hosts.

Process exclusions

This option allows you to exclude certain processes from network traffic interception. It can be helpful in a situation
L. when an application cannot properly work with network traffic interception enabled.

[ Process exclusions

IP address exclusions

4 This option allows you to exclude certain IP addresses from network traffic interception process. It can be helpful in a
situaticn when application data should not be intercepted upon the connection to a particular IP address.

[ 1P address exclusions

User exclusions
2 == This option allows you to exclude certain users from data interception process, It can be helpful in cases when traffic of
W specific users should not be intercepted.

[ User exclusions

Working with exclusions

T Add exclusion % Modify exclusion T Delete exclusion I Apply settings to profiles |8 Exportilmport exclusions =
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1. To modify/delete any exclusions select the corresponding raw in the list of
exclusions and click Modify/Delete exclusions correspondingly. Proceed with
operation to finish the action.

2. To apply the settings of currently edited exclusions to any other existed profile
click Apply setting to profiles.

Select the necessary profiles from the list by checking corresponding check box
in the Apply to profiles window. One can also use the selection buttons below
the list:

® ClickSelectall to checkall the profiles from the list.
® ClickUnselect to cancel selection that was made before.

® Click Inverse selection to cancel selection that was made before and select
all unselected profiles in the list simultaneously.

Select anintegration mode from the Replace mode section:

® Toupdate exclusions currently existed in selected profiles with exclusions
from edited profile click Update with new.

* Toreplace exclusions currently existed in selected profiles with exclusions
from edited profile click Replace with new.

® Tochange the exclusions mode of selected profiles to the currently edited
mode select the corresponding check box.

Click Apply to profiles to finish with import of edited profile exclusions to
selected ones.

3. Toimport or export created exclusions click Export/Import in the exclusions
manager window and select the necessary option from drop-down list:

® ClickImport to download the corresponding type of exclusions created
previously to currently edited profile. In the newly opened window select
the XML file with exclusions data to import and click Open to download it.
In the opened Import exclusions window checkthe necessary exclusions
to download and click Import to finish.

® Click Export to upload currently edited exclusions to external XML file. In
the newly opened window specify a name offile that need to be uploaded
to and click Save to finish.

Excluding processes from interception

You can exclude certain processes form traffic interception. This can be useful
upon interception of SSL sessions (web-services, programs, etc.)that cannot work
with their certificates replaced.

1. To exclude a certain process from interception, in the Exclusionstab, click
Process exclusions.
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Process exclusions
<ses from data interception. It can be helpful in a situation when an

1 | This option allows you to exclude certain pro
s application cannot properly work with data interception enabled.

[ Process exclusions ]

2. Inthe Processes exclusions manager window, you will see two exclusion
modes: white list and black list of processes. You can only select one type of
exclusion mode to apply to the list of processes that you enterin the process
name window.

® Once youmarkthe processes as included in to the white list, these
processes only will be intercepted; all other processes will be ignored.

® Ifyoumarkthe processes as included into the blacklist, all processes
other than these will be intercepted; only the processes listed in the
Process name window will be ignored.

-
| Process exclusions manager

Process exclusions manager
Add a process name to exclude them from the interception

p

B Add exclusion Delete exclusion

Process name

Exclusion mode
() White list of the processes above

@ Black list of the processes above

f CK | l Cancel

3. To add processes that you want to include into the black or white list, click

B Add exclusion

4. Enter the required process name in the Exclusion text box. For example,
“influm.exe” or “iexplore.exe”. Click Add.

-
@ Add exclusion

Add exclusion

Add 1sion to the Jsions list

Exclusion

L

5. Todelete a process from exclusions, select the necessary one in the list and
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click Delete exclusion. Click Yesin the action confirmation window.

6 Add exclusion § Delste exclusion

Process name

infium.exe

6. To save the settings, click OK. To discard the changes, click Cancel.

Note: SecureTower processes are excluded from interception by default.

Excluding IP addresses from interception

1. Toexclude a certain IP address or range of IP addresses from interception, in
the Exclusionstab, click IP address exclusions.

IP address exclusions
:Ai This option allows you to exclude certain IP addresses from data interception proces:

s. It can be helpful in a situation
1en application data should not be intercepted upon the connection to a particular [P address,

[ IP address exclusions |

2. Inthe IP addresses exclusions manager window, you will see two exclusion
modes: white list and black list of IP addresses. You can only select one type of
exclusion mode to apply to the list of addresses that you enter in the IP address
window.

® Once youmarkthe IP addresses as included in to the white list, these IP
addresses only will be intercepted; all other IP addresses will be

ignored.

® |fyoumarkthe IP addresses as included into the blacklist, all IP
addresses other than these will be intercepted; only the IP addresses
listed in the IP address window will be ignored.
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IP address exclusions manager
Add IP addres

clude them from the interception process

T Add exclusion Maodify exclusion Delete exclusion

IP address
& 57.245.216.27 i
| & 5724521658

Exclusions count: 2

Exclusion mode
() Intercept anly IP addresses listed above

@ Intercept all IP addresses except listed above

ok || cancel

3. Toadd IP addresses that you want to include into the black or white list, click
Add exclusion.

4. Enter the required IP address in the Exclusion text box. Click Add.
[ @' Add exclusion M1

Add exclusion

Add exclusion to the ions list

Exclusions: | . B . -

A

5. To delete or modify an IP address from exclusions, select the necessary IP
address inthe list and click Delete or Modify exclusion correspondingly. Click Yes
in the action confirmation window.

-?) Add exclusion -6 Delete exclusion

1P agdrezs
& 19516202

6. To save the settings, click OK. To discard the changes, click Cancel.

Excluding users from interception

1. Toexclude a certain user from interception, in the Exclusionstab, click User
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exclusions.

User exclusions
‘ = This option allows you to exclude certain users from data interception process. It can be helpful in cases when traffic
W of specific users should not be intercepted.

[ User exclusions ]

2. Inthe User exclusions manager window, you will see two exclusion modes:
white list and black list of users. You can only select one type of exclusion mode
to applytothe list ofusers that you enter in the User name window.

® Once youmarkthe users as included in to the white list, the network
activities ofthese users only will be intercepted; all other users will be
ignored.

® |fyoumarkthe users asincluded into the blacklist, all network
activities involving users other than these will be intercepted; only the
users listed in the User name window will be ignored.

F B
@ User exclusions manager w

User exclusions manager
Add users to exclude them from the interception process

B Add exclusion Delete exclusion

User name

Exclusion mode
_) White list of the users above

@ Black list of the users above

oK | l Cancel

3. Toadd users that you want to include into the black or white list, click

—{'1 Add exclusion

4. Select the necessary userin the list of Active Directory users of the Select Active
Directory user window or enter their name in the corresponding text box.
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r ™
& Select Active Directory user w

Selecting an Active Directory user
Find the user you want to select

Enter a user name to filter users by name

User E-mail Description -
" I:
& Administrator Administrator@pqg.local Built-in account for adminis
& Guest Built-in account for guest at
- krbtgt Key Distribution Center Sen

4] I | ’

Select | l Cancel

5. Click Select.

6. To delete a user from exclusions, select the necessary userin the list and click
Delete exclusion. Click Yesin the action confirmation window.

B Add exclusion -b Delete exclusion

User name
& Guest

7. To save the settings, click OK. To discard the changes, click Cancel.

User exclusions

1. Toexclude a certain user from interception, in the Exclusionstab, click User
exclusions.

User exclusions
2 = This option allows you to exclude certain users from data interception process. It can be helpful in cases when traffic

-
W of specific users should not be intercepted.

[ User exclusions ]

2. Inthe User exclusions manager window, you will see two exclusion modes:
white list and black list of users. You can only select one type of exclusion mode
to applytothe list of users that you enterin the User name window.

® Once you markthe users as included in to the white list, the network
activities of these users only will be intercepted; all other users will be
ignored.

® |fyoumarkthe users asincluded into the blacklist, all network
activities involving users other than these will be intercepted; only the
users listed in the User name window will be ignored.
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[P Al
/@ User exclusions manager M

User exclusions manager
Add users to exclude them from the interception process

-6 Add exclusion Delete exclusion

User name

Exclusion mode
O White list of the users above

@ Black list of the users above

oK | l Cancel

3. Toadd users that you want toinclude into the black or white list, click
-?)Add exclusion

4. Select the necessary userin the list of Active Directory users of the Select Active
Directory user window or enter their name in the corresponding text box.

[+ Y
& Select Active Directory user ﬂ

Selecting an Active Directory user
Find the user you want to select

Enter a user name to filter users by name

User E-mail Description .
=
& Administrator  Administrator@pg.ocal  Built-in account for adminis
& Cuest Built-in account for guest a
& krbigt Key Distribution Center Sen o
“ m | »
|
Select | [ Cancel l
b
5. Click Select.

6. To delete a user from exclusions, select the necessary userin the list and click
Delete exclusion. Click Yesin the action confirmation window.
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b Add exclusion 6 Delete exclusion

User name

e
& Guest

7. To save the settings, click OK. To discard the changes, click Cancel.

11.5.1.1!Cloud storage control

SecureTower enables control of usage of cloud storages and provide interception of the
data transferredin both ways: from a local PCto a cloud storage as well as data copied
from a cloud storage to a local PC. SecureTower provides control of both the web
interface and the desktop application based interaction with cloud storages.

To set up parameters of file operations with cloud storages audit, access control and
interception ofinformation copied from/to cloud storages go to the Cloud storages control
tab of the Endpoint agent settings profile window and select the Enable cloud storages
control check box.

Cloud storage Access Audit Shadow copy
£ Dropbox Full access » All files = All files =
@ OneDrive Read only = Cutgeing files COutgoing files +
‘Yandex.Disk Access denied * Incomm Disabled

There are a wide range of settings available for cloud storages control configuring:

1. Tosetthe access level of reading, copying or writing operation for users or processes
select the necessary status from the drop-down list in the Access column.

2. Toset the status of file operations audit, check if the access is not denied and select
the necessary status from the drop-down list in the Audit column. The full file name, file
size as well as the name ofthe process that have started an operation are intercepted
and saved by the agent. The files contentisn't intercepted and stored.

Note: Audit function is provided for files with non-zero size by default, select the
corresponding check box to audit zero-size files as well.

3. Tospecify the status ofinterception and shadow copying of the data received/sent to
cloud storage, check ifthe audit and access are not denied for this storage and select
the necessary status from the drop-down list in the Shadow copy column.

Interception of information is carried out by SecureTower agent by shadow copying of the
data transferred to/from cloud storages. The copy of the intercepted data is stored in the
shadow copy storage located on the local computer, and then is transferred to the
Endpoint agent control server to save the data to the database. By default, the size of
shadow copy storage is 1000 Mb. When exceeding this threshold the description of the
intercepted files is transferred only. Access to shadow copies of the intercepted
information is provided from Client Console.

In case ofinterception the size offiles is considered. By default, files with size smaller
than 100 Mb are copied in shadow copy storage entirely. Shadow copying of the fragment
consisting of the first 100 Mb of data is made for files with bigger size.

To optimize interception set wanted parameters of shadow copies. It can be useful for
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reduction of shadow copy storage size:
® Type wanted size in the Shadow copy file size limit (Mb) text field;

* Type wanted size in the Shadow copy storage size limit (Mb) text field.

Files exclusions

To exclude the certain files from the common control setting in accordance with their
extensions as well as to familiarize with the default exclusions click File extension
exclusions. Follow the recommendations given below:

In exclusions manager window, you will see two exclusion modes: a white list and a black
list of file extensions. You can select only one type of exclusion mode to apply to the
extensions list.

® Once you markthe list of extensions as included into the white list, file with
this extensions only will be excluded from the common control settings; all
files with other extensions will be controlled as it was specified before.

* |fyoumarkthe list ofextensions as included into the black ist, files with other
than these extensions will be excluded from the common control settings;
only the files with extensions listed in the window will be controlled as it was
specified before .

Note: The second exclusion mode is selected by default.

1. To add extension in exclusions, click Add exclusion and type in extensions you need to
exclude.

@ Add exclusion o]

Add exclusion

Add exclusion to the exclusions list

Exclusion:

The list of selected exclusions will be displayed in the manager window. The quantity of
listed exceptions is displayed in the Exclusions count field.

2. For other operation with exclusions follow the recommendations given in Exclusions

from interception chapter.

3. To save exclusions, click OK.

11.5.1.1(Data blocking

To block traffic of data, go to the Datablocking tab of the Endpoint agent settings profile
window.

Data blockingis intended to block e-mail messages transferred with SMTP and data
transferred with HTTP(S). When sending, all SMTP messages and HTTP POST or GET
requests with attachments will be intercepted and analyzed by Endpoint agent control
server to find content that meet search conditions of blocking rules.
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Note: Analysis of SMTP message can be time consumable depending on the message data
size and a mail server connection speed. When large volumes of data or slow connection are
taking place a time delay required for the analysis can lead to mail server connection lost
because of the mail server response timeout exceeding. It isrecommended to increase the
value of timeout to 10 minutes (according to the SMTP specification )in mail client settings
for computer with SecureTower endpoint agent.

Ifthe SMTP message is analyzed successfullyand sendingis approved, it will be sent to
the mail server for further processing and delivery to the recipient. The fact of
interception and analysis remains invisible for the user.

Ifthe data transferred with message activates one or more rules, transfer of such
messages will be blocked. In this case, the user will get an error message: "Message was
blocked by security policy!"in mail client window. E-mail messages that are blocked by
the system are placed in the database, and additional attribute "Blocked" with a list of
rules, which led to the data blockingis added to messages attributes .

HTTP blocking is similar to SMTP, blocking rules can be set up for both the HTTP POST and
the GETrequest by the means of corresponding blocking rules. HTTP GET blocking makes it
possible to deny browsing specified insecure sites. HTTP POST blocking enables control
and prevention of any Internet activity such as postingin web-chats, social networks
conversations, activity of specified malicious and utility software and so on.

Ifthe data transferred over HTTP(S) activates one or more rules, transfer will be blocked.
In this case, the user will get an error message: "Contentis not available due to corporate
security policy!"in his web browser window. The message can be customized by system
administrator (for details see Http blocking message editing ).

Note: To receive notifications about blocking rules operation add corresponding security
rule in Security Center of SecureTower Client Console (for details, see General security rule of
User Guide ). Alerts for incidents connected with web-sites attending (HTTP-GET) are not
supported in the current version of the system.

To activate blocking mode, add a blocking rule or group of rules as described below.

Creatinga group

The root Blocking rules group is created by default and unavailable for deleting. Within
the Blocking rules group creation of other groups or single rule is possible. Groups and
rules can be created at any hierarchy level as well.

To create a new group ofrules:

1. On the Add menu, click Group or right-click the root group in the list, point Add, and
then click Group.

2. In the Group name text box of the opened dialogue window, enter the name ofthe
created group of rules.

3. Fill out the Description text box (optional) with the group description.
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F ™
@ Group properties ﬂ

Add a group of reports
Specify the name for this group

Group name; Mew group

Description:

ok || cancal

4. To save the settings, click OK. The newly added group appears in the list of blocking
rules and is switched on by default.

5. Ifitis necessaryto save the group but not use it (with all enclosures), clear it's check
box.

6. Configure the blockingrule as described further.

To modify a group name and description, click the necessary group and click Modify on
the tab ribbon toolbar or right-clickit in the list and click Modify. In the opened dialogue
window, make the necessary changes in accordance with the instructions provided
above.

To delete a group, clickthe necessary one and click Delete on the tab ribbon toolbar or
right-clickitin the list and click Delete. In the action confirmation dialogue window, click
Yes.

The information for each group (rule) with the name and the description of the group (rule)
is displayed in the window. Content of the group can be expanded or collapsed by clicking
the correspondingsign & /[= nexttothe group name.

& Add » & Modify @ Delete
Mame Description
2 4lBlocking rules
2 S SMTP blocking
4 Financial information blocking
o Marketing blocking rule

) Persanal data

Note: To select or clear a number of check boxes simultaneously, press and hold Ctrl or Shift
on your keyboard and click the necessary rules to highlight them, then right-click any
highlighted rule and click the necessary command in the context menu.
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Creatinga new SMTP blockingrule

Tocreate a newrule:

1.
2.

Click the group which this rule will be related to.

Click Add in the ribbon toolbar of the window or right-click the rule in the list and point
Add in the context menu.

. Click SMTP blocking rule.

. Enter the name ofthe created rule in the Blocking rule name text box of the opened

dialogue window

. Fill out the Description text box (optional) with the rule description.
. Click Add condition link to specify conditions.

. Inthe section under the Description text box specify the conditions for the search, that

will be conducted by the system in an automatic mode. Data can be searched bya
certain textin the intercepted data, IP address (as well as local or remote), by the
specified port (as well as local or remote), by the size of data and by the interception
date. Condition types are available in the drop-down list opened by clicking Text. For
various search conditions the different relevant operations can be specified (see below
for details).

- \
@ Add blocking rule [

Add blocking rule

Specify the list of se: conditions for the blocking rule

Blocking rule name:  New blocking rule

Description:

- Select operation to unite conditions as: @ And (0 Or  [C] Net e
All these words | s X
Text

[Add condition block] [Wrap into block]

h

8.

To save the settings, click OK. The newly added rule appears in the list of blocking rules
and is switched on by default.
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9. Ifitis necessary to save the rule but not use it, clearit's check box.

To modify a rule, clickthe necessary rule and click Modify on the tab ribbon toolbar or
double-clickthe necessary rule or right-click the rule in the list and click Modify. In the
opened dialogue window, make the necessary changes in accordance with the
instructions provided above.

To delete a rule, clickthe necessary rule and click Delete on the tab ribbon toolbar or
right-clickitin the list and click Delete. In the action confirmation dialogue window, click
Yes.

Text search

The possibility to search documents containing any of the specified words, all the
words specified, an exact phrase or none ofthe words entered in the search query;
ifyou enter several words into the line, they are to be separated by spaces; ifyou
wish to add an exact expression alongside with separate words, the expression
has to be putin quotes.

Besides, you can specify additional conditions of search by keywords. To add

auxiliary conditions click the expand button "*'to the right of the text field:

® Fuzzysearch -search for mistyped or similar words. When this option is
checked, you can set a threshold, i.e. the extent to which the words
detected in the traffic flows can differ from the ones entered into the text
field. It is not recommended to set a high value of this parameter when
searchingfor short words, as it may resultin too many false positives of
the security policy.

® Word proximity (applicable only to search by all specified words) -
searchingfor all entered words taking account oftheir proximity in the
text. Forexample, ifvalue 5 is set, the security rule will be triggered ifthe
system detects the search query words in the traffic flow, but only in case
there are not more than 5 other words between them.

e Strict word order (only if “Word proximity” optionis enabled)- If this option
is enabled, the security policy will only work if the system detects the
search query words in the exact same order as they were entered into the
text field.

® Transliteration —transliterationis a feature thatis only applied to the
Russian language and used to search for Cyrillic words transliterated with
Latin symbols.

Search by date

Specify one ofthe following conditions: Equal (search for data transferred on the
specified date), Not equal (search for data transferred on any date except
specified), Within range (search for data transferred during the specified period),
Beyond range (search for data transferred on any date except the specified period).
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Search by time and day of week

To search by time you can specify conditions similar to the ones for search by
dates.

To search by day of week you can specify one of the following conditions: Equal
(search for data transferred on the specified days of week) or Not equal (search for
data transferred on any day of the week except specified).

Search by size

The size of SMTP message is assessed as size of SMTP file in .msg format. It should
be keptin mind that the size of SMTP message in .msg format is always bigger than
initial due to added caption and converting attachments to text format that cause
increasing of transferred message size.

Specify the following conditions: Equal (search for documents of specified size), Not
equal (search for documents of any size except specified), Within range (specifying
the smallest and largest size of documents to search for), Beyond range (search for
documents of any size except specified range). Once you have entered a necessary
number in the text field, specify the unit of measurement for the specified
document size (Bytes, Kilobytes, Megabytes, Gigabytes).

Search by IP or port

When searching by IP addresses or ports, one can set the following parameters:

- local or remote (to search for data transmitted from/to local or remote
computers havingthe specified IP addresses or via specified local or remote
ports), local (to search only for data transmitted from/to the local computer with
the specified IP address or via specified local port), remote (to search only for
data transmitted from/to the remote computer with the specified IP address or
via specified remote port);

- equal (tosearch for data transmitted from/to specific computer having the
specified IP address or via specified port), not equal (to search for data
transmitted from/to any computers except for the one havingthe specified IP
address orvia any port except for the specified one), within range (to search for
data transmitted from/to computer having IP addresses within the specified
range or via specified range of ports), beyond range (to search for data
transmitted from/to any computers except for those having IP addresses within
the specified range or via any port except for the specified range of ports).
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Search in e-mail traffic

When searchingin the e-mail traffic, one can set the following parameters:

from address - search for e-mails that contain/do not contain the specified
expressioninthe “Sender” field. Several entries separated by spaces can be
specified in one condition line;

to address-search for e-mails that contain/do not contain the specified
expression in the “Recipient” field.Several entries separated by spaces can be
specified in one condition line;

subject (search for e-mails that contain/do not contain the specified expression
in the “Subject” field);

other header fields (search for e-mails that contain/do not contain the specified
expression in other header fields);

messages with attachments (search for e-mails that include/do not include
attachedfiles).

Search by file parameters

To search for files based on their Names, you can select one of the two further
options —Equal or Not equal —to search for files with the specified name or anyfiles
except havingthe specified name (the name should be entered into the text field
on the right)

In case you choose to search for files by their Extensions, you can select one of the
three further options: Equal (search for files having the specified extension), Not
equal (search for files having any extension except specified) or Extension does not
match the file type (to search for files with a deliberately changed extension.

Search conditions

1.

Search may be carried out with logical disjunction (the “OR” operation)ora
logical conjunction (the “AND” operation) of several search conditions or
condition block:

Upon selectinglogical “AND” search operator, notifications will be delivered
onlyin cases ofinformation transfer is satisfy ALL the specified search
conditions simultaneously. For this, in the Select operation to unite conditions
as section, check the And option.

Upon selecting the “OR” search operation, notifications will be delivered in
cases ofinformation transferis satisfy ANY of the specified search conditions or
search condition blocks. For this, in the Select operation to unite conditions as
section, checkthe Or option.
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2. Toadd a new search condition, click the Add condition link. To delete some

search condition, clickthe Deleteicon " inthe right part of the corresponding
condition. By default, there is a form for entering the first search condition in
this window, but it can be deleted ifa search condition block should be created
instead.

3. Toadd an entire search condition block, click the Add condition block link.

Creating condition blocks helps conduct automatic search subject to complex or
advanced search conditions. New blocks or conditions can be created within
other blocks and conditions.

. When creatinga new or editing an existing rule numerous advanced procedures
for search conditions and conditions block are available from the Tools menu
(the iconin the end ofa condition line).

w PTI ‘

Change condition line "! i k

4 Copy

|

T

To work with advanced procedures, click the Toolsmenuicon ™ andselecta
necessaryone:

To change the item line, point to Conditions line change and click one of
available commands.

Click Cut to remove selected item from the parent block body and copy it to
clipboard. After applying this operation the Paste procedure is available for
item that was cut within any blockingrule.

Click Copy to copy selected item to clipboard. After applying this operation
the Paste procedure is available foritem that was copy within any blocking
rule.

The Paste procedure is available when anyitem was previously copied or
cut. Point to Paste, and then:

= Toinsertitem from clipboardin the specified position within the parent
block body, click Paste into block.

= Topasteitemonthe line above selected search condition or block, click
Paste above.

= To pasteitemonthe line below selected search condition or block, click
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Paste below.

. Click Copy search condition asimage to copy the root block of search
conditions to clipboard as screenshot of the block body. This procedure is
available for a root block only.

U Click Save search condition asimage to save the root block of search
conditions to clipboard as PNG format file with screenshot of the block
body. This procedure is available for the root block only.

Creatinga new HTTP/HTTPS blocking rule

Tocreate a new rule:
1. Click the group which this rule will be related to.

2. Click Add in the ribbon toolbar of the window or right-click the rule in the list and point
Add in the context menu.

3. Click HTTP blocking rule.

4. Proceed as described in Creating a new SMTP blocking rule section of this chapter.

Data can be searched by a certain textin the intercepted data, IP address (as well as local
or remote), by the specified port (as well as local or remote), by the size of data and by the
interception date, by the Web-field parameters (field names of request header)and by
the SSL connection establishment event. Condition and parameters types are available in
drop-down lists.

Working with HTTP POST blocking conditions parameters is similar to SMTP, except HTTP
method, SSL and Web-field conditions.

Attention! To use functionality of blocking in proper way, it is necessary to familiarize with
typical requests structure.

Blocking by HTTP method

The system enables identification and blocking of GETand POST HTTP(S) requests.

To blockany HTTP(S) request by the method it was sent use a corresponding
parameter from the HTTP method blocking condition.

This type of blocking condition is useful to go with any other one to enhance a rule
performance.

SSL - connection

To block encrypted HTTP request select SSL condition type and the Yesvalue, else
select No.
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Web -fields

System allows to block the HTTP(S) requests in accordance with results of content
analysis ofrequest web field. There are two ways to set the web-field that must be
analysed: select the one from preset or specify the user-defined web field name.

To block requests in accordance with results of web field analysis:
1. Select the Web-field condition type from the list.
2. Set the web field name in the corresponding field:

® Selectthe one from preset name list:

-Relative URI (requests with relative URI that satisfies search conditions will
be blocked);

-Host (requests with HOST field that satisfies search conditions will be
blocked);

- Content-Length (if the length of a request in byte satisfies search conditions,
such request will be blocked);

- User-Agent (requests with User-Agent field that satisfies search conditions
will be blocked).

or

® Selectthe Custom filed in the list and type a web field name you need to
control. For example, transfer of data with particular format can be

blocked, using the Content-Type field name.

3. Select the compare parameterin the correspondinglist and enter the value of
search condition.
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@ Add blocking rule | (B ||

Add blocking rule
Specify the list of se;

conditions for the blocking rule

Rule name:  New blocking rule

Description:

- Select operation to unite conditions as: @ And ) Or [ Not

Web-field = | Field: |Relative URI ~ | [Contains ~] X

Exists
[Add condition] [Add condition block] [Wrap into bloci Doesn’t exist

Does not contain
Start with
Doesn't start with
End with

Doesn’t end with
Equal

Nat equal

Values list

‘Within range
Beyond range

The combination of different types of search conditions enables high efficiency of
blockingrules. For example, the combination of conditions which provide search
for requests with both the URI field and the Host field contain specified symbols or
text (parameters Contains or Equal), will allow administrator to deny access to
separate web pages or elements of the particular web resource.

Usingthe User-Agent field with parameter Is absent, for example, allows
administrator to disable network activity of the service and harmful software
which doesn't use this field in POST requests usually.

Using of customer field as search conditions can be useful too. So, restriction of
transferred message size by defining the Content-Length field with the Beyond
range parameter value in bytes is possible.

Export/Import filters
The system enables saving (exporting) the list of blocking rules into a file (*.strb)
and subsequently restore (import) the list.

1. To export the rules list select Export... in the drop-down menu Toolsin the
Blockingrulestab .

Inthe new window select the rules which will be exported by checking the boxes in
the correspondinglines. After you have selected the necessary rules, click Export.

Inthe new window, select a folder where you wish to save the file, specify the
name of the file and click Save.

2.Toimport a list of rules from a previously saved file, select Import ... in the drop-
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down menu Tools.
In the new window select a folder and a *.strb file with rules.
After you have selected the file, click Open.

Next, one have to select the rules for import by checking the corresponding boxes
and specify one of the following import modes:

® Update with replacingifrules names matching-ifany ofthe currentrules
has the same name as anyimported rule, it will be replaced with the new
one;

® Update with renamingifrules names matching-ifanyofthe currentrules
has the same name as anyimported rule, the new rule will be renamed
and imported under the new name;

® Replace the current rules with a new -all the current rules will be deleted
and the new ones will be imported.

Click Import.

Http blocking message editing

To edit message text select the corresponding option from the drop-down Tools
menu on the Blocking rulestab.

Edit the text in the text field and click OK to save the result.
Go to SecureTower Client Console to proceed working with blocked data (see Search

results list, General security rule, Viewing notifications in Security Center chapters of
User Guide.)

Note: The list of rules is common for all existed settings profile. When created the rule will be
added automatically to all profile in inactive mode. To activate thisrulein other profile go
to necessary profile and check corresponding check box in the Data blocking tab.

11.5.1.1°File system control

SecureTower agents keep trackifany document with confidential content or data that
need to be protected from unwanted disclosure are stored or appeared on the controlled
workstation. Monitoringis conducted automatically and based on comparingthe hashes
offiles from files hash banks with the ones in file system of workstation. Only the file hash
is taken into account upon comparing (not a name or other file attributes).

The personal settings of file system control can be assigned to the particular users and
workstations by specifying different hash banks in different profiles.

L% Attention! File system control will be effective only on the computers that was included
into the list of computers for indexing.

To enable control of workstations and users file system that is specified as profile objects:
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1. Select the Enable hash data banks check box.

2. Select the necessary data bank check boxin the list. Ifthe list is empty, create a data
bank of hashes and proceed with file system control configuring. For more information
see Configuring files hash data banks.

Ifthe control option is enabled and one or more data banks are selected, the file systems
of workstations that belongto set of the current profile objects will be scanned by agents.
The data concerning matches between hashes from controlled computers and data banks
will be stored in the system database and can be accessed from Client Console.

11.5.1.1{Miscellaneous agent settings

To access other settings of endpoint agents, go to the Other tab of the Endpoint agent
settings profile window.

Agent protection

%" You can select the protection made ta prevent the agent from being closed or deleted by the remote computer user. Agent process can be
hidden from the processes list on the remote computer so user can't see agent process from the task manager. Other option to protect
agent - protection from terminating by user action. If 3 user attempts to terminate the endpoint agent process, 05 will display 2 warning
and will restart if the user continues terminating the agent process.

Protection mode: | Endpoint agent protection disabled i

Agent visualization

Access to the agent activity information can be provided via agent icon from the controlled workstation directly. The agent icon will be
displayed in the system tray

[T] Show agent icon in the system tray

‘F. Local data storage
|
5.

Agent data local storage can stare intercepted data when agent can not send data to the EndPoint Agent control server. Local data storage
can helps to intercept data from computers that used in out of office work mode. When computer will connected to the local area network
and EndPoint Agent server will be connected all collected data will be sent to the server.

[7] Enable agent data local storage
Max storage size (Mb): | 1000

Restri

rage size by free disk space

free disk space): 20
Storing limit (Days): |30
S}, Communicstions with server speed restriction

Agent send data to the EndPoint Agent contral server with specified speed. To decrease network overloading and improve overall network
speed this value can be decreased but to transfer intercepted data from the agent to server will take more time.

Max transfer speed (KB\s): 10240

Agent protection
For different protection modes select one of the options in the Protection mode
drop-down menu:

- Endpoint agent protection disabled (the agent is not protected be
termination or removal by user, and is not hidden in the process list);
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Protect the endpoint agent on remote computer from terminating by user
action (ifa user attempts to finish or delete the endpoint agent from their
workstation, an operating system warning will be displayed informing of a
possible system failure in case the user finishes the agent process; ifthe
user continues agent termination, the system will restart and the agent
will be recovered);

Hide the endpoint agent on the remote computer (the agent process and
service, as well as the agent files and folders will be hidden on the user
computers).

¥
L& .Warning! In some cases agent masking function may cause conflict with
Antivirus software.

Agent visualization

To ensure access to agent settings and operatinginformation from the controlled
workstations directly check the Show agent icon in the system tray option. Hereby
the agenticon will be shown in the notification area (system tray). Agent
configuration settings are accessible through context menu (right-click the
applicationiconinthe system tray).

Local data storage

Incase a local data storage is enabled on endpoint agents, all data transmitted by
the user while his computeris not connected to the corporate network, will be
saved into a temporary storage on the endpoint, and when the computeris re-
connected to the network, all stored data will be automatically transferredina
background mode to the server for analysis.

To enable/disable local data storage on endpoints, check/uncheck the
corresponding box.

Storage ofthe data is performed in rotation mode, the obsolete file will be
replaced with the new one when the Max storage size is exceeded.

One can specify the followed data storage options:

Max storage size - fixed size of data storage. The default value is 100 Mb.

Size in per cent - dynamic size that considered as per cent of free space on
the disk. Isn't specified by default.

Storing limit -time limit for storing ofintercepted information. The default
value is 30 days. Value of storing limit must be within the 1-30 days range.
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Communications with server speed restriction

Torestrict the speed of data transfer between the server and the agent enter the
speedvalue(Kb/sec)in the correspondingfield.

11.5.2 Viewing and modifying profile

To view or modify an existed profile, double-click a profile you need in the list or click
Modify profile on the toolbar of the Agent settings manager window.

Configuring procedure is described in details in Creating new agent settings profile
chapter.

Note: All parameters of Default profile (except the name and objects of application) are

available for modifying. To reset Default profile to presets, click Reset settings to default in
the Endpoint agent settings profile window.

11.5.3 Deleting, disabling and copying profile

1. To delete an existing agent settings profile, double-click a profile you need in the list
and click correspondingcommand in the context menu or click Delete profile on the
toolbar of the Agent settings manager window. In the confirmation dialog box, click Yes.

N

. Todisable an agent settings profile, double-click a profile you need in the list and click
corresponding command in the context menu. In the confirmation dialog box, click Yes.
This functionis also available during profile editing or creatingin the Endpoint agent
settings profile window. Clear the Settings profile enabled check box if you do not want
touse anappropriate profile at present, but you are going to use it further.

The disabled profile will appears in the list dimmed and becomes invisible for agents.
To discard the action right-click a profile in the list, and then click Enable profile in the
context menu.

3. To make a copy of a profile, right-click the necessary profile, and then click the
corresponding command in the context menu or click Copy profile. In the confirmation
window click Yes. The copy ofthe selected profile will be displayed in the list with mark
(copy). Copying can be useful for a new profile creation with settings of existed profile
as a basis.

11.5.4 Priority of agent profile

SecureTower system applies existing profiles of settings according to item position in the
list of profiles in the Agent settings manager window.

Thus, the lower profile line position in the list, the higher priority of its application. For
example, ifone object is defined in the field Applied to: for two different profiles, system
will apply to this object the settings of profile with lower position: for data interception of

the user account Administrator, the settings specified in the Profile2, instead of Profilel will
beapplied.

However ifthe user accountis attached to the computer with higher priority profile, the
profile of the computer will have a senior level of priority and for data interception of the
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attached userthe computer profile will be applied: ifAdministrator is attached to FG-
LAPTOP computer, Profile3 settings will be applied to user Administrator.

'@ Agent settings manager

o Create profile

|2 Modify profile | Delete profile | || Copy profile ‘@ Move up Move down

Prafile description Applied to ]
[C] Default prafile By default to all computers and users

[ profiler PG-DB Administrator FG-LAPTOP

[ erifile2 Administrator,FG-LAPTOP

[T prifile3 FG-LAPTOP

To change profile position in the list, click Move up/Move down on the toolbar.

Note: Move up/Move down commands are not available for Default profile. This profile
always has lower priority.
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11.6 Automatic assignment of contact information

Endpoint control agents support automatic linking of user contact information (Skype
accounts, ICQnumbers, e-mails, IP-addresses) to user cards. This function facilitates user
identification in the network. To enable this function, select the corresponding optionin
the endpoint agent settings window.

Auto assign contact information to users

.2 Use this option to allow SecureTower automatically link contact information intercepted by endpoint agents
& such as messenger UINs, e-mail addreses, IP addresses and etc to the user cards. Cantact linking will allow to
correctly identicate users that sent information across the network.

Auto assign contact information to users Auto assign advanced settings

Users server connection parameters:

Server address: localhost

Note: In order the system could perform automatic assignment of contact information, a
Windows Active Directory account must be linked to every user having an agent installed on
his computer (refer to section User Network identification). Contact information will not be

automatically linked to user cards with no information about a corresponding Active
Directory account.

L. Attention! Upon automatic linking of user contact information the data from the cache
of Active Directory are considered only. Ifany changes within Active Directory structure were
madein the period between cache updating and such operation, the operation will be
performed without taking this changesinto account. To take the non-fixed in cache changes
of AD structure into account urgently, update Active Directory structure manually .

1. Enter the address ofthe user serverinto the Server address text field.

2. To configure automatic assignment parameters, click Auto assign advanced settings.
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7 2
@ Auto assign contact information advanced settings w

Auto assign contact information advanced settings
Specify types of information to enable contact information auto assign
Auto assign options

Specify contact information types that should automatically assign to the users:
Skype accounts
ICQ uins
E-mail addresses
Yahoo accounts
IP addresses

This option allows you to exclude information from the information auto assigning process. It can be helpful in cases when some
contact information should not be assigned (like IP addresses of terminal servers or shared e-mail addresses)

Exclusions

Auto assign user options

This option allows you to create new user card if new contact information not belonging to any existing user is found. It can be
helpful to autematically track new users that appear in the netwark
Create new user card for unknown user

This option allows you to exclude certain users from contact information auto assigning process. It can be helpful in cases when
contact information of specific users should not be auto assigned

[ User exclusions

OK | l Cancel

h

3.Inthe advanced settings window select the types of information that will be
automatically assigned to users by selecting/clearing the corresponding check box:

-Skype accounts;
-ICQnumbers;
-e-mail addresses;
-Yahoo accounts;
-IP addresses.

4.In some cases you may need to forbid linking of a certain identification information to
user profiles. For example, itis important to exclude IP addresses of terminal servers
from this process. This will help to avoid errors caused by linking the same IP to several
users working on such servers. Besides, the IP addresses of mail servers should also be
excluded from automatic assignment. To set up exclusions, click Exclusions.

Exclusions

In the exclusion window click Add exclusion.
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.
@ Auto assign exclussions

Auto assign exclussions

Add exclusions

"L Add exclusion Delete exclusion

Exclusion

Exclusions count: 0

| ————

A

@ Add exclusion

Add exclusion

Add exclusion to the exclusions list

Exclusion type: [IP address

Exclusion:

e

In the Exclusion type menu, select a type ofidentification information you wish to
exclude from automatic assignment: IP address, e-mail address, Skype account,
computer name. Enter the corresponding data into the Exclusion text field and click

Add.

Once all the necessary users have been added to the exclusion list, click OK.

5. The option of user card creation for unknown contacts serves for automatic creation of
user cards in case new contact data is detected which does not belongto any of the
existingusers. This function can be used to automatically track new users appearingin
the network. To switch on this option, click Create new user card for unknown user.

6. Except for excluding IP addresses, you may exclude certain users from automatic
assignment of contact information. In this case no information will be added to the
specified users cards automatically. To enable user exclusion, click User exclusionsin the

lower part of the auto-assign advanced settings window.
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User exclusions

In the User exclusions manager window click Add exclusion.

r B
@ User exclusions manager M

User exclusions manager

Add users to exclude them from the auto assign contact

information proc

"L Add exclusion Delete excluzion

User name

| Exclusions count:

OK | [ Cancel l

U —— e - -~

r N
& Select Windows user account &

Enter the text to filter the list:

Active Directory users

User E-mail Description é
& Administrator Administrator@pg.local Built-in account for
& Falcongaze Builder falcongaze builder@pg.local

& Guest Built-in account for
& journal journal@pg.local

& kibtgt Key Distribution Ce
& redmine redmine@pa.local %

7l ] | ;
Usersin list: 120

& =

Awindow will open in which you are to select users you wish to exclude from
automatic assignment of contact information. Select a userin the list ofall Active
Directory accounts. To select multiple fields hold down Ctrl on your keyboard and
clickon the fields’ titles. Use the search field above the user list to facilitate search
through a longlist. Enter letters into the field and the system will display only
those users that have the specified letters in their account name or e-mail
address.

After you have highlighted all the necessary users, click Select to add them to the
exclusion list. The total count of users added into the list will be displayedin the
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lower part of the user exclusion manager window.

Once all the necessary users have been added to the exclusion list, click OK.

7. After you have configured all the advanced settings of the automatic assignment
feature, click OK to save the changes or Cancel to discard them.
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11.7 Setting up computers indexing

Indexing of workstation is a part of file system control and enables search of the sensitive
files within computer file system. The set of sensitive files is stored in the system data
banks of file hashes. The mode of data banks applyingis determined upon file system
control configuring.

Indexingis based on the list of controlled computers and indexing rules. Indexing
statistics for each computeris provided in the correspondingtab of agents schema (for
more information, see Monitoring endpoint agents status).

To enable and configure computerindexing, select the check box of relative optionin the
Computer for indexing section in the endpoint agent settings window:

Computers for indexing
@ Agent provides file system indexing on the contralled computers. Enable this option to specify the set of
4= computers that must be scanned for files within information security issues solving.

Enable indexing

[ Computers for indexing |

1. To set list of computers for indexingand hash calculating (a particular computer or
group), click Computer for indexing.

Note 1: Indexing of all controlled computers is executed by preset rules.

1. Set the mode of the list processing:

® Toindexonlythe workstations, that names are included to the list, select Index
only objectslisted above. In this case the file systems of other network computers
will not be indexed and checked upon search of sensitive files.

®* Toindexall workstations ofthe network, except listed, select Index all computers
except listed above. In this case file systems of all computers in the network will
be indexed and taken into account upon search of sensitive files.

2. Click Add object on the window toolbar and specify the computers as described in The
list of excluded computers.

3. Configure indexingrules:

® Toconfigure and apply to selected object personal settings, click the object line in
the list, then click Configure personal indexing settings on the toolbar. Then follow
the recommendation of Configuring indexing filters and Configuring schedule
sections of this chapter. The object with personal indexing settings will be

marked with icon of custom settings

244




SecureTower. Administrator Guide

Domain Chject

pg.local | Computers
& FG-SRV.pg.local
& PG-ACpg.local

& PG-PDC.pg.local

® Toapplycommon settings to object or group with personal ones, click the
necessary entries in the list, and then click Indexing settings on the footer bar.
Then click Apply default settings.

4. To change configuration of common settings, click Indexing settings on the footer bar
and then click Configure default settings. Then follow the recommendation of
Configuring indexing filters and Configuring schedule sections of this chapter.

Note: By default the common preset settings are applying to all indexing objects. Herewith,
the temporary and other system files and directories are excluded from indexing. One can
modify the presets for all objects simultaneously, except objects with personal settings.

5. To perform other operations with list of computers follow the recommendations given
in Exclusions from interceptions.

6. Click OK when finish configuring.

Configuring indexing filters

The filters of directories and files are available for configuringin the Indexing filters
configuring window. Set the filters as described further, and then configure hash
calculatingschedules.

Toreset personal settings to default, click Apply default settings on the footer bar.
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Indexing filters | Indexing schedule |

Directory indexing filters

[ Add fiter | | T Modity fier | | % Delete fier |

Filter value Description
%TEMP% Temp folder used programms to store temp files
%TMP% Temp folder used programms to store temp files
#%WINDIR% Folder used system to store configuratin files

_) Index only directories listed above
@ Index all directories except listed above

Files indexing rules

Index files which size is 256 MB

[ Add fiter | | % Modity fier | | T Delete fier |

Filter value Description

“tmp Temp files created by programms |
*temp Temp files created by programms 1
o Files used by system

*bak Backup file

sacefile.svs Daiin Windows -

_) Index only files listed above
@ Index all files except listed above

To customise indexing rule for directories, in the Directory indexing filters section:
1. Select the one from the filtering modes:

* Toindexonlyfiles from directories that satisfy the filters, select the Index only
directories listed above mode. All other directories will not be indexed.

® Toindexall directories of the file system of workstation, except the directories
satisfied the filters, select the Index all directories except listed above mode.
Directories that satisfy the filters listed in the list will not be indexed.

2. Click Add filter.

3. Type the necessary environment variable in the Filter value text field and descriptionin
the related text field if necessary. Click OK.

4.To modify or remove a filter from the list, click the necessary one in the list, and then
click the button related to the action on the section toolbar.

To customise indexingrule for files that should be indexed, in the Filesindexing rules
section::

1. Specify file size restrictions for indexing. To do this click the drop-down button with
preset value (lessthan). Click the necessary value of condition and type the limit of file
size. The files, which size is not meet the limit will not be indexed.

Files indexing rules

Index files which size is |less than 256 B

['E}Addfnter] % Mo

greater than
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2.Select the one from the filtering modes:

* Toindexonlyfiles that satisfy the filters, select the Index only files listed above
mode. All other files will not be indexed.

® Toindexall directories of the file system of workstation, except the directories
satisfied the filters, select the Index all files except listed above mode. Files that
satisfy the filters listed in the list will not be indexed.

3. Click Add filter.

4. Type the necessaryvalue in the Filter value text field and description in the related text
field if necessary. Click OK.

5. To modify or remove a filter from the list, click the necessary one in the list, and then
click the button related to the action on the section toolbar.

Configuring schedule

Indexingtaskis executed in the continuous mode and doesn't need to be configured
manually. By default hash calculatingis also executed in the same way, but usercan
configure the task schedule manually.

To configure schedules of the hash calculating tasks, click the Indexing schedule tab in the
rule configuring window:

1. Click Add schedule.
2. Inthe Schedule properties window type the schedule name in the related text field.

3. Clickthe drop-down arrow next to the Job type field, and then click the necessary type
task type:
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@ Schedule properties E
Schedule properties

Specify schedule properties and parameters

Mame: Schedule

Job type: |Start hash calculating
Start hash calculating

Stop hash calculating

Schedule startup parameters
©® Once Start date\time:  20.11.2015 16:37

D Daily
Weakly
(©) Monthly

OK | [ Cancel ]

® Start hash calculating. This task provides control of changes in file systems. It is
recommended to start this task during night time. At least one start task must be
configured.

® Stop hash calculating. Ifthe huge amount of data is to be indexed, the hash
calculating processes can be very time and resource-consuming. Therefore it is
recommended to set a task not only for the start but for the stop of the calculating
procedure.

4. Follow the steps from Creatinga schedule to set a startup parameters of the task
execution. Click OK when finish.

To modify or remove a schedule from the list, click the necessary one in the list, and then
click the button related to the action on the window toolbar.

Click Save when finish rule and schedule configuring.

Resetting default settings to presets

It's possible to reset default settings to presets if default settings has been changed by
user. Toreset settings:
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1. Click Indexing settings on the footer bar.
2. Then click Configure default settings.

3. Click Apply presetson the footer bar of the default settings window.
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11.8 License server information
In the license server information section of the Endpoint agents control window you are to
specify the parameters of access to SecureTower license server.

Specify the server address and port used to connect toitin the correspondingfields.
Follow recommendations from Setting up connection to the license server.
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11.9 Monitoring endpoint agents status

In the Agents scheme window, you can monitor not only the agents’ installation progress,

but the status of the agents (for example, a message that some agent was disabled or
that some agents need to be updated, etc.) too.

Toview the status of the agents installed or beinginstalled, select the Agentsschematab
in the Endpoint agent control center window.

® Inthe opened window you will see the list of workstations with their IP
addresses, information on the version ofagents installed, date and time of

their last activity current status, current scheduled agent tasks and access
user name.

:.".- Endpoint agent control center
On this page you can install and control endpoint agents on remote computers

Endpoint agents options | Agents schema ‘

R Refresh agents schema | [£ gy Functions = | [E | States legend @ server statistic
Enter computer name, IP address or user display name
Computer name Access user name [P Address - Server network statistic (started 28.04.2015 14:52:31)
® pa7.pg.ocal 192.168.3.167 Received: 253 ME (23,2 KB / Sec)
@ rcs pglocal 102.168.3.181 Sent: 764 MB (311 Gaiir / Sec)
= Protocol Received
® PGopglocal 192.168.3.180 %m eceive
_ SMTP protacol 36,6 KB (0,01%
@ pofbT4pglocal 192.168.202.78 P
4 POP3 protocol 297 KB (0,122
= Other agents (1) o -,
& HTTP protocol (visited urls, posts, por 597 MB (24,8
@ dlient3.contosolocal 1921687021 — & OSCAR protocol (ICQ and etc) .
| m v o m ] »
Computers: 48
[ Computer devices client3.contosa.lacal (11) | - Computer states legend
Computer action log client3.contoso.local State Qua
‘Computer network statistic client3.contoso.local (1) [E3] ‘C‘ Agents work successfully 342
Users on computer Received Profile (_) Computer doesn’t send data 0
Z Total 739 Kb (100%) ) Computer declined by licence 0
#% admin conteso.local 26,7 KE (3,61%) (& Test profile WinXP Amncts "‘“'r"?”:“"""‘"'"' e ”'
. - 1

® The agents’ status window is automatically refreshed every 30 seconds. To

immediately receive updated information about agents status, click Refresh
agents schemain the Commandssection.

To find a particular computerin the list, enter the name or IP address of the
computer you are searching for or user account name in the text field. As you

type, the list will display only the computers that have the entered symbols
in theirname/IP address.

- Refresh agents schema S Agent cperations ~

192.168.1)

All agents are grouped by types —controlled by server and other.
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Computer name Access user name 1P Address

# = Agents controlled by server (47)

= = Other agents (1)

The agents controlled by Server are in the first group. By default, the agents installed with
Administrator Console get to this group.

The agents not controlled by server with installation independent settings are in the
second group. By default the agents installed through group policies or manually get to
this group.

The main distinction is that agents of the first group may be launched (if they were
stopped)or reinstalled (ifthey were damaged) directly by Endpoint agent control server
of SecureTower.

Agents of the second group work independently. Server receives from them information,
but doesn't supervise theirinstallation, up-datingand restoration.

Agents from second group are working in independent mode. Server receives information
from them, but doesn't control theirinstallation, updatingand restoration.

Note: In case of Endpoint agent control server address change, for communication
restoration via new port and receiving up-to-date information from agents of the second
group, updating of these agents should be carrying out manually.

For optimization of interaction process with agents itis recommended to move agents of
the second group to the list controlled by server. For relocation of agents from one group
to another use corresponding options of the context menu called by right-clickingon a
computerinthe list (see below).

Context menu

Add computer to the controlled by the EndPaoint Agent server

Remove agent and exclude computer from schema

Exclude computer from schema without agent deletion

Clear EndPaint Agent statistics
View agent logs
Restart agent

Enable extended log made

Set computer access credentials

® Relocation of agents

To add the computer to the controlled by server list (the option is available only for
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agents from Other agents group) click on corresponding options in context menu. In
case ofthis and followed clicking on the Apply Changes button in the lower right
corner of Agents schemawindow the agent will be moved to the controlled by
server list. Other shortcut options will be available in the Functions menu.

® Remove agent and exclude computer from schema

Ifyou select this option, the system will try to connect to this computer and
remove the agent fromit. In case the computer name was entered incorrectly or
the computer cannot be accessed for any other reason, the system will keep trying
to connect to this computer until it succeeds and uninstalls the agent. To simply
remove the computer from the list (without trying to uninstall the agent), use the
next option.

® Exclude computer from schema without any additional actions

Ifyou select this option, the system will not try to connect to the specified
computer, and will simply remove it from the list.

® C(Clear Endpoint Agent server statistics

Ifyou select this option, the system will delete all statistics about intercepted
data from this computer.

* Viewagentlogs

This optionis used to access a full agent log on a specified computer. When you
select this option, a new window will open containingall technical information
about the agent on the selected computer, including records of agent events and
statuses, installation and sessions. Select the correspondinglogtype tab to
investigate agent logs.
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@ View agent logs

Vv

Enter

w agent logs

nt logs from

text to filter list

5 Today (T Past2days T Past7days [ Past30days [G Date range

Agent log (23)

Agent installation log (245) | Agent sessions logs (1) |

W

Dateltime:

22,05.2015 04:55:35:245 (Ox(
22,05.2015 03:19:06:508 (Ox(
22.05.2015 06:19:07:954 (Oxl

22.05.2015 07:20:06:689 (Oxl

22,05.2015 08:20:08:144 (0x(
22,05.2015 09:03:01:857 (Ox(
22.05.2015 09:03:47:144 (0x(

Message

CCertificatesControl.ProcessCreate start process browser Chrome.

CCertificatesControl.ProcessCreate start process browser Chrome,
CCertificatesControl.ProcessCreate start process browser Chrome.
CCertificatesContral.ProcessCreate start process browser Chrome.,
CCertificatesControl.ProcessCreate start process browser Chrome.
CCertificatesControl.ProcessCreate start process browser Chrome,

CCertificatesControl.ProcessCreate start process browser Chrome

22.05.2015 0%:11:49:925 (0xl CCertificatesControl.ProcessCreate start process browser Interner Explorer.
22.05.2015 0%:21:06:880 (0x( CCertificatesControl.ProcessCreate start process browser Chrome.
22,05.2015 09:23:08:280 (0x( CCertificatesControl.ProcessCreate start process browser Interner Explorer.
22,05.2015 10:21:08:338 (0l CCertificatesControl.ProcessCreate start process browser Chrome.

22.05.2015 10:22:41:883 (0l CCertificatesControl.ProcessCreate start process browser Chrome.
22.05.2015 11:22:07:302 (0xl CCertificatesControl.ProcessCreate start process browser Chrome.
22,05.2015 12:22:10:331 (0xl CCertificatesControl.ProcessCreate start process browser Chrome.
22,05.2015 12:35:06:696 (0xl CCertificatesControl.ProcessCreate start process browser Interner Explorer,

22.05.2015 13:03:42:317 (0« CCertificatesControl.ProcessCreate start process browser Interner Explorer.

L ON 2 O N S ORI N Ol SN Ol Ol O Ol O )

22.05.2015 13:23:07:782 (0xl CCertificatesControl.ProcessCreate start process browser Chrome.,

Refresh logs

I Open log external Save l

One can use the following features duringlogs viewing:

1

. Toselect the date range you need to be represented in the displayed log use the
corresponding button on the window toolbar:

. Todisplay the logrecords corresponded to particular event type click the All
button and clickthe necessary one.

. Todisplay records that contain the particular word or phrase in it's message text
type the words you are searching forin the text field. As you type, the list will
display only the records with messages which have the entered symbols in their
text.

. Toupdate logs to the up to date condition while viewing click Refresh logs.

. Toopenloginthe external application click the Open log external button. Log
will be opened inthe associated text editor (for example, Notepad).

. To save logs (for example, to send to Falcongaze Technical Support Service) click
Save.
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l@ Selecting logs to sa

Selecting logs to save
Select the logs by required dates

i Agentlog

: Agent installation log
4 [@ ) Agent sessions logs

“% Boris Makovski

[ setectall | | Inverse selection | | Deselectall

Select the check boxes next to the necessary logtypes. To include archive logfiles
as well as the currently used for logging files click the drop-down arrow.

Select the necessary date check boxes. Use the choice buttons in the bottom of
the window. All logs files recorded from the start of the agent operation are saved
by default. Click Save after completion, specify the folder to save files and click
Save. Files will be compressed to *.zip archive.

® Restart agent
® Enable extended log mode
® Set computer access credentials

Access credentials may be set for the particular computer with SecureTower agent.
User account under which EndPoint agent Server is started has full access
credentials to the all computer with SecureTower agent in network by default, in
cases when other conditionisn't specified.

To set computer access credentials select corresponding option from context
menu and enter a Windows user account and password in the Credentials to the
computer window. To choose one of users account from Active Directory or Local
computer users click Browse.

Select domain from the drop-down list and click Search in the Selecting Windows
user account window. Go to the Active Directory userstab or the Local computer
userstab and select useraccount you need from the list, click Select to continue.
Data in all column are accessible for sorting by mouse left-clicking on column
name.

Click OK to finish with computer access credentials.
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Attention! A user account under which Endpoint agent control server works should have the
necessary rights to access the resources of the computer on which this agent is set. If this
account has no sufficient rights or ifthe server can't get access to the remote computer for
other reason (f. e., the computer is switched off), the agent will not be able to be controlled
by server and the user will see corresponding warning.

Functions menu

When you select a computerin the list, the following commands will be available
on the Functions menu: :

i'ip Functions ~ || 5=

States legend '. Server statistic

Clear EndPoint Agent server statistics

Remove agent and exclude computer from schema

Exclude computer from schema without any additional actions

View agent legs

- Clear Endpoint Agent server statistics. One can use this command to clear the
section with statistics of data, accepted by server and delete corresponding
information from the system.

- Remove agent and exclude computer from schema. Use this command to delete
the agent module from specified user workstation and exclude the one from
schema.

- Exclude computer from schema without any additional actions. Use this
command to exclude computer with the agent module from the list of agents
which are under server control but without agent removing action.

- Viewagentlogs. One can use this command toinspect all technical information
about selected computer, including records of agent event and statuses,
installation and sessions.

The commands above are available on the context menu (for detailed information
see recommendations given for the context menu options). One more command is
accessible from the functions menu only:

- Export agentslist. Use this command to export the list of displayed agents to
Excel, TXT or CSV file according to selection. Hereby the agents data and status
information will be exported too.
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States legend menu

Click Stateslegend to display/hide the agent status legend in the right lower part of
the window.

Computer states legend

State Quantity
® Agents work successfully 1
!‘-‘ Agents update settings 0
) Agents installing\removing 0
Computer with warnings 0
Computer with errars 0
:..I Computer unavailable 0
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@ Agents work successfully

Agent service installed

Agent service started

Agent service running successfully

@ Agents update settings

Updating settings oninstalled agents

O Agents installing\removing

Agent service notinstalled

Installingagentin progress

Removingagentin progress

@ Computer with warnings

Agent service stopped

Workstation not found (could be
turned off)

@ Computer with errors

Workstation SCM (=Service Control
Management) could not be accessed
(see Note below)

Workstation hard disks could not be
accessed

Workstation registry could not be
accessed

Agentinstaller service could not be
installed or started

D Computer unavailable

Workstation could not be found
(name could be incorrect)

Unknown
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Note: One of the reasons for this type of error on Windows XP machines may be the
Simple File Sharing option. To eliminate this error, disable this option:

-double-click My computericon on the remote machine

-select Tools —Folder options... in the main menu

% My Computer

File Edit View Favorites Help
: : Map Mebwork Drive...
wy "7 ) [_ﬁ Disconnect Metwark Drive... F:
- Synchronize... —
fddress | i My Computer
Falders S : nputer
@' Desktop
Iy D E (==
G & ocumen : | Shared Documents
= 5) My Computer |
5 314 Floppy (A
T S L mm =l Pl Sy

-inthe new window go to the View tab

-clear the Use simple file sharing check box in the Advanced settings list

Folder Options

| Offline Files
Folder views
Y'ou can apply the view [such as Details or Tiles) that
I yaou are uging for this folder ta all folders.
[ Apply to All Folders l ’ Reset All Folders
Advanced settings:
(®) Do not show hidden files and folders ~
) Show hidden files and folders
Hide extenzions far known file types
Hide pratected operating system files [Recommended)
[ Launch folder windows in a separate process
Remerber each falder's view settings
] Restare previous falder windows at lagon
] Skow Control Panel in by Computer
Show encrypted or comprezsed MTFS files in colar
Show pop-up description for folder and desktop items
I fing [ mended] 23
e
Restore Defaults
[ 0K ] [ Cancel ] [ Apply ]

-click Apply

-close all settings windows by clicking OKin each of them

259




Toview the status messages log for the agentinstalled on some workstation, click
the line with the necessary workstation in the agents’ status window, and you will
see 100 latest messages on the selected agent’s status in the Agent status log
section located under the list of agents.

Computer action log

Date/time
@ 28.02.2010 21:47:20
@ 28.02.2010 21:47:20
@ 28.02.2010 21:47:20

Message
Task in processing: -
Task sheduled: Check agent state

Status set: Workstation not found (could be turned off)

2l

Server statistic

Upon clicking Server statistics in toolbar section of the Agents schemawindow, the
section with statistics of data accepted by serveris displayed/disappeared in the
right area of the window.

Server network statistic (started 29.12.2012 8:49:19)

Received:

Sent:

Protocol
G SMTP protocol
G4 POP3 protocol

il FTP protocol

8 siype

|¥ Desktop activity
B Screenshots
g: Printers
Clipboard

|E| Lync

& HTTP protocol (visited urls, posts, pot
&8 OSCAR protocol (ICQ and etc)

(©) MRA protocal (Mail.RU Agent)

' XMPP protocol (GTalk and etc)

?,:, YIM protocol (Yahoo messenger)

%2 Files from USE devices

Received
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Computer statistic/ Computer action log/ Computer devices

To view interception statistics of the specified agent, log of status messages ofthe
agent and the parameters of the devices connected to the computer on which the
agentis set, clicka line of the required workstation, and the relevant information

will be displayed in the lower part of a window under the list ofagents.

In the Network statistics tab statistics of the traffic intercepted from this computer
and traffic of the particular user working at this computer is displayed. Also for
each user ofthe selected computer the applied profile name is specified. To
inspect the profile parameters hover over the profile name and clickit. To display a
profile application time and common information hover over it - the pop-up
window will be shown. Names ofthe users attached to this computer, but inactive
at present (for example, quitted the system) are dimmed. In case of a choice ofthe
specific user statistics intercepted data types information (protocols)is displayed
on the right.

Computer action logtab is used to find a full agent log on a specific computer. Go to
this tab and inspect all technical information about selected computer, including
records of agent event and statuses, installation and sessions. To copy the
necessary entry to clipboard right-click it and then click Copy row in the context
menu or select the row and press Ctrl+C. To copy log click Copy all in the context
menu.

Computer devicestab is used to find a full information about devices connected to
computer. Go to this tab and inspect devices parameters. This data may be copied
to clipboard and used for devices interception configuring (see Devices control for
details). To copy the necessary parameter value to clipboard right-clickit and then
clickthe necessary command in the context menu. To copy all devices list together
with parameters click Copy all in the context menu or press Ctrl+C.

Computer network statsstics pgl3.pglocal (1)

Computer devices (1) Computer action log
Product name Senal number Manufacturer  Vendor I
" MATESxx Android Phone 0123456TRAARLC  MediaTek 1902

{‘_‘1 Copy product name
Copy serial number
Copy manufacturer
Copy VendodD

Copy ProductD

Copy all

Indexing statistics tab presents results ofthe computer file system indexing.

261




12 Setting up mail processing

SecureTower Mail Processing Server initially intercepts e-mails sent via third-party mail
servers. The system can integrate with mail servers based on MS Exchange and other
software using POP3 and SMTP protocols (Lotus Domino, Postfix, Sendmail, etc.).
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12.1 Setting up mail interception

To configure connections to mail servers and modify existed ones go to the Mail server
connections section and follow the guidelines given in corresponding chapter: MS
Exchange connection, Connecting to mail server over POP3 protocol, Receiving mail from
server over SMTP protocol.

When the connections is configured, them (active and inactive) will be added to the mail
servers connections list. The inactive ones will be dimmed in the list.

Cannection name Mail server address  Last update date Recent: received/skipped/error  Tatal: received/skipped/arror

B3 pg-m (Exchange) pg-m 05052015 15:46:03 1/0/0 301/2/1

Entry of each connection contains the following data:
Mail server address - the connected server name;
Last update date - date and time of the last operation of mail receiving from the server.

Recent: received/... - statistic of mail processingsince the last session of mail receiving
have been started. "Received" -the number of intercepted emails which were saved to
the database. "Skipped" -the number of the emails that was ignored upon interception
due to different reason: the email is in the list of exclusions; excess of the mail licence
limit; the SecureTower Security Center email; internal MS Exchange system mail; the mail
with the size more than 100 Mb (by default). "Error" - the number of errors that occurred
upon receivingor saving processes .

Total: received/... - statistic of mail processed since MPS service start-up.

12.1.1 MS Exchange connection

Note: Before you proceed with configuring MS Exchange e-mail interception in SecureTower,
you need to set up mail journaling mechanism on your mail server. All mail transmitted
through the server will be simultaneously copied to a special mailbox which will be
controlled by SecureTower Mail Processing Server. See instructions for setting up mail
journaling in paragraph Configuring a mail journaling mechanism)

Open SecureTower Administrator Console —Mail Processing tab, and follow the
instructions below.

Select MS Exchange connection in the Add mail server connection drop-down menu.
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& Add mail server connection

£3 MS Exchange connection
(<1 POP3 connection
[Z# SMTP connection

@ MS Exchange connection options M

Configure MS Exchange connection options
Specify connection options to connect to the MS Exchange |

Connection name:

MS Exchange server address:

MS Exchange server varsion: [MS Exchange 2010 SP1 A

Journal rule account address:

Journal rule e-mail account password:
Use secure connection (HTTPS)

Update interval: 30 Sec v
[ Leave mail mMessages on sarver
Enabled (process mail meassages from this connaction)

[

In the new window you need to specify the following settings:

h

Connection name (any name for the convenience of identification);

MS Exchange server address (the name of your physical server where MS Exchange Server is
installed);

MS Exchange version (version of the software installed on your server). Supported versions
include MS Exchange 2007, 2010, 2013 (including 2010 and 2013 with Service Pack 1);

Journal rule account address (the name of an account to which all mail will be copied
accordingto the journallingrule created in paragraph MS Exchange);

Journal rule account password (password for the journalling account)

In case you need to use secure connection to your mail server, check the corresponding
box.

Update interval (SecureTower will establish a connection to the mail server and extract
new messages with the specified interval. Enter a value in the text field and select a unit—
seconds, minutes or hours);

If you wish that all mail remains on the mail server after SecureTower extracts it, check
the corresponding box. Otherwise all mail will be deleted from the server after extraction.

To enable/disable the connection select/clear the Enabled check box.

Click Test connection to make sure all specified parameters are correct. If the test
completes successfully, the system will display a corresponding message. Otherwise
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check your settings again. To save settings, click OK, then click Apply changesin the lower
right corner of Administrator Console main window.

12.1.2 Connecting to mail server over POP3 protocol

SecureTower system can control mail transferred via mail servers based on various
software (like Lotus Domino, etc.) by connecting to such servers and extracting mail over
POP3 protocol (including SSL-encrypted). To use this function you need first to set up mail
journaling on your server (similar to journaling in MS Exchange —see Configuring a mail
journaling mechanism) or some other mechanism which will enable SecureTower to
extract the copies of all e-mails from a single account.

To set up a connection to a mail server over POP3, select POP3 connection in the Add mail
server connection drop-down menu.

F N
@' POP3 account connection options [&J

Configure POP3 account connection options
Specify connection options to connect to the POP3 account

Connection name:

Mail server address:
Account name:

Account password:
1 [C] Use secure connection (S5L)
Update interval: 30 Sec x>

[C] Leave mail Messages on server

Enabled (process mail messages from this connection)

(=

In the new window you need to specify the following settings:

l Cancel ]

b

Connection name (any name for the convenience of identification);

Mail server address (the name of your physical server where Lotus Domino, etc. is
installed);

Account name (the name of an account to which all mail will be copied, i.e. the mail
journalingaccount);

Account password (password for the journaling account)

In case you need to use secure connection to your mail server, check the corresponding
box.

Update interval (SecureTower will establish a connection to the mail server and extract
new messages with the specified interval. Enter a value in the text field and select a unit—
seconds, minutes or hours);

Ifyou wish that all mail remains on the mail server after SecureTower extracts it, check
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the corresponding box. Otherwise all mail will be deleted from the server after extraction.
To enable/disable the connection select or clear the Enabled check box.

Click Test connection to make sure all specified parameters are correct. Ifthe test
completes successfully, the system will display a corresponding message. Otherwise
check your settings again. To save settings, click OK, then Apply changesin the lower right
corner of Administrator Console main window.

12.1.3 Receiving mail from server over SMTP protocol

SecureTower system may be configured to receive e-mail flows from any mail servers via
SMTP protocol (including SSL/STARTTLS-encrypted), i.e. act as a server. To use this function
you first need to set up your mail server to send copies of all e-mails to SecureTower
server.

To set up SecureTower SMTP server select SMTP connection in the Add mail server
connection drop-down menu.

@' SMTP server connection options M

Configure SMTP server connection options

Specify connection options to configu MTP server

Connection name: SMTP connection

Server port: 25

Encryption method: [SSL o
Certificate path: C\ProgramData\FalconGaze SecureTower\SMTP\default.cer

Private key path: CAProgramData\FalconGaze SecureTower\SMTP\default.pvk

Single message max size: 100 Mb

Messages queue storage path:  C:\ProgramData\FalconGaze SecureTower\SMTP\Queue
Messages queue max count: 10000
Messages queue max size: 2048 Mb

[Z] Mot send errors to the sender

Enabled (process mail messages from this connection)

) —

In the new window you need to specify the following settings:

b

® Connection name (any name for the convenience of identification);

® Server port (the number of TCP/IP port that will be scanned by SecureTower server. This
should the port where the e-mail flow is directed to. As a rule, port 25 is used for non-
encrypted SMTP, and port 465 —for encrypted SMTP traffic.)

® Encryption method (if necessary, select one ofthe two available encryption methods —
SSL or STARTTLS. Encryption makes the connection more secure, but creates additional
load on the sending (i.e. corporate e-mail server)and receiving (i.e. SecureTower SMTP
server) parties).

® (Certificate path (this parameteris only shown when an encryption method —SSL or
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STARTTLS —is selected. In this field you need to enter the full path to the encryption
certificate file. If the file does not exist, the certificate will be generated
automatically).

Private key path (this parameteris used in the same manner as the previous one).

Custom certificate (the Generate custom certificate button generates a certificate and
a private key after the user specifies the necessary parameters: domain name and
duration. You might need to use this button ifthe mail server software which sends out
the e-mail flow cannot connect to a server havinga domain name which does not
match the one it expects).

Single message max size (the maximum size ofan e-mail to be processed by
SecureTower server. All larger e-mails will be ignored).

Message queue storage path (the full path to a directory which will be used for
temporary storage of all e-mails before they are processed by SecureTower and
transferred toits database. In case the message flow is too intense, itis recommended
to use a RAID array for better performance).

Message queue max count (the maximum length of the e-mail messages queue. When
this limit is reached, SecureTower SMTP server will temporarily reject new messages
until there are empty slots in the queue).

Message queue max size (size limit (in Mb) for the e-mail message queue. When this
limit is reached, SecureTower SMTP server will temporarily reject new messages until
there is empty space for the queue).

Errors messages -the check box allows userto disable sending error messages to the
sender. In some cases, when SecureTower cannot process an e-mail coming from the
mail server, an error message may be sent. If you wish to disable sending such
messages to your corporate mail server and further —to the e-mail sender —check this
box).

“Enabled” (select this check box to enable/disable the SMTP connection).

Click Test connection to make sure all specified parameters are correct. If the test
completes successfully, the system will display a corresponding message. Otherwise
check your settings again. To save settings, click OK, then Apply changesin the lower right
corner of Administrator Console main window.
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12.2 Miscellaneous mail processing settings

In the upper part of the Mail processingtab you will be able to see a list of all mail server
connections you have created. To delete a connection highlightitin the list and click

Delete mail server connection. To modify a connection settings, click Modify mail server
connection.

After you have specified connection parameters, follow instructions below to configure
other essential settings.

Select one of the two Mail processing strategies:

Mail processing strateqy

SecureTower provides mail processing based on the selected processing strategy. To start mail processing,
please select the processing strategy below:

_) Process mail messages only from specified e-mail addresses

Use this strategy if you need to process only some e-mail addresses, Based an this strategy,

SecureTower will process only e-mail addresses that you specified. Any other available e-mails received
from configured mail server connections will be ignored.

@ Process mail messages from all available e-mail addresses

Use this strategy if you need to process mail messages from all e-mail addresses. Based on this strategy,
SecureTower will process all messages received from configured mail server connections except for
those sent from or to e-mail addresses on the exception list.

E-mail addresses to exclude from mail messages processing

Process mail messages only from specified e-mail addresses

If you select this option you need to specify the e-mail addresses you wish to
intercept traffic for. To do so, click E-mail addresses to process mail messages. A
window will open in which you can add e-mail addresses to intercept traffic for.

r 3
|@ E-mail addresses list M

The list of e-mail addresses to intercept mail messages from\to
Mail m

ges will be intercepted on e-mail addres ncluded in the list

T_Q Add e-mail address to list Remove e-mail address from list

E-mail address

| OK | [ Cancel

L — = — —=

Note: The symbols "*"and "?" can be used to specify the sub-network musk.
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To add addresses click Add e-mail address to list, type the address in the dialog box
and click Add. To remove addresses from the list, highlight the address you wish to

remove and click Remove e-mail addresses from list.

-
@ Add a mail account to ignored accounts

E-mail address

Specify an e-mail address to add to the list

E-mail address: | user@server.com

’! Add | l Cancel

Process mail messages from all available e-mail addresses

Ifyou select this option you may specify the e-mail addresses you wish to exclude
from interception. To do so, click E-mail addresses to exclude from mail messages
processing. Add e-mail addresses that will be excluded from interception. The
procedure ofadding and removing e-mail addresses is the same as above.

E-mail addresses to exclude from mail messages
interception

_._9 Add e-mail address te list Remove e-mail address from list

F T —,
@ E-mail addresses list M
k - — "

E-mail address

E-mail addresses in list: 0

ok || Cancal

F=

Configure Data storage settings

Select the database to store intercepted mail by clicking Select data storage. For
detailed information on connection to databases refer to clauses Selecting data

storage tzge).
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Data storage settings

Current data storage settings:

ffi
11(%

Plugin name:
Server name:
Database name:

User name:

Select data storage

Note: In case you use Windows authentication to connect to your MS SQL Server
database, you need to configure the Exchange Interception Server startup
parameters. To do so, select Services in the component selection bar in the left part of
the main Administrator Console window and click Service startup parametersin the
Exchange Interception Server section.

Mail processing server

This server allows monitoring third party mail servers and extracting mail messages
Status: & Running

In the Service startup parameters window select the option Start under the
specified account option.

g y
%@ Service startup parameters M

Service startup parameters -
Configure service startup parameters to tune up the service startup process

Service startup settings
_) Disabled
@ Automatically start on system startup
_ Manually start by user

Service startup account settings

_) Start under local system account

Account name: Browse

1 Account name should in the "DomainMame\UserName™ form for an domain user
and in “\UserName~ form for a local user

Password: SEFRSBFBANBLIBNANNS

| OK | [ Cancel l

b

Specify the name and password of the user having access rights for the selected
database and click OK.

In the License server information section type the address of the license server and
the port used to connect toitin the corresponding text fields. Follow
recommendations from Setting up connection to the license server.
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After all parameters have been specified click Apply changes to save your settings.
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12.3 Configuring a mail journaling mechanism

Ajournalingmechanism in MS Exchange Server is configured with either internal or
external mailbox.

12.3.1 Journaling to internal mailbox

Ifyou use journalingto internal MS Exchange Server mailbox, all e-mails will be copiedto a
special mailbox, where they will be gathered by SecureTower Mail Processing Server. To
set up this type of journaling, follow the instructions below.

Start Exchange Management Console of your MS Exchange Server application and right-
click on the Mailbox item under the Recipient Configuration option in the left part of the
window. Acontext menu will appearin which you are to select the New Mailbox option.

[BgExchange Management Console

[_[5]x]
File Action Wiew Help
= 7olHE
£3 Microsoft Exchange £ Mailbox - pg.local Actions
1 s/ Organization Configuration . z =
&4 Mailbese ¥ Creats Filter ik
|+ Client Access L, Mody the Maxinum Num. .
33 hub Transport Display Name -~ Recipient Type Detaits | Primary SMTP Address
L7 Unified Hessaging @Andministrator Adwinistrator  User Malbox Adninistrator@pg. ocal < Find...
= 3 server Configuration iredmine redmine User Mailbox redmine@pg.local L2 e Mo
= maibox @Asecurity.center  security.center  User Mailbox security. center@pg.local
& =
i Client Access £, BrEblEim
- Hub Transport View b
2= Unified Messaging
as a
5 2 Redipient Configuration |@ Refresh
5 Disrby _ MoaFy the Masimum Rmber o Redpents £ Dislay... LER
5] Mai Cor_Find: journal -
2 e © osse
oolbox
Export List. # Remove
T & & Mave Mailbos. .
e \[g Enable Unified Messaging...
Help % Manage Send As Permissi...
#7 Manage Full Access Permi
4 | 3

[Starts the new mailbos wizard. [

Anew mailbox configuration wizard will open where you are to the User Mailbox option
and click Next.
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<!l New Mailbox

L
O Intraduction Introduction
1 User Type Thiz wizard will guide you through the steps for creating a new mailbox, rezource mailbox,
linked mailbox and mail-enabling an existing user.
4 Mew Mailbox

Complet Choosge mailbox type.
i amneinn i User Mailbox

Thiz mailba iz awned by a uzer to send and receive messages. This mailbox cannat be
uzed for resource scheduling.

" Room Mailbox
The room mailbox is for room scheduling and iz not owned by a uzer. The user account
azgociated with rezource mailbox will be dizabled.

" Equipment Mailbox

The equipment mailbox is for equipment scheduling and is not owned by a user. The
uger account associated with the resource mailbox will be disabled.

" Linked Maibox

Linked mailbax iz the name for a mailbax that iz accessed by a zecunity principal [user] in
a zeparate, trusted forest.

Help | < Back | Mest > I LCahzel

In the next window select New user as the user type. Click Next.

r-_-‘.'.-_’__.j.)}'y New Mailbox

M Introduction User Type
[ User Type *r'ou can create a new user or select existing users for whom you want to create new

mailboxes.

2 User Information :
= = Create mailboxes for:
| Mailbaw Settings

: i Mew user
- Ml 7 Existing users:
! Completion
Add...
Mame Organizational Llnit

Help | < Back | Mext > I Cancel

In the next window specify an Organizational unit the new account will be createdin, the
Name ofthe account to create, the User logon name (User Principal Name with the name
ofthe serveritis registered on, and pre-Windows 2000 name —these can be the same)
and the Password. All other fields are optional.

Click Next.
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1 Introduction
1 User Type
3 User Information

2 Mailbox Settings

v& New Mailbox

User Information
Enter the user name and account information.

DOrganizational unit;

|pg.localx’U 2818

Browse. .. |

4 New Mailbox First name: Initials: Last name;
- Completion I

Mame:

Jioumal

Uzer logon name [Uzer Principal Mame]:

Iiournal

I @pg. local j

Uzer logon name [pre-wWindows 2000]:

Iiournal
Pazzword: Lonfirm password:
I. L L] I. L 1]

[T User must change password at nest logon

< Back | Mest > I Cancel

Help |

In the next window specify the Alias for the new mailbox (can be the same as the account
name)and select the mailbox database used for mail storage. Click Next.

New Mailbox

M Introduction Mailbox Settings

B User Tupe Enter the alias for the mailbox user, and then select the mailbox location and policy settings.
1 User Infarmation Aliss:
[ Mailbox Settings |iournal
- MNew Maibox Mailbox databaze:
| Completion

|F'G-M\First Storage Group'M ailbox D atabasze

Browse...

[ Managed folder mailbos policy:

I Browsze... |

| ™ Exchange ActiveSync mailboy policy:

| Brawsze...

£3 Managed custom folders are a premium feature of messaging records managerment.
Mailboxes with policies that include managed custom folders require an Exchange
ehterprize client access license [CAL).

Help | < Back Mest > |

Cancel I

In case you have MS Exchange Server 2010 version installed on your system, in the next
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window you will be suggested to linkan online archive to the mailbox. This stepis
optional and may also be skipped by clicking Next.

1 Introduction

[ User Type
1 User Information
[ Mailbox Settings
O Archive Settings

1 New Mailbox

J Completion

Help

New Mailbox

Archive Settings

Lse this step ta link an online anchive to your mailbox. tems wil be moved automatically
from the primary user mailbox to the archive based on the default retention policy ssttings or
those you define.

™ Create an archive mailbox for this account

| Online archives are a premium feature and require an Exchange Enterprise Client
Access License (CAL)to enable it for the mailbox.

< Back | Next = Cancel

In the next window you will see a summary of all options you have specified for the new
mailbox. To change these options click Back. To create the new mailbox click New.

B Introduction
M Uszer Type
3 User Information
1 Mailbox 5 ettings
O New Mailbos

. Completion

Help |

New Mailbox
when you click Mew, the following mailbox will be created.

Configuration Summary:

by journal 3

Mailbaw twpe: Uszer Mailbox

Organizational unit: pg.local/l sers

Uszer name: journal

Uszer logon name [User Principal Mame]: journal@pg.local
Uszer logon name [pre-windaws 2000]: journal

User doesn't need to change password at next logon
Aliaz: journal

Server. PG-M

Storage Group: First Storage Group

Mailbox D atabase: Mailbox D atabase

Select Chl+C to copy the contents of this page.

< Back | New Cancel

The new mailbox will be created and will appearin the list ofusers.

Next, you need to create a transport rule to intercept messages transferred via MS

Exchange Server.

Select the Hub Transport item under the Organization Configuration option in the mail
window ofthe application. Go to the Journaling tab and right-click on the blank area in the
central part of the window. Acontext menu will appearin which you are to select the New

Journal Rule option.
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[_[=]x]

£3 Microsoft Exchange
[l |5 Organization Configuration

 Hub Transport
sl Unified Messaging
= 3 Server Configuration
Mailbox
Client Access
Hub Transport
Urified Messaging
= &, Recipient Canfiguration
23 Mailbox
2, Distribution Group
C2) Mail Contact
&) Disconnected Maibox
i Toolox

Remote Domains |

Accepted Domains

Journaling Send Connectars

| E-mail Address Policies

| Edge Subscriptions

Transport Rules
Global Settings

Hame =

[ 30urnal E-mai Address

[ Scope

[ Status

Export Li

View »

Refresh

Help

1+

Actions

=]

&

Hub Transport -

Hew Remate Domain.

Mew Accepted Domain. .

! Mew E-mail Address Polic...

B & H

Hew Transport Rule.
Hew Journel Rule, .

Hew Send Cornector. ..

Mew Edge Subscription.

Export List....

View »

Refresh

A New Journal Rule Wizard will open in which you are to specify the following parameters:

® the name ofthe newrule (type it in the Rule name text field);

® the e-mail address all MS Exchange traffic will be sent to (click Browse and select
the mailbox you have created);

® the Scope (select Global if you wish to intercept all e-mails, Internal —if you wish
tointercept only the messages exchanged within the local network, or External —
ifyou wish tointercept only messages sent to or received from the outside of your
corporate network).

O Mew Joumal Rule

J Completion

Help |

New Journal Rule

New Journal Rule

This wizard helps you create a new joumal rule. When enabled, the new joumnal rule is
executed on pour organization's Hub Transport servers.

Rule name:

IJ ournaling

Send Journal reparts to e-mail address:

|i0urna\

Scope:
& Global - all messages

© Irtemal - internal messages only

" Euternal - meszages with an external sender or recipient

™ Joumal messages for recipient:

¥ Enablz Fule

£3 Touze premium journaling. you must have an Exchange Enterprize Client Access License

[CAL).

< Back |

Hew |

Browse. ..

Browse... |

Cancel |

Select the Enable Rule check box and click New to create the journalingrule and complete
the configuration of MS Exchange Server.
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Note: For detailed information on all application settings please refer to MS Exchange Server
documentation.

12.3.2 Journaling to external mailbox

Ajournalingrule in MS Exchange Server may be configured to send copies ofall e-mails to
a special external mailbox, where they will be received by SecureTower Mail Processing
Server (MPS), i.e. the MPS will act as an external mail server to which the mail flow will be
directed. The Mail Processing Server will receive e-mails sent to it over SMTP protocol and
store them intoits internal database. To configure this type ofjournaling, follow the
instructions below (based on MS Exchange 2007).

First, you have to create a new mail contact with an external mailbox and redirect the
mail to a physical server where SecureTower Mail Processing Server is installed. To do

this, open MS Exchange Management Console and navigate to Recipient Configuration —
Mail Contact.

[8Enchange Management Console
Fils  Action  View Help

| sm | HE

£3 Microsoft Exchangs

(] +2) Organization Canfiguration

%4 Maibox: New Mail Contact
i, Client Access L[ .
|+ Hub Transpart =
_ 147 Unffied Messaging 1 Iniroduction Introduction
B & Server Configuration [ Contact |niomation This wizard will guide you through the steps for creating a new mail contact or maikenabling
Gy Mailbox an existing contact
Za Client Access L Mew Mail Contact
o Create a mail contact for
= Hub Transport [ Completion =
= Unified Messaging New contact
a QJ Recipient Configuration " Existing contact
3 Maibox

52 Distribution Group | Brovise.

=l Mail Contact
&3 Disconnerted Mailhox
@ Toolbox

Help | < Back | Mext > I Cancel

Select New contact and click Next.
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New Mail Contact

1 Introduction Contact Information
Enter the account information that is required to create a new mail contact or to mail-enable

[ Contact Information o ;
an existing mail contact,

4 Mews Mail Contact s :
DOrganizational unit:

! Completion
I fglocal/sers Browse. .. |

First name: Initialz: Last name;

|extemal_falcongaze

M ame:

Iextemal_falc:ongaze

Alias:
Iextemal_falc:ongaze

Esternal e-mail address:

|SMTF':externaI_faIconga2e@falcongazemailprocessing.Iocal A Edit... -

Help | < Back | Mewt > I Cancel

Inthe example above, the name ofthe external mailboxis set to
external_falcongaze @falcongaze mailprocessing.local. You can set any other name for such
mailbox.

Instead of the domain name falcongazemailprocessing.local you have to enter the full
domain name of the server where SecureTower Mail Processing Server is installed. For
example, ifthe server has a name fg-db and is located in domain fg.local, its full domain
name will look like fg-db.fg.local

Ifneeded (for example, ifthe server where SecureTower MPSis installed is not in the
domain), you can associate the entered server name with a specific IP address. To do this,
you need to edit the file C:\Windows\System32\drivers\etc\hosts. Openit and add the
followingline:

192.168.0.1 falcongazemailprocessing.local

where instead 0f192.168.0.1 you should type the IP address of the server where
SecureTower MPSis installed.

Next, you have to create a journaling rule and direct copies of all e-mails to the mailbox
created in the previous step (in the example described above, it is external_falcongaze).
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[ New Joumal Fule

- Completion

Help |

New Joumnal Rule

New Journal Rule
Thiz wizard helps you create a new journal rule. \when enabled. the new journal rule is
executed on your organization's Hub Tranzport servers.

Fiule name:

IJ ournaling

Send Journal reports to e-mail address:
Iextemal_falc:ongaze Browsze...

Scope:

% Global - all messages
" Intemnal - internal messages only

~ Esternal - messages with an external sender or recipient

I Joumnal messages for recipient:

| Browse,.. |

[¥ Enable Fule

3 T&Lﬁe premium journaling, you must have an Exchange Enterprize Client Access License

< Back | Mew Cancel

Note: For detailed instructions on creating a journaling rule, refer to paragraph Journaling

to internal mailbox.

To enable MS Exchange to send mail over SMTP protocol, you need to add an SMTP Send
Connector. To do this, navigate to Organization Configuration —Hub Transport in MS
Exchange Management Console.
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File Action  Yisw Hslp

BAExchange Management Console

P e |

3 Microsoft Exchange

[ js2¢ Drganization Configuration
45 Mailbox
1o Client Access
|54 Hub Transpart
sl Unified Messaging

= 3 server Configuration
5, Mailbox
S2 Client Access

Hub Transport
i Unified Messaging

B & Recpient Configuration
23 Mailbox
#2 Distribution Group
(=21 Mail Cantact
3 Disconnected Maibox

= Toolbox

n Hub Transport

I Introduction

[ Address space

[ Metwark settings
[ Source Server

[ New Connector

[ Completion

a
New SMTP Send Connector
—h

Introduction

This wizard helps you create a new SMTP Send connector on the selected Exchange
server. To configure properties not shown in this wizard, in the Exchange Management
Consale, select the new connectar. Then, in the action pane, click Properties

Marne:

[send to fardbs

Select the intended use for this Send connector.

| Custom =]

1 ohject |

Description: Select this option to create a customized connectar, which will be used to
connect with systems that are not Exchange servers,

Help cBack [ Hews |

Cancel

New SMTP Send Connector

3 Introduction
O Address space

Address space

Specify the address space(z] to which this connector will route mail:
[ Netwark settings

fpadd... - ..
[ Source Server e e =
[ Mew Connector
[ Completion
Type:
|5MTP
Address:

Ilalcongazemai\processing.Iocal

I Include all subdomains

Cost:

Ji

Cancel |
4| | B

[ Scoped Send connecter

Help | < Back | Mext » I

Cancel |

After you have configured journalingin MS Exchange Server, you have to create an SMTP
connection in SecureTower Administrator Console (Mail Processing tab). For detailed

instructions on creating an SMTP connection in SecureTower refer to paragraph Receiving
mail from server over SMTP protocol.
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13 Setting up ICAP server

The Internet Content Adaptation Protocol (ICAP)is used by the program to integrate with
proxy servers for HTTP(S) network traffic interception.

To configure SecureTower and proxy servers integration parameters go to the ICAP server
tabinthe left sidebar of the program’s main window.

In order to use the ICAP filter with the most popular proxy SQUID and MS Forefront follow
recommendations given below.

SQuID

Squid-3.0 and later come with integrated ICAP support. While installing/upgrading
proxy itis necessary to configure the following options as shown below:

MS Forefront

icap_enable on
icap_send_client_ip on

icap_service service_reqreqmod_precache Oicap://192.168.45.1:1344/
reqmod, where 192.168.45.1 is the IP address of SecureTower ICAP server

adaptation_access service_reqallow all

In order to integrate with TMG Forefront with ICAP server the ICAP plugin should be
installed first.

Link to download: http://www.collectivesoftware.com/solutions/content-filtering/
icapclient.

The IP address of SecureTower ICAP server should be set upon plugin configuration.

Note: To prevent the license distribution problems is necessary to ensure the
recommendations on firewall configuring (see the Setting up connection ports for services

chapter).
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13.1 General settings

Data storage settings

To configure the database where the information retrieved from traffic via ICAP will be
stored, go to the Data storage settings section, and click Select data storage. For more
information see Selecting data storage type.

ICAP server settings

To familiarize with current ICAP settings and to modify them go to the ICAP server settings
section and click ICAP server parameters.

ICAP server settings

m You can familiarize with current ICAP settings and configure advanced ICAP parameters

ICAP server settings|

Inthe newly opened window the default networks ports and advanced ICAP settings are
provided and accessible for configuring.
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@ ICAP server settings &J

ICAP server settings
Specify the ports and set advanced settings of ICAP server

Metwork ports
ICAP server port: 1344

Configuration port: 20061

Advanced settings
Praview (bytes): 4096

Max-Connections: 5000

Tep-Timeout: 30

Options TTL: 300

Service-ID: Faleongaze SecureTower ICAP Server
Service: fgsticapsry

Transfer-Preview:
Transfer-Ignore:

Transfer-Complete:

*

ok || concel

h

1. In the Networks ports section the ICAP server port and port for ICAP settings configuring
are provided. Specify the user defined port numbers if necessary.

2.In the Advanced settings section the following ICAP connection settings are available for

viewingand editing (see REC 3507 - Internet Content Adaptation Protocol (ICAP) for
details):

Preview: The number of bytes to be sent by the ICAP client during a preview. This
feature enables ICAP server to see the beginning of a transaction, then decide ifit
wants to opt-out of the transaction early instead of receiving the remainder ofthe
request message. Previewing can yield significant performance improvements in
a variety of situations.

Max-Connections: The maximum number of ICAP connections the serveris able to
support.

Tcp-Timeout: The maximum time of server response waitingin seconds.

Options-TTL: The time (in seconds) for which this configuration (OPTIONS) response
is valid. If none is specified, the configuration response does not expire. The ICAP
client MAY reissue a configuration request once the Options-TTL expires.
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® Service: Atext description ofthe vendor and product name.

® Service-ID: Ashort label identifying the ICAP service. It MAY be used in attribute
header names. This header MAY be included in the configuration response.

* Transfer-Preview: Alist of file extensions that should be previewed to the ICAP
server before sendingthem in their entirety. This header MAY be included in the
OPTIONS response. Multiple file extensions values should be separated by
commas. The wildcard value "*" specifies the default behavior for all the file
extensions not specified in any other Transfer-* header (see below).

® Transfer-Ignore: Alist of file extensions that should NOT be sent to the ICAP server.
This header MAY be included in the OPTIONS response. Multiple file extensions
should be separated by commas.

* Transfer-Complete: Alist of file extensions that should be sent in their entirety
(without preview) to the ICAP server. This header MAY be included in the OPTIONS
response. Multiple file extensions values should be separated by commas.

Note: Ifany of Transfer-* are sent, exactly one of them MUST contain the wildcard value "*"
to specify the default. If no Transfer-* are sent, all responses will be sent in their entirety
(without Preview).

License serverinformation
Inthe license server information section of the Endpoint agents control window you are to
specify the parameters of access to SecureTower license server.

Specify the server address and port used to connect toitin the correspondingfields.
Follow recommendations from Setting up connection to the license server.

284




SecureTower. Administrator Guide

13.2 IP filter settings

To set up traffic filtering upon ICAP interception, go to the IP filters tab and click Enable IP

filtering rules. You can specify IP addresses or ranges that you want to allow or deny
intercepting traffic from.

Configure exclusions as described in [P filter settings for agent settings profile.
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13.3 HTTP filter settings

To configure interception of data transmitted over HTTP(S) protocol via proxy server go to

HTTP filterstab of the ICAP server window and select the check box of the corresponding
option.

For more information about interception configuring, see the HTTP settings chapter.
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13.4 Data blocking

SecureTower ensures blocking of data transferred using HTTP/HTTPS through a proxy
server.

Blockingrules can be set up for both the HTTP POST and the GET requests by means of
corresponding blocking rules. HTTP GET blockingis intended to deny network users visits
of specified insecure web sites. HTTP POST blocking enables control and blocking of any
Internet activity such as postingin web chats, social networks conversations, activity of
malware programs and so on.

To block traffic through a proxy server:
1. Go to the Datablocking tab of the ICAP server window.

2. To activate blocking mode, add a new blocking rule or group of rules.To familiarize with
blockingrule creation and configuring, see the recommendations for data blocking by
endpoint agent (the Data blocking chapter of this guide).

3. Toswitch ontherule, select the related check box (if not selected) in the list of rules.

In the Datablocking tab the root Blocking rules group is created by default and unavailable
for deleting. One can create other groups or single rule within the Blocking rules group.
Groups and rules can be created at any hierarchy level as well.

When created and switched on, blocking rules are applied to all intercepted information
transferred over HTTP. herewith, all requests with attachments will be intercepted and
analyzed by ICAP server to find content that meet search conditions of blocking rules. If
the data transferred over HTTP(S) meet one or more rules, the transfer will be blocked. In
this case, the user will get an error message: "Content is not available due to corporate
security policy!"in his web browser window.

Note: To receive notifications about activity of blocking rules, add corresponding security
rulein Security Center of SecureTower Client Console (for more information, see General
security rule chapter of User Guide ).
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13.5 ICAP statistics

Toview detailed data on connections and network activity as a statistics reportin a real-
time mode, select the Statistics tab of the ICAP server page.

In the Statistics window, the following information is provided: Current amount of
connections, Current size and amount of requests and Uptime of ICAP server for each
moment of time. The statistics is presented in the graphs form with the amount of the
respective intercepted data for a certain time interval (see Calculating statistics for a
specified interval for details).

288




SecureTower. Administrator Guide

14 Configuring image recognition

The high-tech image recognition SecureTower module allows system to recognize the text
inthe intercepted images with following data analysis. This functionality is useful at
situations when the transmission of scanned confidential documents is used. The
SecureTower system tool works equally well with PDF 1 DjVu and any format of graphic
information, whether itis the JPG, BMP, TIFF format or any other. The module recognizes
data notonlyin English but alsoin foreign languages, this enables system to carry out
content analysis with all the features of morphology.

Image recognition server uses built-in recognition plugin by default to perform optical
characters recognition. Beside built-in plugin the system provides integration with ABBYY
FineReader.

Itis recommended to configure an image recognition plugin settings toincrease a
recognition process efficiency.

To configure the recognition plugin settings and to familiarize with server statistics go to
Image recognition tab in the left sidebar of the program’s main window.

Configure the OCR process in the Common information tab window:

1.Select the OCR plugin and configure it as described either in Setting up built-in plugin or
ABBYY settings.

2. Specify the database to be recognized (see Setting up data storages).

3. Specify the port number for server settings configuringin the APl optionssection.

4. Set the license parameters to provide access to the license server. Follow
recommendations from Setting up connection to the license server.

Go to Statisticstab of the Image recognition window to view online statistics of the server
operation (see Image recognition statistics for details).
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14.1 Setting up built-in plugin

fila:] '@ Inner recognition engine
i |

Standart recognition engine which installed with the product

Configure |

To perform image recognition the specific built-in recognition engine is used in the
SecureTower system. It provides the system with optical character recognition
functionality for following recognized text analysis.

Attention: By default the built-in recognition engine does not support PDF. To process PDF
documents, download the GhostScript distribution from http://nicomsoft.com/files/ocr/
ghostscript.htm.

Install GhostScript on the same server where Recognition Server is already installed. For 64-

bit OS, download and install 32-bit version of GhostScript first, and then download and
install 64-bit version. Reboot the server after Ghostscript install.

Configuring the plugin for particular needs is a very important step. Different tasks may
require different recognition settings, thatis whyitis possible to achieve best results
only if the recognition plugin is configured properly.

To enable recognition and configure plugin settings check on corresponding option and
click Configure. Go to the relevant tabs of the Recognition plugin window to manage

recognition options. To use default settings click Load default settingsin the the bottom
left -hand corner of the Recognition plugin window.

Main settings

Select the Main settingstab to set languages of intercepted text fragments that should be
recognized.
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-
@ Recognition plugin

Main settings ‘ Recognition settings | Analysis settings | Binarization and garbage settings

TE
* Please select languages which should be recognized on images by recognition server

EH English c
™ German
L1 French

= Spanish

m

m Russian
10 Italian

I Paortuguese
= Dutch

H Finnish

I Catalan

™ Indonesian

i3 Swedish =

0 i

lSeJectaH HUnse\ect”Inversa selection | Supported languages: 26 Selected languages: 1

o) e

To choose the language you need check the related check box or use one of the selection
buttons:

&

® C(Click Selectall to choose all languages from the list.
® (Click Unselect to cancel previous choice.

® Click Inverse selection to cancel previous choice and to choose unselected
languages from the list simultaneously.

Notes: At least one language must be enabled. It is possible to select more than one
language for recognition. Do not enable many languages if you need to recognize only one,
several enabled languages may decrease recognition quality and require more operating
memory and CPU time.

Recognition settings

Recognition settings provide a set of filters which should be configured to get more
precise result.
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@ Recognition plugin

Recognition settings provide a set of filters which should be configured to get more precise result
o

Main settings | Recognition settings | Analysis settings | Binarization and garbage settings

Remove lines from image

Find and remove horizontal lines below text

Clean garbaged image

Filter out garbage lines

Split and combine broken characters when necessary
Detect characters case

[7] set additional empty lines between original text lines
Pty g

Load default settings OK | I Cancel

Following options are accessible for activation:

Remove background noise - removes background noise if checked. This option is
very useful forimages with dotted background.

Remove lines from image - enables search and removing of lines during optical
character recognition step to handle text, that was formatted as table or was
inserted in frame, properly if checked.

Find and remove horizontal lines below the text - enables search and removing of
horizontal lines below the text during optical character recognition step to
handle underlined words properly if checked.

Clean garbaged image -applies a smart algorithmto clean garbaged image.
Filter out garbage lines - filters out garbage lines if checked.

Split and combine broken characters when necessary -increases a precision of
recognition and text analysis if checked.

Detect characters case.

Set additional empty lines between original text lines- helps to save equal space
between lines in processed text during recognition step.

Analysis settings

Analysis settings provide a set of options which are used while analyzinginitial image for
further recognition.
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@ Recognition plugin

‘ Main settings I Recognition settings | Analysis settings | Binarization and garbage settings

2 Analysis settings provide a set of options which are used while analysing initial image for further recognition

Gray mode value: [Use combine mode i ‘]
Fast mode value: [Prefer best recognition quality x
Algorithm for binarized image: [Apply automatically when necessary > ]

o) e

1.Select one ofimage preprocessing modes from the Gray mode value drop-down list:

® Load allimagesin 8bit gray mode -loads all images in 8bit gray mode, it requires
less memory and faster.

® Load all images in 24bit color mode -loads all images in full color.

® Use combine mode -uses 8bit gray mode for gray and black-white images and use
24bit color mode for colorimages.

2. Select one of recognition criteria from the Fast mode value drop-down list:
® Prefer best recognition quality.
® Prefer maximum recognition speed.

® Super fast recognition mode.

3. Select one ofimage binarization algorithm modes from the Algorithm for binarized
image drop-down list:

® Applyautomatically when necessary.
® Do not apply.

* Applyalways.

Binarization and garbage settings

Binarization settings provide a set of options which are used duringimage binarization
process.
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Binarization settings

] Binarization settings provide a set of options which are used while image binarization

Black factor: (10)
o 255
Space factor: (1.0}
01 10
Simple factor: 0)
o 1000
Simple threshold: (255)
0 285
Light factor: (04}

1. Specify a value for each binarization factor in the Binarization settings zone:
® Blackfactor -advanced black/white pixels factor. Default value is "10.0"..
® Space factor - factor of the space between words. Default value is "1.0".

® Simple factor: "0" - adaptive space detection is used. "1"..."1000" - directly
specifies space size, in pixels. Default value is "0".

® Simple threshold: "o"..."254" - simple binarization with specified threshold is
used. "255"-intellectual adaptive binarization is used. Default value is "255".

® Light factor -is used to adjust final threshold duringintellectual adaptive
binarization. Default value is "0.4".

Garbage settings provide a list of garbage parameters which are used for noise filtration.
Garbage settings

X Garbage settings provide a list of garbage parameters which are used for noise filtration

Big garbage minimun width: (0}
] 10000

Big garbage minimun height: 0y
o 10000

Small garbage maximum width: (0
o 100

Srnall garbage maximum height: @
o 100

2. Specify a value for each garbage parameters in the Garbage settings zone:

® Biggarbage minimum width: "0" - does not do anything. "1"..."10000" -removes big
garbage with specified minimal width, in pixels. Default value is "0".

® Biggarbage minimum height: "0"-does not do anything."1"..."10000" -removes
big garbage with specified minimal height, in pixels. Default value is "0".

® Small garbage maximum width:"0" - does not do anything. "1"..."100" - removes
small garbage with specified maximum width, in pixels. Default value is "0".

® Small garbage maximum height: "0"-does not do anything. "1"..."100" -removes
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small garbage with specified maximum height, in pixels. Default value is "0".

Click OK to finish with recognition plugin configuring or Cancel to cancel all action that was
done.
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14.2 ABBYY settings

E @) AEBYY recognition engine

ABBYY recgonition engine

Configure

To perform image recognition the possibility ofintegration with ABBYY FineReader is
implemented in SecureTower.

Configuring the plugin for particular needs is a very important step. Different tasks may
require different recognition settings, thatis why it is possible to achieve best results
onlyif the recognition plugin is configured properly.

To enable recognition and configure plugin settings check on corresponding option and
click Configure. Ifthe pluginis notinstalled by default click Buy license and continue
configuring after the plugininstallationis done.

Use corresponding tabs of the Recognition plugin window to manage recognition options.

To use default settings click Load default settings in the Recognition plugin window.

Main settings

Select the Main settingstab to set languages of intercepted text fragments that should be
recognized. The plugin supports 26 languages: Bulgarian, Catalan, Croatian, Czech,
Danish, Dutch, English, Estonian, Finnish, French, German, Hungarian, Indonesian, Italian,
Latvian, Lithuanian, Norwegian, Polish, Portuguese, Romanian, Russian, Slovak,
Slovenian, Spanish, Swedish, Turkish .
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- N
@ Recognition plugin ===

Recoginition plugin settings

Main settings | Recognition settings | Writing styles | Text types | Synthesis modes | Orientation detections

~y7a
* Please select languages which should be recognized on images by recognition server

=]

EH English .
™ German
1 French
I Spanish
= Russian
O M talian
[ B rortuguese
£ = buich
[T 4= Finnish
O = catalan
[C] ™ Indonesian
[ E2 swedish
O 3 Turkish
o
]

Il Romanian

£2 Danich

[ select all |[ Unselect | Inverse selection | Supported languages: 26 Selected languages: 5

To choose the language you need select the related check box or use one of the selection
buttons:

L

® C(ClickSelectall to choose all languages from the list.
® Click Unselect to cancel previous choice.

® Click Inverse selection to cancel previous choice and to choose unselected
languages from the list simultaneously.

Notes: At least one language must be enabled. It is possible to select more than one
language for recognition. Do not enable many languages if you need to recognize only one,
several enabled languages may reduce recognition quality and require more operating
memory and CPU time.

297




Recognition settings

Recognition settings provide a set of options which should be configured to get more
precise result.

|
@ Recognition plugin 8 S

Recognition plugin
Recognition plugin settings

Main settings

Filter settings

Recogpnition settings | Writing styles | Text types | Synthesis modes | Orientation detection

Recognition settings provide a set of filters which should be configured to get mare precise result

[7] Fast recognition mode

[C] Fast binarization

[ Fast objects extraction

Clean an image from garbage

[T Correct a dynamic range

[7] Detect hyperlinks

[ Adjust text fonts

[Z] Remove soft hyphens
Perfomance settings

[ CPU settings are used to set number of cores which will be used in recognition process

@) Use all available cores

Use specified cores number

Following options are accessible for activation:

® Recognition fast mode - provides 2 - 2.5 times faster recognition speed at the cost
ofa moderatelyincreased errorrate (1.5 -2 times more errors). We do not
recommend using this mode to recognize small image fragments (for example,
fragments which consist of only one line or word) because the time advantage will
be insignificant.

® Fast binarization - ABBYY FineReader Engine will use algorithms for fastimage
binarization, however binarization quality may deteriorate.

® Fast objects extraction -objects extraction is a process which detects additional
objects (for example, garbage, texture, small text areas of low quality)onan
image before recognition. Ifthis option is checked, objects extraction will speed
up, butits quality may deteriorate.

® Remove garbage from image - specifies ifgarbage (excess dots that are smaller
than a certain size)is to be removed from the image during objects extraction.

® Correct dynamic range -ifthis propertyis checked, image colors will be corrected
sothat the background is white and the text is black, or vice versa, which
improves image quality. Recognition, however, will slow down.

® Detect hyperlinks - hyperlinks are detected during page synthesis.

® Adjust text fonts-specifies whether the set of fonts, which are used during
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document synthesis by default, should be extended with the fonts suitable for
complex script languages ifnecessary. Ifthe value of this property is checked and
the recognized text contains words in complex script languages, the advanced
fonts will be included into the set of fonts, which are used during document
synthesis by default.

Remove soft hyphens-tells ABBYY FineReader Engine to remove optional hyphens
when exporting recognized text to the output file.

The performance ofthe recognition server can be configured as well. Select the one from
the available processor operating mode:

All available cores-all the available cores will be used duringimage recognizing to
reach the most possible performance.

Specified cores number - support rational distribution of the load on a physical
server (where the recognition serveris installed). Herewith, the maximum
available cores number will be used ifthe specified number exceeds the real
one.

Writing styles

Writing styles options are used to describe available writing styles of handprinted

letters.

By default the writing style is selected dependingon the current language of the operating
system. One can specify the different user styles from available if necessary.
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@ Recognition plugin [

Recognition plugin
Recoginition plugin settings

IMain settings | Recognition settings | Writing styles | Text types | Synthesis mades | Orientation detections

_* Writing styles are used to descrive available writing styles of handpinted letters

1 Default
[ American
Ol German
[T Russian
[ palish
Ol Thai

[ Japanese
[ Arabic
[ Battic

[l British
[7] Bulgarian
[T canadian
[ czech

Text types

The Text typesvalues denote the possible text types which should be used for recognition
process.

ABBYY FineReader Engine will choose from the parameters specified in the Text typestab
what type should be used while image recognizing. For example, ifitis set to Normal or
Index, ABBYY FineReader Engine will assume that the text contains only common
typographic text and digits written in a ZIP-code style, ignoring all other variants.

ABBYY FineReader Engine can automatically detects the type of a recognized piece of text.
When autodetection is on, ABBYY FineReader Engine will first try to detect the type of text.
During autodetection, ABBYY FineReader Engine runs preliminary recognition for all of the
text types specified in the Text typestab. The preliminary OCR results are then compared,
ABBYY FineReader Engine selects the type with the best preliminary results and runs the
recognizer for this type.

To set autodetection on orto set another one or several types of text select the related
check boxes.
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@ Recognition plugin ===

g etting Y

Main settings | Recognition settings | Writing styles | Text types | Synthesis modes | Orientation detections

Ay Text type parameter is used for presumption of text fype on the recognized image

[ To be detacted
[ Nermal

] Typewriter
[T Matrix

D index

["] Handprinted
Bocra
[Cocre

[T micr_e38
O] MICR_cMCT?
[F Gothic

Load default settings

To be detected - This value tells ABBYY FineReader Engine to automatically detect the type
ofthe text.

Normal - This value corresponds to a common typographic type of text

Typewriter - This value tells ABBYY FineReader Engine to presume that the text on the
recognized image is typed on a typewriter.

Matrix - This value tells ABBYY FineReader Engine to presume that the text on the
recognized image is printed on a dot-matrix printer

Index - This constant corresponds to a special set of characters including only digits
written in ZIP-code style.

Handprinted - This value corresponds to handprinted text. It maylook as follows:

OCR_A - This value corresponds to a monospaced font, designed for Optical Character
Recognition. Largely used by banks, credit card companies and similar businesses.

OCR_B - This value corresponds to a font designed for Optical Character Recognition.

MICR_E13B - This value corresponds to a special set of characters including only digits and
A, B, C, D characters printed in magnetic ink. MICR (Magnetic Ink Character Recognition)
characters are found in a variety of places, including personal checks.

MICR_CMC7 - This value corresponds to a special set of characters, which includes only
digitsandA,B,C,D, E

characters, written in MICR barcode font (CMC-7).

Gothic - This value tells ABBYY FineReader Engine to presume that the text on the
recognized image is printed with the Gothic type.
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Synthesis mode

Synthesis modes are used to denote modes of RTF file synthesis from the recognized text
when exportingin RTF format.
@ Recognition plugin == |

Recognition plugin
Recoginition plugin settings

Main settings | Recognition settings | Wiiting styles | Text types || Synthesis modes || Orientation detections

|2] Synthesis mades are used to denote modes of RTF file synthesis from the recognized text when exporting in RTF farmat

[Tl unknown

[CI RTF plain text

"I RTF format paragraphs
[CIRTF columns

[CI RTF exact copy

["] RTF editable copy

Unknown -the mode of file synthesis is not defined.

RTF plain text - the text in output file is formatted in a single column. Frames are not used.
Paragraphs are retained, while types and sizes of fonts are not retained.

RTF format paragraphs - paragraphs and fonts types and sizes are retained. The text
formattinginside paragraphsis not retained.

RTF columns - full formattingis retained using columns and frames.

RTF exact copy - produces a document that maintains the formatting of the original. This
optionis recommended for documents with complex layouts, such as promotion
booklets. Note, however, that this option limits the ability to change the text and
formatting of the output document.

RTF editable copy - produces a document that preserves the original format and text flow
but enables easy editing.

Orientation detection

The page orientation is detected during page processing, and ifit differs from normal,
Engine automatically rotates the image. One can specify the mode of detection.
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- N
@ Recognition plugin ===

Main settings | Recognition settings | Writing styles | Text types | Synthesis modes | Orientation detections

2y Crientation detections specify the mode of recognized text orientation detection

[ Fast
Normal
DThorough

Fast mode - this mode provides the fastest speed of orientation detection at the cost ofa
moderately decreased quality.

L

Normal mode -the normal mode is an intermediate mode between thorough and fast
modes/

Thorough mode -this mode provides the best quality of orientation detection.
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14.3 Setting up data storages

To configure parameters of data base that will be used as image source for recognition
process go to the Data storages for the recognition process section. Select one from existed
data storages or create a new one as described in Selecting data storage type.
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14.4 Image recognition statistics

The current state of recognition processes is provided in the Statistics tab window. All of
the data are updated and provided in the real time.

Common information | Statistic

Documents to recognize in queue Input and output data size

100

Total processed documents: 0
(4 [0
Server uptime: 2.d 08:52:51 oo 23400 121500 23800 123000 1222400

Recognizing documents count
_—

The following parameters can be found in the window:

® Documentstorecognize in queue: the total number of documents in recognition
queue at the moment.

® Total processed documents: the total number of documents processed by the
serversince the last start (restart). Upon restart all the data will be reset. The
number is considered as the sum of successfully recognised (shown in green)and
unrecognized (in red) due to any reasons documents.

® Server uptime: The total time of server activity since the last start. Upon restart
all the data will be reset.

The Input and output datasize section depicts the ratio of recognized text size to the total
size of documents processed during recognition since the last start (restart)in the real
time mode. To see the values of data point to the necessary diagram area. Upon restart
all the data will be reset.

The Recognition queue section depicts the changes ofthe processed documents number
inthe real time.
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