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7@ Venusense

¥ System
State
Wizard
Quick Config
System Config
Administrator

Coordination

» Network

» Route

» Firewall

» Security Protection
P Internet Behavior
» Audit center

b Session
4 [ [T} | »

A m n

e ——

i= system information

Serial number
System startup time
System datetime
HA status

Host name
Software version
SSN

Hardware version

Current administrator

L] System resource

| Panel$# Dashboard Latest Event

bf00a02f06dad4a2
2016/05/05 23:28:19
2016/05/06 17:07:11
Stop

vvvvv

6.0.9
USG-1000DP

administrator

% Memory CPU 4% Disk

Venustech UTM 8 ;=0

Built-in data center ‘ @ @ Q} E @ @ @ D @ ®

/2 Interface state

eth0 ethl eth2 eth3

E— Interface Flow

eth0 : No Data!

show Please select interface: QUERY

I:_] CLI console
ac>.

©2000-2015 Beijing Venustech Co.,Ltd Copyright
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Multi-Thread
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Glos Slac Jolis 1 j8I @5 o2 )LSs =l b
«Anti-Virus Firewall :355l0 il sl ool
Application (Content-Filtering IPS
IPSEC/SSL Anti-Spam :ldentification
Anti-DDoS gVPN
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@

N

UTM s.dgs 10G S8l 45 ol ylS L So LSy sl Sloc u—" ozl IS ghuw 0o 3wy Bl 50 jl Golaxidey
Sl 6w 333 (5 oo Application- lojos Sibly,yl 100M 160G Suél s jsUL ol
L]g.m.zo L bLJl Protection

ks Endpoint < a0
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10G high-end device, 16600GP series
40G Throughput, . .
4Million concurrent e — 10G+ g&%h_l'_ﬁ':gud‘;‘";‘:
connections == FEFD e anhp

Large 4000EP SerieS QuaSi 10G deVice, ZGOOGP Series 10G middle-end deVice,

. ; - 10G Throughput, — _
enteerprls . = = CEEEEAll 3 H>Million concurrent ‘ P LEEES hEE” 20G Throughput,

connections

w ...... W ----- 5G Throughput,

3.5G Throughput, 2.2Million concurrent

== — —— | 2Million concurrent r“" : m connections
— L | RS -

connections

14600GP series

Quasi 1G device,

S e 2C Thosshou
100DP series branch office level 310/610 series ghput,

1.8Million concurrent

Small
and

zlile network, I‘"‘ Tl e I connections
midsize 2G Throughput,
business 1.2Million concurrent
connections
B TN | For SOHO level network,
) A 2G Throughput,
| | 1.2Million concurrent
(e connections
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s Desktop UTM ¢ s ool 1S ¢ 5UL — Venustech UTM 70E

Cay 230 jS 30 S 039 381 i jyl Szl

* Intel Bay Trail Platform Quad Core

e Competitive performance Cloiii =i [ Partner's Server Center
* Wireless module (\a Customer PC
e
UM =~ oz, 5
b/ ~ >
- 1 . r
- . =~ Song,, = oy, T~ r
* Anti-Virus: Kaspersky engine ~ “E%_@E%%;“a ~a A
= e -~ . Is Sysl
e |PS: Powered by Venus ADLAB ’ __— e
. B -
e Anti-Spam & URL DB: Cyren Cloud engine ] ST t ' .
um "N T kE
t ! . ’x ) License Auth
ULWT GleS h""-. - S5H Re Ac ;”’%‘f,?dj/ “'\ -
: - mote Access . =
B 20O T -Ee=- i "
* QUICk Configuration Wizard Easy to deploy and config "?& 1..‘

* Quick configuration via USB driver L ‘.‘=|

\
|
[
i
'ﬁl'
i
\'_I

" v R
) Partner’s Office f‘| ~ an f‘l .
* Syslog server, Upgrade server, License “‘:»c \P,E #;E . dib
upport Engineers

server, Remote maintenance server.
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Planning &
design
12 staffs

UTM
Products

Team
210 staffs

R&D

120 staff

Tech specialists

70 staffs

-/
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% cloud
= -
CSA " Microsoft
I alliance
e CVE Compatibility . |pV6I READY * Industry Member of e Microsoft MAPP
Cloud Security Alliance Partner
C€ id EAL 3+
e CE Compatibility e RoHS Compatibility e VCCI Compatibility e Security Evaluation

* Patented technology for UTM data processing (Patent No.: 201010270457.6)

* Patented technology for network virus detection (Patent No.: 00810102849.4)

* Patented technology for P2P application identification (Patent No.: 20081022623)0.4)
* Patented technology for virus and intrusion detection (Patent No.: 200610112692.4)







1 1
.m'b.&l,‘} SMB Japan jl 1L pguw

JAPAN SMB UTM MARKET SHARE 2014 BY JAPAN SMB UTM MARKET SHARE 2015 BY
FUJI CHIMERA FUJI CHIMERA
® Venustech = Fortinet = Sonic Wall Juniper = Check Point = Cisco = Others m Venustech = Fortinet = Sonic Wall Juniper = Check Point = Cisco = Others

(¥ e 10 Juw) .2ibl o Venustech oy slwio il § SMB slgis pib 5> UTM 1)L pgaw jl %11
uwl PoleLwJ)JUL_JU:ﬂJJJ._JngA.ZOF;}?
uwl Pol‘}deJ)JUL_JU:ﬂJJJ._JngA.ZOI";}?
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> Roite Security Rule NAT Rule DDoS Rule

—_—

— 3 BLd Cuwbiw g 02 5LSy ool 2 2oz Silaabis
1

Strategy e ° 2
*Rules name pf *Serial number 1
Source

o - e - Integrated security/protection and traffic
Address 3 Source MAC Service ) [:B CO n t ro I o I ic :

Service ‘ Input security zone :E Z;U:Pm sacurity l:l] p y

Time ‘ gy group default v Comment

b Flow Control Authentication user / User group

e All security and protection

Security Zone

ki et ikt e configurations (such as those for virus
Address Binding *Access control . . . .
e Erm— defense, intrusion prevention, behavior
Active Defense PP‘:Ic:;co' control H m ma nagement a nd Web filte ring) are
it s e =] implemented in one unified protection
b Internet Behavior policy oo s w‘j m I
S lnten:et ol [Create EIM] 4 m po le'

b Session udit poli . . . .o .
= 3 = ‘ == « User-based application identification

p—— Spam mai itr and traffic control are implemented

Flow contrl pliy based on comprehensive data about
b CACenter Flow channel H m
b Vulnerablfy scan Conecionimit . e users, applications, and content.

policy
Other configuration

m

b Traffic State

Long connection 0 minute(30-288000 minute,0 represents is not enabled)
b State Monitor
Rules name consists of 1 to 32 letters,numbers,minus signs,Chinese and underlined

b Loa&Report - | cupuee B ocrion |

@@ Venustech
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Predefined config switch (for security policy switch)

High - Level3: Absolutely strict security policy. Such as: Standard IPS(Log, Drop, Reset); AV(Drop, Log, all

protocols)
Middle - Level2: Relatively strict security policy. Such as: IPS(Log only); AV(Drop, Log for http only)
Low - Levell: Less strict security policy. Such as: IPS(Log only); AV(Log only, all protocols)

_USB_

wwsentstechcon.en * & CONSOLE 0 1 2 3 A 5
b o rower @ =1 [N ‘

A g .\ ; é\ d’ I

®®0O... . |

One touch configuration. Easy to use for specific customers.
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Ertebate

|S.J§|J39&&D_HCJJIB.3:ULNT‘5_HJIS

v System A Panel® Dashboard Latest Event

———
State i= System information 73 Interface state
Wizard Senal number Be346f5f2b6a83d2
Quick Config System startup time 2016/04/18 18:13.37 eth0 ethl eth2 eth3 ethd ethS
System datetime 2016/04/27 17:50:39 . - - - .
System Config
HA status Stop
Administrator Host name themis —
pppe— - +— Interface Flow
Coordination Software version V26 b = "
@~ in out H 3
SSN 609 toiKB
P Network o ;
Hardware version FomASUSG—iFirZ2mi3EV2 6 USG-1000DP g%
} Route Current administrator administrator show 4.000 ‘
3,000 | : ! l"
P Firewall & System resource 2.000 ‘ F
1.000 | I -
: : o™ Memory CPU @ Disk [ e T | T TN, WV VI, - SR B RS - g
P Security Protection P016-04-27 17:41:59 2016-04-27 17:46:27 2016-04-27 17:50:54 2016-04-27 17:55:31
b Internet Behavior | ) Please select interface: \eth2 -
P Session
CU console
o - e
P Virtual Private Network: -0

* Display the usage of Memory, CPU, Disk.
» Display the interface status by colors.
* Display the real-time traffic flow for each interface.

@@ Venustech
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Local Engine
Kaspersky Engine U~9 )29 yairud

Virus Isolation Settings

Virus Protection Stratezy | File Filter | Isolation | Yirus Database | Service Port | &% Information
——

Virus File Isolation(Only the Full apti-virus effective]

Yirus Library Isolate File To USB - Virus
Version 1.3.0.3.405 lsalatlon
Scan)
}
3 Qi tak

© Rezular virus |ibrary(Fast

Isolate Virus Host(Only the Fast anti-virus effective)

Number of Contained Features
This [IDrary INCluges um tasiest 10p N viruses™ signatures.It i

HRARRAERI hih perf~z Isolated Virus Sender To o
B Staent wnetre Kaspersky engine Blacklist
[¥]Enhanced engine p y g H 05 t

apow auidua-jenqg

() Expanded Yirus Library(Full Scan)

HTTP > blacklist:: SMTP
Number of Contained Features 8351603

This library includes the virus emergzed in recent years. It is suitable for the high
security network.

ont
Isolation Time 10
APPLY

Description

minutes(0 is permanent)

@@ Venustech
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Ertebate A m n

lasags I (58 s (5l ublgs
UTM+APT solution

Private Cloud Center

(Blacklist/whitelist reliability verification,
virtual execution, and network-wide
synchronization triggered by a single point)

Upload data to
the cloud.

(5) Rejected -
47

Hacker

®

A hacker uses N @ Cache data to Server
0-day £ S the local security
vulnerabilities For N feature library.

Query data in the local

to launch . . =
security feature library, Local security
attacks. . . - A
which contains millions feature library _J
of related data entries. o

@@ Venustech
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Scan Configuration Scan Status Scan Result

b System
—

b Network
¥ Route Scan Configure
¥ Firewall rSan Strategy

*Destination Address : tast [ (Please use the address section in New Address)
¥ Security Pratection The Number of Concurrent

Host Scanning :
¥ IPVE Automatic ganération of 4

security palicy :
b CACenter

Plugin Type

¥ W L #al ugin Type #scription

Timing Scanning
Manual Seanning
Scan Task Log

Scanning Report
b Traffic State
¥ State Monitor

P Log&Report

@ Al local security check

@ Back Door

W Exhaustive Attack
W COl abuse

W CGl abusexss
¢ (1500

W Authentication

W DataBase

¥  Debian

@ Default Unix Accounts
& Denial of Service

@ Hrewal

& FIP

W Getremate shell

o Getremote root

@  Ordinary

W Gentoo

@@ Venustech

& Laesl bark

ALY (8 UNIX system developad by 1BM) local security chack
The attacker can use this kind of hales for host parmissions
In turn try all possible keys to decrypt the dphertert

Code Injection attacks on your browser

Code Injection attacks on your interpreter of browser
Related attack for C15C0 equipment

Attack on the user permissions

Attack on the database

Debian local security chack

Login to a remote host by Unix account

Attack on the web server

Amack on the firawall

Ta obtain host infermation via FTP

Get remate shell version and trying ta lagin shel

As root on the remate to attack

Cther vulnerabilities

Gentoo local security chack hole

Viilnarshilibae sreme sbad uith tha larsal baes

LS

wlauagi jl 658 Ul 5Ld Ulgs
IPS .5Lm ﬁuul;uu J'S)9.5 )L?,g'

Vulnerability detection for specified target,
intelligently generate the IPS template and
prevention policy based on detection result

A~
Intrusion Prevention Strategy Scene&Mode IPS Cloud Protection Agent Custom Character Sig Content Redirect IPS isolation blacklist

b System
b Network Canditional Query
1D NAME TYPE OMMENT PERATION
¥ Route
1 standard Intrusion Prevention Template Template | View policy Info
¥ Firewall 2 Intrusion Detection Template Templats | view palicy Info
3 Linus Intrusion Prevention Template Templats | View Policy Info
ety 4 Vindows Intrusion Prevention Template Template | View Policy Info
virus protection g scanlP§20160427151252_001 Policy & &
Intrusion protection m

Cloud protection

MDA BD M The 1 Page/t Page Goto L page [Ga Per page (10 ¥ row B

——
¥ S Security Rule NAT Rule DDoS Rule
Bilzad o o
¥ Network ® security Rule Strategy group
STRATEGY GROUP All group ¥ Reset hits of the strategy  Search
» Route . :
DE N A i JTPUT (!
£ | SOUR -
I o
& 1 none none any ermit v 0§ defak #B
Provy ’ 2 none none any permit » 0 ¥ recommend @ B
Domain v
[Coinse J e oo ‘.
Address p
WOT 43T P> MThe 171 Page Gotol  page [G0 Per page 10 ¥ frow Total2 Items@
Service (6o



wlaodgd J.S X Lo Llgs
: 285 gl G U (51 2UIgY
N L4 L]
b System A Intrusion Prevention Strategy Scene&Mode IPS Cloud Protection Agent Custom Character Sig Content Redirect [IPS isolation Ulutkhsl‘ Im[aCkllst /Inkage
i

ite A Log View Security Rule

—_——

swall ; . _— §
Log Server Settings Log Type : _og Priority : |All V| Please enter a keywore m Se:

urity Protection DATE MESSAGE LEVEL TYPE DEVICE NAME  ACTION SOURCE ADDRESS DESTINATION ADDRESS DETAIL
I Informatio Device management lo
L : 16/05/05 16:32: ow isolation blacklist list page emis show 10.16.1. e ick to view...
rmet Behavior 2016/05/05 16:32:56 Show IPS isolation blacklist Ii themi h 0.16.1.2 Click d
« n g
< A  Intrusi -
yﬁtem Informatio Device management lo
dit center 2016/05/05 16:32:52 Show IPS Isolation Blacklist Settings page themis show 10.16.1.2 Click to view...
n 9
Si Informatio Device management lo
N Etwork e 2016/05/05 16:32:52 Show IPS Isolation Blacklist Settings page 9 themis show 10.16.1.2 - Click to view...
n 9
R t twal Private Networks 2016/05/05 16:32:49 eth2 link up Note Device state log themis show - - Click to view...
oute
Informatio Device management lo
VPN 2016/05/05 16:32:49 Show ipspolicy list page themis show 10.16.1.2 - Click to view...
n 9
Firewall 6 2016/05/05 16:32:47 eth2 link down Note Device state log themis show Click to view... t A
Informatio Device management lo equen Ccess
ified Auth 2016/05/05 16:32:31 Show Log Show page themis show 10.16.1.2 - Click to view...
r H 1 n
Security Protection 9
Informatio Device management lo
Center 2016/05/05 16:32:25 Show Log Show page themis show 10.16.1.2 - Click to view...
Virus protection 2 9
nerability scan 2016/05/05 16:32:22 Detect attack-http_host; type:UserDefine Warning 1PS log themis drop 10.16.2.1 220.181.111.188 Click to view...
Intrusion Fm - Device management lo . . .
ffic State 2016/05/05 16:32:22 add blacklist ip=10.16.2.1 Note themis add ——— ——— Click to view...
9
Anti-spam
Pa Address
Service i
Time
} Flow Cq
Security Z
Blacklist

Improve the processing efficiency of IPS

&
7bvenustech Office network
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LS

~DNS Flood zlgorithm parametelrs‘ Ant j_ _DDOS :|:l| ;.!AB:J. -j I GJ:!S Ui.l-”L..! tSlm U:!L.J I 9:'.

Fi”e grained Response source IP speed limit 500 M_ASEIG nne

¢ 'THTTP Flood algorithm parameters

The characteristics of filtration coef

ient GET source IP threshold of sp~~- 1"~
. it wICMP Flood algorithm parameters
detectlan B The clustering speed limit coefficier POST source IP threshold of s Fragment packets pass rate 10 9 (0-100, default 10, 0 means unlimited)
Retransmission detection mit Allow ping packets through [
. ) Whitelist timeout . .
Maximum passing packets detecte Filter extra long ping packets 0

Whitelist credibility

Retransmission detection timeout

algorithm

Filter length

(74-65335 Byte)

Request characteristics filtering Maximun back-exploration tin Cicios " =

*The configuration take effect overall,is not affected by attack approach

Global

B _i [ ::t::l‘lcddress deceive [C] Anti routing attack [[] Anti Smurf attack
(d o I
canﬂguratlan v [ Anti LAND attack [T Anti Winnuke attack [[] Anti Queso scanning
[T Anti SYN/FIN scanning [7] Anti NULL scanning [T Anti Christmas tree attack
- . T
A
I WATRRESLE (105%) © 173% e
Attack traffic |
I 35000 000 200
StatIStIC 30000 000
25000 000 b=y
20000 000
100
15000 000 il
10000 000 |
50 |‘
5000 000 '
E ! DNS Response Flood:0

1 T
(bps) 11:39:38 11:42:08 11:40:13 11:42:43 11:43:53 11:45:13 11:47:43

|23 SYN Ficed ACK Ficod TCP Fiood UDP Ficod ICMP Flood FRAG Flood

7@ Venustech s RS e RS
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URL self-learning:clsuag3 jl (558 U (5o (2Ulgs

URL Policy Custom URL URL Config URL Listé ntelligent Learning:]Learning Rest URL Config URL List Intelligent Learning Learning Result

—_———————
o

URL config

| URL recognition |

I MAME KEYWORD
Tourism and Enab.le — .
1 o ]Cr;t;:l;gent recagnition feature lib 20 (Range:11-100M)
Server ip
2 Cosmetology o
3 Web Proxgy )
Mewspapers and

¢ Magazines B
5 Portal Site
6 Recruitment linkedin,51job Enable B
. Finance and 1P address access is prohibited

Securities Enable ]
8 Adult Site
9 Software )
10 Children '

Office network

@@ Venustech
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Content visibility: Webmail, Forum, Twitter, Uploading

Add Audit Policy

“Name (Name consists of 1 to 32 etters numbers.minus signs Chinese and underlined) t t E 7 t t W b t t
- S — content, cmali content, vwewppage conten
FHTTP out [T Access URL
@ All URL
ElWeb mail content Appaint URL
[l web appendix content B Web content
[l Web text content @ Only audit web title
ElWeb bbs content Audit web fitle and content
I Microblog content @ Al URL
[IMicroblog appendix Appoint URL
— [ By keyword set of audit T E
] PUT fie Flename and cortert wFTP up/downioad /' statistical Condition I @ Collection  [@& Expart Log

TIGET file filename and content

[ZPUT file flename and content

[ GET file filename and content

| Time:00:00:00 - 23:59:59 | Email Type:All Types

Group Name:root | Have Subgroups.Yes | Staistical Time:Custom | Date:2016-04-27 - 2016-04

Query Results of All Online Behavior

SO |

[ Send mail content(SMTP)

=* Riskintelligence Reports

f Contrast Report

ContrastReport
] i [ Receive mail content(POP3) Order Date And Time
7. Staistics Statistics i
= Vsor Name GrounName HostlP Dest | Email Header Abstract Email From Email To Specific Application  User Name In The Group Email State Time I
Ao Log Query 11 chenkn roottest 192.168.84.128 2201 JRaed
! Log Query — - a
TR P . e ST e ! 31 [E0SHEEENNE] TRiE2SiEE Mantis Bug Tracker  lurr@leadseccom.cn  Recelve Emall 192,168 84.56 Iroottest Send or Receive Succe 2016-04-27 15:38:23
S A OO BaBrE 13 baibing roottest2 1921688450 1921¢ ¥ Online Behavior (=] 32 (3609 EEERIRE! FHiAB0E185% ==== Mantis Bug Tracker  lium@leadseccom.cn  Receive Email 192 168.84.56 Irootiest Send or Receive Succe 2016-04-27 15:38:23
) Vst Webste Ly chenkn Jookest 132 iad 18 245"y All Oniline Behavors 13 #8 . =R “=liur=" Receive Email 192.168.84.56 Iroottest Send or Recelive Succe 2016-04-27 15:38:23
s S ) b s e : : 34 [360.9HHEREHIRE] FHABREE% === Mantis Bug Tracker  lium@leadseccom.cn  Receive Email 192.168.84.56 rootftest Send or Receive Succe 2016-04-27 15:28:23
en oottes! 4 .84 E 151 |
16 chenkn IrootRest 192.168.84.128 1214( b VisitWebsite i
» Il Chat 17 chenin roottest 19216884 128 2016 : 35 EE BETHERIE— #E iTARNHLELAE | wulb@leadsec com.cn liur Receive Email 192,168 84.56 Iroottest Send or Receive Succe 2016-04-27 15:35:23 .
b AccountAudit 18 chenin Fookest mowesms  a L Mal SendRecelve 3% 11000MAERE 2R BOMUDPE weigd@leadsec.com.c EHH Receive Email 192.168.84 56 raotfest Send or Receive Succe 2016-04-27 153823
) Forum Posting B |19 chenin frookest el 230 b IMChat 37 UiEHRE R EIMEES His —fi: B4R 8, xeqi@leadseccomen gaopeng@leadsec.con Send Email sieqi Iroottest Send o Receive Succe 2016-04-27 153725
20 chenin roottest 19216884128 121.1¢
» Outgoing File b i 18 R UrASHESFR A S5 (BEDH thE4 =$hEHE= Receive Email 192.168.84.122 Irootitest Send or Receive Succe 2016-04-27 15:35:37
1w0fe] W 4« | Pagel2 [Golotarzz » M O Account Audt .
» Outgoing Information(HTTP) > Forum Posting E 39 11000UGEMERIR 2R 3%ORUDPE weigd@leadsec com.a dongnn@leadsec.com. Send Email weigd Iroottest2estd Send or Receive Succe 2016-04-27 15:3214
b File Upload(FTP) 40 EE GETHRRE— 8 Ml BEHLNE | wub@leadseccom.cn lun@leadseccomen  Send Email wulb Iroottest2 Send or Receive Succe 2016-04-27 15:29:08 I

p Outgoing File

by 0[] W 4 Pagels |Golor17 » M O Displaying 31 o 40 of 166 items
) Intemet Time } Outgoing Infarmation(HTTP)
Firewall 192.168.04 56 2016-04-2715:38:23
i b File Upload(FTP) “ a8
T Tiend Email From: Mantis Bug Tracker =mantis@leads Email To: liur@leadsec com.cn
» Online Traffic Download original email

P e Emall Header:  [3.6.0.9FBME RIS ENT 0043506] [3.6.0.9(43226)UP-g- 05-36.0.0-1INKEFEREL HAD 5 PPEEHNBRES , RERHAEI HHEERS
= ey b Internet Time
} Firewall Log Email Content Attachment Number: 0
THiaEoGEs - - - somsmsmsssmsoossoooooos hitps:/192 168 84.247/mantishiew. php?id=43506
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Secure Gateway

=) System Navigation

&) Refiesh  auto Refresh | ot Refresh

dministrator

LS

Intelligence analysis report template of risk behavior

Risk visibility: Data Leakage,

#' Home ) ) o
e remas s e | o | oo covras [ [ resignation analysis and legal
T e Report Name Report Type Report Generation Time User Name Operation . o o ope
EInelioence Repore 1 WHERARIREE Weekly Risk Intelligence Report  2014-06-30 administrator  Edit Delste Gensrate Show rISk VIs’bl/Ity
2 EIEREERE Weekly Risk Intelligence Report  2014-06-28 administrator Edit Delete Generate Show
3 T {eshEiRs Weekly Risk Intelligence Report  2014-06-28 administrator Edit Delete Generate Show
4 EIRERE Weekly Risk Intelligence Report  2014-06-28 administrator Edit Delste Generate Show
10 M 4 F'ageof1 L3 ] < Displaying 1to 4 of 4 items
B briwsS
® ruE
-~ -
‘ " A | hreat visibility: real-ti
\ i Threat visibility: real-time
[ d
o eling (118.3083.38 5280) IPS/AV event ranking and
K
s WhEn M. N [ B miue L IR ™ B . . .
S [ Unedsen (8750 P a5 19734 cu s i | geographical incident
‘ N Lagi e 15900 50 oy PN VAD v 80 s M We e ) -
- . o
| e IFAFES I JN 1 F S 'R FAS ) e wawiil
(“-' / e presentation
. . ar ey 108 0187 4T 26T JO2 170 01 100 AR TS 8]
——_
.‘gn . ] 1IAZTR S AT 12X Dsnn maarwm Wy mamm
n".a* = S Lrdl 190 155t e 2 (FRELE TR we wawiil
Loatrt - -
.-

.-l---o“’.”..ﬁi--l.......o....--o.o.--oo..o.c.-....‘..oo..o--oo..s'ol
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ISP
network

e High throughput, low delay

» Sufficient application support
capacity

* The integrated access between
users and network, application
and data

Enterprise,

network \\
[}

e Allthe functions of
Classic firewall included

» Sufficient application R
service capacity

* Application threat
defense .

Access integrated control
between user and businesT
application E
Access integrated control

* Access integrated control
between user and business
application

A
* Client access control e T——. p— ul\ :
* Access integrated control st * Access integrated control
between user and o ASS dafanss between user and database
__application *  Virtual machine security J * N defense ;
e Application threat defense Small size database *  Virtual machine security

@@ Venustech

Enterprise deployment
Datacenter deployment

Data Center requirement ISP deployment
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3-stage security network constructing for the provincial
audit bureau(HQ, Branch, Sub-branch)

Considered the business ,geography location and administrative B .
. . Int t network =
T t structure , the network is separated to several secure domain. rrranet et G L
arge Between the secure domains, the access control, intrusion and illegal Lentral switch
access prevention, virus and worm prevention are properly realized. s | t % HQ network
erver clusters
UT™

ity Management

3000. ) Server

Backbone Router

[The guantity PCs and servers in the business system are more than A *
Securi

"+ Use Venusense UTM to realize the function instead of the N Backbone network
traditional Firewall , IPS and internet behavior management N
products. Deploy the system for the entire province in 3 weeks
without any network structure changing and working
interrupting.

* The high-end UTM and integrated security management platform
is deployed at the provincial Bureau HQ,,in this way ,the whole
system is easily to management ,audit, analysis and update. ;

UTM Branch office

Branch office

* Deploy the Mid-end Venusense UTM at the municipal office of g
the audit bureau, the UTM supports to configure automatically by [
pressing only one button even there is no professional technique Sub-branch office
Sub-branch office
\ staff . /
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Network security system modernization project
for the accounting system of a provincial ISP

Target

The data center is crucial for the business system of the ISP ,but the client )
security is uncontrollable because of kinds of virus and worms spreading,
therefore, it is vital to solve the secure issue at the client side to guarantee the
security of the entire business system. )
N
The core business system of the ISP is responsible for accounting and service
[fulfillment ,the client sum is more than10000. )

-

* Deploy the high-end Venusense UTM (40G throughput) in front of the
intranet database and core business system, the front side of the UTM is
the agent client which need to access the core business system and the
back side is the business server clusters of the ISP which provides the core
service ;

* Due to the high availability and persistency requirements of the ISP’s
business system, deploy 2 UTMs working as HA.
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