
بپیوند به ارتباط امن معرفی محصول
Venustech UTM



Venustechمعرفی  UTM 2

گزارشات
و ارائه راهکار پیشرفته مدیریت متمرکز

گزارشات کاربر پسند 

کارایی بالا
و Multi-Coreبکارگیری از معماری پردازش 

Multi-Thread
موتور پارس کردن ترافیک

طراحی یکپارچه نرم افزار شامل عملکردهای 
، Firewall ،Anti-Virus: پایه ای امنیتی مانند

IPS ،Content-Filtering ،Application 
Identification ،Anti-Spam ،IPSEC/SSL 

VPN وAnti-DDoS

Cloudامنیت بر مبنای 
ارائه عملکردهای امنیتی بر مبنای

Cloud جهت مقابله با تهدیدات
پیچیده جدید 



Venustechنقشه راه  UTM

UTMتولید  10Gکارایی ترافیک 
معماری چند هسته ای

ارتباط با محصول 
هاEndpointمدیریت 

یکپارچگی با 
Application-
Protection 

همگرایی عملکردهای 
مختلف 

رسیدن به سطح کارایی
100M ارتباطات همزمان

2005 2009 2010 2014 2016

یپشتیبانی از مجازی ساز
 160Gکارایی بالاتر ترافیک

.....

2017



Venustechمدل های  UTM
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Venustech UTM 70E– بالاترین کارایی در بینDesktop UTMها

سخت افزارایجاد ارزش افزوده در مرکز مدیریت

نرم افزار

کاربری آسان

شخصی سازی

• Intel Bay Trail Platform Quad Core
• Competitive performance
• Wireless module

• Anti-Virus: Kaspersky engine
• IPS: Powered by Venus ADLAB
• Anti-Spam & URL DB: Cyren Cloud engine

• Quick configuration wizard
• Quick configuration via USB driver

• Syslog server, Upgrade server, License 
server, Remote maintenance server.



Venustechتیم محصول  UTM
Planning & 

design

12 staffs

R&D

120 staff 

QA

70 staffs

Tech specialists

8 staffs 

UTM
Products 

Team
210 staffs



گواهینامه ها

• Industry Member of 
Cloud Security Alliance

• Microsoft MAPP 
Partner

• CVE Compatibility • IPV6 READY

• Patented technology for UTM data processing (Patent No.: 201010270457.6)
• Patented technology for network virus detection (Patent No.: 00810102849.4)
• Patented technology for P2P application identification (Patent No.: 20081022623)0.4) 
• Patented technology for virus and intrusion detection (Patent No.: 200610112692.4)
……

• CE Compatibility • RoHS Compatibility • VCCI Compatibility

EAL 3+
• Security Evaluation

دارای بیشترین گواهینامه های سطح بالا و افتخارات در چین•
دارای گواهینامه های بین المللی•



درآمد و سهم از بازار داخلی

Venustech, …

86.70%

Venustech OTHERS

Venustech, 
15.50%

84.50%

Venustech OTHERS

2016Venustechتا سال • UTM  استنشین بازار داخلی بوده صدر امین سال متوالی 6برای.
Million 48.43$فروش : 2014فروش در سال •
Million 62.92$: 2015فروش در سال •
 Million 90$: 2016در سال NGFWو UTMمجموع فروش •

2014 UTM MARKET SHARE IN CHINA BY 

IDC

2015 UTM MARKET SHARE IN CHINA BY

CCID



SMB Japanسهم بازار از 

Venustech, 3%

Fortinet, 28%

Sonic Wall, 21%
Juniper, 22%

Check Point, 10%

Cisco, 9%

Others, 7%

JAPAN SMB UTM MARKET SHARE 2014 BY 
FUJI CHIMERA

Venustech Fortinet Sonic Wall Juniper Check Point Cisco Others

Venustech, 13%

Fortinet, 25%

Sonic Wall, 19%

Juniper, 20%

Check Point, 10%

Cisco, 8%
Others, 5%

JAPAN SMB UTM MARKET SHARE 2015 BY 
FUJI CHIMERA

Venustech Fortinet Sonic Wall Juniper Check Point Cisco Others

(2015سال . )می باشدVenustechژاپنی متعلق به SMBدر شرکتهای UTMاز سهم بازار % 13
.است2015محصول برتر این بازار در سال 4جزء 
.است2016محصول برتر این بازار در سال 3جزء 



امکانات

امنیت یکپارچه و سیاست های : تنظیمات مجتمع
محافظت

Integrated security/protection and traffic 
control policy:

• All security and protection 
configurations (such as those for virus 
defense, intrusion prevention, behavior 
management and web filtering) are 
implemented in one unified protection 
policy.

• User-based application identification 
and traffic control are implemented 
based on comprehensive data about 
users, applications, and content. 



امکانات

Predefined config switch (for security policy switch)

High－Level3：Absolutely strict security policy. Such as: Standard IPS(Log, Drop, Reset); AV(Drop, Log, all 

protocols) 

Middle－Level2：Relatively strict security policy. Such as: IPS(Log only); AV(Drop, Log for http only)

Low－Level1：Less strict security policy. Such as: IPS(Log only); AV(Log only, all protocols)

03 Click here to add your text. Click here 

to add your text. One touch configuration. Easy to use for specific customers.

امکان استفاده از تنظیمات از پیش آماده شده



امکانات

نظارت بر منابع و ترافیک: کاربری آسان

• Display the usage of Memory, CPU, Disk.
• Display the interface status by colors.
• Display the real-time traffic flow for each interface.



امکانات

Local Engine
Kaspersky Engine

Kaspersky engine

Local engine
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:  توانایی های پیش گیری از تهدیدات
تشخیص ویروس

Virus 
isolation

Host 
blacklist



امکانات

Private Cloud Center
(Blacklist/whitelist reliability verification, 

virtual execution, and network-wide 
synchronization triggered by a single point)

Hacker

ServerA hacker uses 
0-day 
vulnerabilities 
to launch 
attacks. 

Query data in the local 
security feature library, 
which contains millions 
of related data entries.

Allowed

Rejected

Cache data to 
the local security 
feature library.

:تهدیداتاز توانایی های پیش گیری
UTM+APT solution



امکانات

Vulnerability detection for specified target, 
intelligently generate the IPS template and 
prevention policy based on detection result

:توانایی های پیش گیری  از تهدیدات
IPSایجاد خودکار سیاست های 



امکانات

Initial access 
matches IPS 
policy

Generate 
the blacklist

Subsequent 
access be 
blocked directly

Initial Access

IPS 
blacklist

UTM 
blacklist

log

Block & log

Office network

Block 
timeout

Subsequent Access

Improve the processing efficiency of IPS

:توانایی های پیش گیری  از تهدیدات
IPS blacklist linkage



امکانات

Fine grained 

detection 

algorithm

Global 

configuration

Attack traffic 

statistic

Anti-DDoS:توانایی های پیش گیری  از تهدیدات



امکانات

If match the 
URL sig lib?

Match.--
Obey the 
policy

Not match.–
Perform self-
learning

Permit & 
log

Not match. --
Consider as 
others

Others

URL
Library

Permit

Match.—Save 
result

URL
libraryRequest direction

Response 
direction

Office network

User self-service-extendable URL
library

URL self-learning:توانایی های پیش گیری  از تهدیدات



امکانات

Content visibility: Webmail, Forum, Twitter, Uploading 
content, Email content, Webpage content 



امکانات

Threat visibility: real-time 
IPS/AV event ranking and 

geographical incident 
presentation

Risk visibility: Data Leakage, 
resignation analysis and legal 

risk visibility



UTMسناریوی پیاده سازی 

Internet

ISP 
network

Data Center

Network 1

Network 2

Small size database

HPC cluster

• Al l the functions of 
Classic firewall included

• Sufficient  application 
service capacity

• Application threat 
defense

• Client access control
• Access integrated control 

between user and 
application

• Access integrated control 
between user and business 
application

• Access integrated control 
between user and 
database

• APT defense
• Virtual machine security 
• Application threat defense

• Access integrated control 
between user and business 
application

• Access integrated control  
between user and  database

• APT defense
• Virtual machine security 
• High throughput performance 

requirement

• High throughput, low delay 
• Sufficient application support 

capacity
• The integrated access between 

users and network, application  
and data

Enterprise deployment

ISP deployment

Enterprise 
network

Datacenter deployment



راه حل امنیتی شبکه خصوصی دولت: 1مورد کاربرد 

Considered the business ,geography location and  administrative 
structure , the network  is separated to several secure domain. 
Between the secure domains, the access control, intrusion and illegal 
access prevention, virus and worm prevention are properly realized.

The quantity PCs and servers in the business system are more than 
3000.

• Use Venusense UTM to realize the function instead of the 
traditional Firewall , IPS  and internet behavior management 
products. Deploy the system for the entire province in 3 weeks 
without any network structure changing and working 
interrupting.

• The high-end UTM and integrated security management platform 
is deployed at the provincial Bureau HQ ,in this way ,the whole 
system is easily to management ,audit , analysis and update. ；

• Deploy the Mid-end Venusense UTM at the municipal office of 
the audit bureau, the UTM supports to configure automatically by 
pressing only one button even there is no professional technique 
staff .

3-stage security network constructing for the provincial  
audit bureau(HQ, Branch, Sub-branch)

Target

Scale

Solution



ISPسیستم مدیریت کاربران راه حل امنیتی : 2مورد کاربرد 

The data center is crucial for  the business system of the ISP ,but the client 
security is uncontrollable because of  kinds of virus and worms  spreading, 
therefore, it is vital to solve the secure issue  at  the  client side to guarantee the 
security of the entire  business system.

The core business system of the ISP is responsible for accounting and service 
fulfillment ,the client sum is more than10000.

• Deploy the  high-end Venusense  UTM (40G throughput) in front  of the 
intranet database  and core  business  system, the front side of the UTM is 
the agent  client which need to access the core business system and the 
back side is the  business server clusters of the ISP which provides the  core 
service ;

• Due to the high availability and persistency requirements of the ISP’s 
business system, deploy 2 UTMs working as HA.

Network security system modernization project 
for the accounting system of a provincial  ISP

Target

Scale

Solution



Thank you 


