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Uﬂlflcd Threat Management

NG Series UTM Appliances

NG Series : 15iNG, Z5iNGERE 35iNG, 50ING, 100ING, 200iNGXR 300INGXP

NG Wireless Series : 15wiNG, 25wiNG, 25wiNG-6F 35wiNG
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Stateful Inspection Firewall

- Layer 8 (User - ldentity) Firewall

- Multiple Security Zones

- Access Control Criteria (ACC) : User-ldentily, Source and
Destination Zone, MAC and IP addrass, Senvice

- UTh policies - IPS, Web Fillering, Application Fillering, Anbi-
virls, Anti-spam and Bandwidth Management

- Application (Layer 7) Conlrol and Visibility

- Access Scheduling

- Policy based Source and Destination NAT

- H.323, 5IP NAT Traversal

- 802 1g VLAN Support

- DaS and DDoS attack prevention

- MAC and IP-MAC fillering and Spool prevenlion

Gateway Anti-Virus & Anti-Spyware

- Virus, Worm, Trojan Detection and Rermoval

- Spyware, Malware, Phishing protection

- Automatic virus signature database update

- Scans HTTR HTTFS, FTR SMTR POF3, IMAR IM, VPN Tunnels
- Customize individual user scanning

- Sell Service Quarantine area

- Scan and deliver by file size

- Block by file types

- Add disclaimer/signature

Gateway Anti-Spam

- Inbaund Scanning

- Qutbound Scanning”

- Real-time Blacklist (REL), MIME header check

- Filter based on message header, size, sender, recipient
- Subject line tagging

- Redirect sparm mails to dedicated email address
- Image-spam filtering using RPD Technology

- Zero hour Virus Outbreak Protection

- Sell Service Quarantine area®

- IP address Black list\White ist

- Spam Motification through Digest™

- |P Reputation-based Spam filtering

Intrusion Prevention System

- Signaturas: Default {45004 ), Custom

- IPS Paolicies: Multiple, Custom

- User-hased policy creation

- Automatic real-time updates from CRProtect networks

- Protocol Ancmaly Detection

- DD0S attack prevention

- SCADA-aware IPS with pre-defined category for ICS and
SCADA signatures

Web Filtering

- Inbuilt Web Category Database

- URL, keyword, File type block

- Web Categories: Default(89+, Custom

- Protocols supported: HTTR HTTRS

- Block Malware, Phishing, Pharming URLs

- Category-based Bandwidth allocation and priaritization
- Block Java Applets, Cookies, Active X

- CIPA Compliant

- Data leakage control via HTTR HTTPS upload
- Schedule-based access control

- Custorn block messages per category

Application Filtering
- Inbuitt Application Category Database
- 2,000+ Applications Supported
- Schedule-based access control
- Block
- Proxy and Tunne|
- File Transfer
- Social Networking
- Streaming Media
- Layer 7 (Applications) & Layer 8 (User - ldentity} Visibility

- Securing SCADA Nelworks
- SCADAICS Signature-based Filtering for Protocols
- Modbus, DNF3, IEC, Bacnel, Omron FINS, Secure DNP3,
Longtalk
- Control various Commands and Functions

Web Application Firewall®

- Positive Protection model

- Unigue "Intuitive Website Flow Detector” technology

- Protection against SOL Injections, Cross-site Scripting (XSS},
Session Hijacking, URL Tampering, Cookie Poisoning etc.

- Suppaort for HTTP 0.8/1.0/1.1

- Back-end servers supportad: 5 to 200 servers

Virtual Private Network

- IPSec. L2TR PFTP

- Encryption - 3DES, DES, AES, Twofish, Blowfish, Serpent
- Hash Algorithms - MDS, SHA-1

- Authentication: Preshared key, Digital cerificates
- IPSec NAT Traversal

- Dead peer detection and PFS support

- Diffie Hellman Groups - 1,2,5,14 15 16

- External Certificate Authority support

- Exporl Road Warrior connection configuration

- Domain name suppart for tunnel end paints

- VPN connection redundancy

- Overapping Metwark support

- Huby & Spoke YPN supporl

SSL VPN

- TCP & UDP Tunneling

- Authentication - Active Directory, LDAR RADIUS, Cyberoam (Local}

- Mulli-layered Client Authenlication - Certificale,
Username/Password

- User & Group policy enforcement

- Metwork access - Split and Full tunneling

- Browser-based (Porlal) Access - Clienlless access

- Lightweignt S5L VPN Tunneling Client

- Granular access conlrol Lo all the enlerprise nelwork resources

- Administrative controls - Session timeout, Dead Peer Detection,
Porlal cuslomizalion

- TCP-based Application Access - HTTRE HTTPS, RDE TELNET, S5H

Instant Messaging (IM) Management

- Yahoo and Windows Live Messenger

- Virus Scanning for IM Lraffic

- AllowBlock: Login, File Transfer, Webcam, One-to-one/group Chat
- Conlenl-based blocking

- IM activitics Log

- Archive files transferrad

- Customn Alerts

Wireless WAN

- USB port 3G/4G and Wikdax Support
- Primary WAN link

- WAN Backup link

Bandwidth Management

- Application and User Identity based Bandwidth Management
- Category-based Bandwidth restriction

- Guaranteed & Burstable bandwidth policy

- Application & User ldentity based Traffic Discovery®

- Multi WAN bandwidth reporting

User Identity-based and Group-hased Controls
- Access time restriction

- Time and Dala Quola restiction, F2P and IM Conlrols

- Schedule-based Commitied and Burstable Bandwidth

Networking

- Automated Failover/Failback, MultiAWaM

- WRR based Load balancing

- Policy routing based on Application and User

- IP Address Assignment - Slalic, PPPoE, L2TP PFTP & DONS
Client, Proxy ARF DHCP server, DHCP relay

- Supporls HTTP Praxy, Parenl Proxy with FQDMN

- Dynamic Routing: RIP vi1& w2, OSPF, BGE Multicast Forwarding

High Availability’

- Active-Active

- Active-Passive with state synchronization
- Stateful Failover

- Alerts an Appliance Status changs

Administration and System Management
- Web-based configuration wizard

- Role-based Access control

- Firmware Upgrades via Web Ul

- Web 2.0 compliznt UL {HTTPS)

- Ul Color Styler

- Command line interface (Senal, 55H, Telnet}
-SNMP (v, w2, v3)

- Multi-lingual suppart: English, Chinese, Hindi, French, Korean
- Cyheroam Central Console (Optional

- MTP Suppart

User Authentication

- Inlernal dalabase

- Active Directory Integration

- Aulematic Windows Single Sign On

- External LDAR/RADIUS database Integration

- Trin Client supporl - Microsofl Windows Server 2003 Terminal
Services and Citrix Xendpp

- RSA SecurlD supporl

- External Authentication - Users and Administrators

- UserMAC Binding

- Multiple Authentication senvers

Logging and Monitoring

- Graphical real-time and historical Manitoring

- Email notificalion of reporls, viruses and allacks

- Syslog support

- Log Viewer - IPS, Web filler, WAF, Anti-Virus, Anli-Spam,
Authentication, Systerm and Admin Events

On-Appliance Cyberoam - iView Reporting” /.""m.w""\....
- Integrated Web-based Reporting tool -
Cybernam-iview

- 1,200 drilldown reports

- 45+ Compliance reports

- Historical and Real-time reports

- Multiple Dashboards

- Username, Host, Email ID specific Monitaring Dashboard

- Reports - Security, Spam, Virus, Traffic, Policy violations, VPN,
Search Engine keywaords

- Multi-format reports - tabular, graphical

- Exportable formats - PDF, Excel

- Automated Report Scheduling

IPSec VPN Client®

- Inter-operability with major IPSec VPN Gatewsays

- Supported platforms: Windows 2000, WinXP 32/64-bit, Windows
2003 32-pit, Windows 2008 32/64-bit, Windows Vista 32/64-
bit, Windows 7 RC1 32/64-bit, Windows 8 RC1 32/64-bit

- Impart Connection configuration

Certification

- Commaon Criteria - EALS+

- ICSA Firawall - Carporate

- Checkmark UTM Level 5 Certification
- WPNC - Basic and AES interoperability
- IPvB Ready Gold Logn

M Svailable 0 all the Models except CRISING & CRISWING
“Meldtional Purchase Requited
Mot supported in CRASING & WiF series of applisnces
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Specifications 15iNG 25iNG/6P 35IiNG 15wiNG 25wiNG/6P 35wiNG
Interfaces
Copper GhE Paorts 3 446 6 3 a6 g
Caonsole Ports {RJ45) 1 1 1 1 1 1
USB Porls ] 2 ! 2 & =
Hardware Bypass Segmants’ = - = = -
Configurable Internal/DMZANAN Porls ‘es Yes Yag fes fes fes
System Performance”
Firewall Throughput (UDP (Mbps) 1,000 1,500 2,300 1.000 1,500 2,300
Firewall Throughput (TCF) (Mops) 750 1,000 2,000 750 1,000 2,000
Mew sessions/seconc 3,500 5,000 12,000 3.500 5,000 12,000
Concurrent sessions 0,000 150,000 350,000 60,000 150,000 350,000
IPSec VPN Throughput {WMops) 110 210 250 110 210 250
Mo, of IPSec Tunnels 50 100 150 a0 100 150
S55L VPN Throughput (Misps) 50 75 100 a0 75 100
WAF Prolecled Throughpul (Mbps) -MA- 100 150 -MA- 100 150
Aptivirus Throughput (Mbps) 180 300 i 180 300 525
IPS Throughput (Mbps) 140 200 350 140 200 350
UTEA Threughput (Mibps) 20 110 210 80 110 210
Authenticated Users/Modes Unlimited Unlimited Unlimited Unlimited Unlimited Unlimited
Built-in Wireless LAN (oniy for wiNG serias)
Wireless Standards IEEE 802.11 a/bvg/n (WER WPA, WPA2, 802,111, TKIE AES, PSK)
Antenna Delachable 3x3 MIMO
Access Points Up to 8 bssid
Transmit Power (EIRF) 11n HT40 : —15dBm, 116 CCK: +15dBrm, 11g OFDM:+15dBm
Receiver Sensilivity x&% -B8dBrm at 300Mbps, -70dBm at 54Mbps, -88dBm at 6Mbps
Frecuancy Range 2412 GHz - 2472 GHz

5.200 GHz - 5.825 GHz
MNurmber of Seleclable Channals USA [FCC) - 11 channels, EU (ETSI) / Japan (TELEC) - 13 channels
[ata Rate 802.11n: up to 450Mbps, 802.110: 1, 2, 5,5, 11Mbps,
Dimensions 802.11g: 6, 9,12, 18, 24, 36. 48, 54Mbps
HxWx D (incheas) 1.7x6x91 1.7x6x81 17x6x8.1 1.7x6%x91 1.7x6x91 1.7x6x9.1
Ho W [ {oms) 44x153x23.2 44x153 %232 4.4x153x23.2 44x153%23.2 44x153x232 44x153x232
Appliance Weight 1.5 kg, 3.307 los 2.3 kg, 5.07 los 2.3 kg, 5.07 Ibs 1.5 kg, 3.307 Ibs 2.3 kg, 5.07 Ibs 2.3 kg, 5.07 Ibs
Power
Input Vollage 100-240VAC 100-240vAC 100-240VAC 100-2400WAC 100-240VAC 100-240VAC
Consumption 13.2W 33.5W A7.8W 13.2W 33.5W AT.BW
Total Heat Dissipation (BTL) 45 114 163 45 114 163
Specifications 50iNG 100iNG 200iNG/XP 300iNG/XP
Interfaces
Copper GhE Ports 8 8 10486 10/6
FlaXi Porls Module™ (Tor XP Appliances) - - B/8/4 a/8/4
{1 GbE Copper £ 1 GBE SFP /10 GbE SFF)
Console Ports (RJas) 1 1 1 1
IUSE Forts 2 2 2 2
Hardware Bypass Segments’ 2 2 2 2
Configurable InternaliDMZAVAN Ports Yes Yes Yes Yes
System Performance”
Firewall Throughput (UDP) (Mbps) 3,250 4,500 10,000 12,000
Firswal Throughput (TCP) (Mbps) 3,000 3.500 8,000 9500
Mew sassions/zecand 30,000 45,000 70,000 85,000
Concurrent sessions 1,000,000 1,250,000 1,500,000 2,000,000
IPSec VPN Throvghput (Mbps) 400 450 8O0 1,200
Mao. of IPSec Tunnels 200 250 300 400
S5L VPN Throughput (Mbps) 300 400 450 500
WAF Prolected Throughput iMbps) 450 700 1,000 1.250
Anti-virus Throughput (Mbps) 1,000 1,400 2,200 2,600
IPS Throughput (Mbps) 750 1,200 2,000 2,400
UTH Throughput (Mbps) 550 750 1,200 1,500
Authenticated Users/Nodes Unlimited Unlimited Unlimited Unlimited
Dimensions
HxWx D {inches) 1.7x146x17.3 17x146%17.3 1.7x17.3%x11.85 1.7%17.3%11.85
Hx'Wx D {oms) AAKIT2K M 4.4 X372 ¥ 44 4.4 % 43.9 % 301 4.4 % 43.9% 301
Appliance Weight Skg, 11.02 lbs kg, 11.02 Ibs 5.1 kg, 11.24 |bs 5.1kg, 11.24 bs
Power
Input Voltage 100-2400AC 100-2408AC 100-240VAC 100-2400AC
Consumption Qe AW 137w 137W
Total Heat Dissipation (BTU) 338 338 467 467
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